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ABSTRACT

Internet of Things (IoT) is a world-wide network where smart objects are connected to each
other and empowering them to communicate with one another. While considering this smart
object as vehicles, [oT can be referred to as Internet of Vehicles (IoV). Thus, IoV is a real-
world application of IoT which focuses more on the intelligent incorporation of people,
vehicles, and things that exists in the environments. It also provides a platform for Intelligent
Transport Systems (ITS) by making vehicles access the information from other vehicles that
exist in the environment through the sensors. The access information can be related to
drivers, traffic control and pollution control to provide security to the people. loV focuses
mainly on the intelligent integration of vehicles, human, things in the environments. This is
larger networks that have the ability to provide services on larger cities including whole
country. Additionally, IoV have the capability to acquire, manage and compute the dynamic
and large-scale data for vehicles, human, things existing in the environment in order to
improve the sustainability, extensibility, computability of the complex network and

information system.

Due to the tremendous increased of population; the vehicle owned by the people is also
increasing every year. This rapidly increased in the number of vehicles causes more traffic
congestion leading to road accidents and increased death toll. Therefore, due to the mobility
of the vehicles there is a requirement for better interconnectivity and communication among
them. So, the vehicle will be connected to one another through wireless communication using
different sorts of gadgets such as cameras, sensors, etc. The devices in the vehicles
communicate through internet utilizing wide scope of communication protocol and
transmission media. As vehicles are deployed with smart entities such as sensors and
provides a communication medium among the vehicles, this becomes a major part of
converting the simple transportation mechanism to smart transportation. IoV concepts are
mainly used to monitor vehicles and identify the terminals available in the network. These
interconnectivity and ability to exchange the information helps to build a new concept in IoT.
The communication of the sensors faces a lot of challenging issues. On considering oV,

various challenging issues arise such as sensing complex environment, heterogeneity of

XXII



devices, context awareness and connectivity, elimination of redundant data, power, security,
guaranteed message delivery, loop-free routing, energy consumption, scalability and
mobility. Besides there is other challenging issues in IoV such as location privacy, location
accuracy, location verification, vehicle insurance, automobile production, urban traffic
management, road infrastructure construction and repair of vehicles critical challenges are to
maintain security in information exchanges among the vehicles, inequality in sensors, quality
of internet connection, and storage capacity. Besides, employing several vehicles moving on
the road as an eye witness to capture the information about the incidents happening on the
road is also another challenging task. Privacy is the most important part of loV since various
attacks such as location tracking and identity revealing steal sensitive information to create
considerable risk for human lives. The attacker changes confidential information such as
speed, direction, path, location of vehicle owner, and exploits its privacy. The existing
privacy-preserving schemes like pseudonym schemes, anonymous signing protocol, group
signature, and authentication-based schemes, mix zone and silent period, etc. are inefficient
in terms of storage, privacy-preserving, and implementation. Furthermore, they impose high
overhead and converges very slowly. Lastly, Vehicular communication has attracted
reasonable attention recently from both manufacturers and the academic world. This is due to
the high demand for on-road safety by road users. Thus, many approaches have been
considered for vehicle communication in order to augment the existing on-road safety. One of
these approaches is multipath transmission, which supports path diversity and minimizes
delay and load balancing, which in turn improves data packet delivery. In multipath video
streaming transmission, the selection of the best vehicle for video packet forwarding
considering the junction area is a challenging task due to the several diversions in the

junction area.

This thesis work aims to address the aforementioned challenges by designing an efficient
Junction-Aware vehicle selection for Multipath Video Streaming (JA-MVS) scheme and a
novel Adaptive Neuro-Fuzzy based Payment using Blockchain (ANFPB) transportation
communication scheme. The JA-MVS scheme considers three different cases in the junction
area including the vehicle after the junction, before the junction and inside the junction area,
with an evaluation of the vehicle signal strength based on the signal to interference plus noise
ratio (SINR), which is based on the multipath data forwarding concept using greedy-based
geographic routing. Moreover, we propose a novel ANFPB transportation communication

scheme that not only motivates users to take participate in the information sharing problems

XXIII



with the payment mechanism but also allows users to anonymously share the traffic
information with Road Side Units (RSU) in the 5G and Beyond (5G&B) IoV network.
Meanwhile, a smart contract is presented to generate pseudonyms to share the traffic
information anonymously in a non-trustful 5G&B IoV network. Also, an algorithm ANFPB
is presented for the evaluation of payment based on location, timeline, and quality of
information shared by the vehicles. In order to achieve these goals; the following objectives

were set forth:

e To develop an efficient model on video streaming in urban vehicular environments.
e To provide the An Efficient Lightweight Location Privacy Scheme for VANET.
e To develop an Adaptive Neuro-Fuzzy based Payment scheme using Blockchain to

ensure privacy of vehicles in 5G and beyond IoV Networks.

To achieve the first objective, we design a JA-MVS scheme considering the various vehicle
positions at the junction area. The multipath transmission considers the junction-aware
concept in hop-by-hop transmission. The consideration of road junctions during transmission
enhances routing decisions to achieve quality video streaming delivery. In a junction area, the
location and direction of the vehicle are essential when the vehicle’s signal coverage extends
to a junction area, because the selected Next Forwarding Vehicle (NFV) might change its
direction of navigation, which could lead to a video packet drop, thereby affecting the quality
of the video streaming. Therefore, there is a need to explore the characteristics of the junction
area including the vehicles exiting the junction, vehicles at the junction and vehicles before
the junction. The vehicles before the junction are considered to be the vehicles at the end of
the road, which is at the traffic light. The vehicles at the junction do not have a road-ID but
might be in the direction of the Destination Vehicle Node (DVN), while the vehicles after the

junction have recently changed their road-ID, navigating towards the direction of the DVN.

To achieve the second objective, we suggested a novel LAP for VANETS in which Trusted
Authority (TA) chooses a shared secret key k between R; and TA, it is stored in the database
of TA. We proposed an informal security analysis for authentication, in which we
demonstrated that our suggested system meets all VANETS security standards. The proposed
method not only integrated authentication, but also keeps the vehicles secret. Furthermore,
we simulated and then compared our schemes to other relevant schemes to determine its
efficiency and performance. Its provide better performance as compare to the others schemes

also comparing our protocol to other relevant protocols reveals that it is more suited to real
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world environments. VANETSs help in enhancing road safety and optimize traffic flow by

transmitting various safety messages among vehicles

To achieve the last objective, we propose a novel scheme ANFPB using blockchain ensuring
the privacy of the vehicles, and a further adaptive neuro-fuzzy technique is used to evaluate
reward based on location, timeline, and quality of the information shared by the vehicles.
Initially, a system model, network model, and block chain technology are presented to define
the involved physical entity, fog-cloud network layer for information sharing and to ensure
privacy and provides the reward to users respectively in 5G&B IoV network. Then, we
briefly define the system initialization process, pseudonyms exchange mechanism for
privacy-preserving that include smart contract on blockchain to ensure the authenticity of the
vehicles. Then, a novel ANFPB is presented to evaluate the reward for the vehicles based on
the shared traffic information. Furthermore, to make the scheme free from fraudulent user’s

revocation authority revokes the vehicles based on their pseudonym exchange history table.

The above-mentioned works are implemented on the MATLAB (R2016a) and NS-2
environment on Windows 8.1 Pro 64-bit (6.3, Build 9600) platform. The results obtained
from the experimental studies show that the proposed works success to out performs the
performance of the baseline schemes in terms of packet loss ratio, structural similarity index,

end-to-end delay, computation cost and average transaction speed.

XXV



Chapter 1

Introduction to Internet of Vehicles

1.1. Overview

Over the past few decades, the number of the population has been increasing tremendously.
Due to this, the vehicle owned by the people is also increasing every year. This rapidly
increased in the number of vehicles causes more traffic congestion leading to road accidents
and increased death toll [1]. Therefore, due to the mobility of the vehicles there is a
requirement for better interconnectivity and communication among them. So, the vehicle
will be connected to one another through wireless communication using different sorts of
gadgets such as cameras, sensors, etc. The devices in the vehicles communicate through
internet utilizing wide scope of communication protocol and transmission media [2]. As
vehicles are deployed with smart entities such as sensors and provides a communication
medium among the vehicles, this becomes a major part of converting the simple
transportation mechanism to smart cities [3]. These interconnectivity and ability to exchange
the information helps to build a new concept in Internet of Things (IoT). Figure 1.1 shows

the IoT research field and its development areas.

In the research conducted by Raymond James’ Industry, it has been reported that the number
of devices connected in internet in passed 2011 exceeds the total population on the planet
and it has been expecting to reach 50 billion by next year [4]. This excessive increase in the
number of connected gadgets provides the entryway for various sorts of automobile to
automobile communication which empower universal availability among gadgets there by

empowering the IoT world-wide [5].

IoT is a world-wide network where smart objects are connected to each other and
empowering them to communicate with one another. When we consider this smart object as

vehicles, then IoT can be referred to as Internet of Vehicles (IoV) [6-7].
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Smart Transportation

Smart Health

Fig.1.1 IoT applicable in different research field and its development areas.

Thus, IoV is a real-world application of IoT which focuses more on the intelligent
incorporation of people, vehicles, and things that exists in the environments. It also provides
a platform for Intelligent Transport Systems (ITS) [8-9] by making vehicles access the
information from other vehicles that exist in the environment through the sensors. The
access information can be related to drivers, traffic control and pollution control to provide

security to the people.

The new generation of IoT navigates the development of conventional Vehicular Ad-hoc
Networks (VANET) to IoV. Due to the continuous evolution of communication
technologies, IoV attracts large number of leading commercial company as well as
researchers. Based on the recent survey it has been predicted that in the near future recent
billion things are likely to connect to the internet where vehicle will constitute an important
role [9]. There are different obstacles to introduce such types of advancement in large cities.

Some of the obstacles are traffic jams, complex road networks, tall buildings, bad driving
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condition, etc. Hence, in case of VANET, the devices are unstable, random and temporary.
The range of using the device is discrete and local. VANET are not feasible to provide
sustainable services or applications for the customers globally. For the past several years, no
popular implementation on VANET has been done. Therefore, the usage of VANETSs has

begun to decline.

IoV is considered to be evolved from VANET [10]. VANET is simply the network
comprising of moving vehicles [11]. In this network each moving vehicle is treated as a
terminal node and communication is done from one node to another node present in the
network. Only the vehicles present within a range of network are able to communicate.
When the vehicle moves out of the network range, the communication of the device gets
disconnected. This network technology is applicable within a short-range covering only a
small area. Therefore, VANETS have a drawback of inability to deal with global information
[12]. Further, it has additionally been restricted to operate in areas that have traffic
congestions, tall buildings etc. leading to lack of commercial interests. While, IoV can deal
with global information by allowing the devices located in a larger range (whole country) to
communicate. Due to the accessibility of devices located at large range, it has more
commercial interests in comparison to VANETs and also reduces traffic congestion [13].
Hence, IoV is term as the platform for information exchange among the devices in the
network in a direct or indirect manner. This implements a secure, safer, efficient, robust and

greener environment transportation network.

Unlike VANET, IoV is classified into two main directions for technology such as vehicles
intelligence and vehicles networking. The component of vehicles networking includes
VANET which is also term as vehicles interconnection, vehicle telematics also known as
connected vehicles and mobile internet which is denoted as a wheeled mobile terminal.
Similarly, vehicles intelligence is the integration of vehicle and driver. It makes more
intelligent due to network technologies such as deep learning, artificial intelligence, swarm

computing, cognitive computing, etc. Therefore, [oV is based on the intelligent integration
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of vehicles, human, things and surrounding environments. It is a larger network that has the

ability to provide services to larger area including whole country.

In the near future, a new concept of Internet of Vehicle would emerge as a new research and
development area. This concept has already been initiated and it is in an initial stage in
various countries such as in USA, each online device or vehicles are installed with a security
chip to define a unique identity of the device in the network [14]. Likewise, in developed
part of India, all registered vehicles such as autos, taxi, electronic vehicles, metro rails,
government buses etc. have connectivity with Global Positioning System (GPS) and
Wireless Fidelity (Wi-Fi) [15]. Meanwhile, European Commission has initiated number of
activities for the up-liftment of next generation Cooperative Intelligent Transportation
Systems (C-ITS) [16]. The study of various reports recommends that there is a positive
feedback regarding the “connected vehicles” from various countries such as Australia, UK
and USA [17]. Several international companies are working on this area to developed new
innovative ideas. Google Company is collaborating with leading Information Technology
(IT) and automobile companies in order to developed Android based system for connected

drive under the association Open Automobile Alliance (OAA) [18].

Fig.1.2 General Architecture of [oV.
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On the other hand, Apple Company has introduced a system “CarPlay” which provides all
the services of iPhone to the driver through car display along with voice support feature

[19].

Even though IoV is a new emerging area of research, several countries have already started
applying the concept of IoV. In the coming generation lots of development in IoV can be
conducted as it has scope of exploring and applicable on real time basis. In present scenario,
USA is the country that has already deployed IoV concept in all the devices connected in the
network by installing a security chip. IoV concepts are mainly used to monitor vehicles and
identify the terminals available in the network. Similarly, India is also another country that
deployed the concept of IoV. In the capital city of India, all the vehicles that have registered
are allowed to set up GPS to track the vehicle’s location [17]. Meanwhile, European

Commission has taken up several initiatives for the betterment of ITS [20].

The heterogeneous network architecture of IoV [21] includes seven types of vehicular
communications. The types include Vehicle-to-Roadside (V2R) unit, Vehicle-to-Vehicle
(V2V), Sensor and Actuators (S&A), Vehicle-to-Infrastructure (V2I) of mobile networks,
Vehicle-to Sensors (V2S), Roadside and Personal (R&P) Device, Vehicle-to-Personal (V2P)
devices are shown in Figure 1.3. Here, interaction among different loV elements leads to
vehicles information exchange at multi-level by providing awareness to the vehicles, and
this also provides passengers and motorists with valuable information for secure traveling.
The elements taking part in the IoV environment can be an object, devices, etc., which
interact with each other to exchange the information. The communication among these
elements involves the collection of information, exchanging, storing and analyzing the

information to make decisions by less human interventions.

Generally, the applications of IoV are classified into two major categories such as User
applications and Safety applications. User applications provide value added services to the
user. Whereas, the applications that provide safety of the vehicle along with safety of the

passengers travelling on roads by giving notification about any dangerous situation of the
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vehicles. On considering [oV various challenging issues arise such as sensing complex
environment, heterogeneity of devices, context awareness and connectivity, elimination of
redundant data, power, security, guaranteed message delivery, loop-free routing, energy
consumption, scalability and mobility. Besides there are other challenging issues in Internet
of Vehicle such as location privacy, location accuracy, location verification, vehicle
insurance, automobile production, urban traffic management, road infrastructure

construction and repair [21-22].

Personal Device

V2V: Vehicle-to-Vehicle, V2I: Vehicle-to-Infrastructure

V2S: Vehicle-to-Sensors, V2R: Vehicle-to-Roadside Unit

V2P: Vehicle-to-Personal Device, R2R: Roadside-to-Roadside
S&A: Sensor-and-Actuator, R&P: Roadside and Personal device

Fig.1.3 Types of vehicular communications in IoV.

The following is the chapter’s explanation. Section 1.1 gives a brief overview of the IoV.
Section 1.2 describes briefly about different architecture of IoV. Section 1.3 describes the
case study of IoV architecture in real life scenario. Section 1.4 explains the standards of
protocols which are used in IoV architecture. In section 1.5 explain about the characteristics
of ToV. Section 1.6 explains the various applications of IoV. Section 1.7 discusses the

challenges faced by the IoV network. Section 1.8 explains the various securities of loV
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networks. Section 1.9 presents the motivation behind the research and explains the
significance of the work by defining the importance of the proposed work. The problem
statement is explained in section 1.10 which is followed by the objectives and the proposed
methodology for achieving the said objectives, respectively. The last section of chapter

presents the layout of the thesis.

1.2 General IoV Architectures

The greatest challenges of IoV is the ability to integrate multiple components such as
sensors, vehicles, roadside communication infrastructures, human and personal devices in
order to provide comfort, safety and better traffic condition levels. This function requires the
setting up of requirements and several functionalities to encapsulate as a new layer in
layered IoV architecture [18]. The most important challenging issues in layered design
architecture are the most favorable number of layers and the efficiency of each layer. Some

of the challenging issues are [23]:

e Characteristics of network that includes scalability, interoperability, modularity,
reliability among other devices in the network.

e Communication technologies that includes Bluetooth, Wi-Fi, 4G/LTE, Zigbee, etc.

e Data security includes integrity, confidentiality, authentication, availability, and
identification.

e User interaction includes audio, visual, and haptic.

In this regard, the authors also recognized numerous issues that are necessary to considered
while designing IoV architecture [24]. Some of the issues are taken into consideration such
as interconnection of devices in the heterogeneous networks, internet integration, adaptation

to new technologies, service-oriented architecture involving plug and play based interface.

After considering these issues the author developed a framework focuses on the network,

interaction and environment model. This framework involved layered architecture that
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provides seamless integration of inter-device communication in the IoV system [25]. In this

framework some basic information of the layers are defined below.
1.2.1 Interaction Model in IoV

There are six main components involved in IoV ecosystem such as Person, Vehicle,
Personal Device, Sensing Device, Network Infrastructure, and Roadside Device. These
components interact with each other in IoV network. In case of vehicle, all nearby vehicles
are communicated through a communication link established among them to exchange the
information such as alerts signal, traffic condition, physical variables, etc.[26], In case of
IoV, person, people that request to access for network services in environment are
considered. In case of personal device, a device that belongs to individual person for
accessing to the network service in the oV environment is considered. All the devices that
are involved in the network for sharing data are considered in network infrastructure. The
Sensing device like sensors and actuators are used for collecting data or information about
the parameters of vehicles such as fuel consumption, tire pressure, vehicle temperature, etc.
Similarly, it can collect information of person’s health levels such as blood pressure, blood
oxygen level, heart beat rate, etc., and it can also collect environmental information such as
pollution level, weather condition, noise level, etc. Lastly, the device used in the
transportation system infrastructure are known as road side unit and it includes devices such
as traffic lights, radars that capture the relevant information about accidents, traffic
condition, etc. The interaction that happens among the various IoV elements leads to multi-
level exchange of data such as Device to device, Vehicle to vehicle, Vehicle to device,
person to device and person to vehicle [27]. This helps to provide vehicle information in
order to enhance the situational awareness of the vehicles and avail the information about

the travel environment to the passengers or driver.

All the components present in the oV environment such as sensors, actuators, vehicles,
personal devices etc. are represented as devices or objects that communicates with each

other. The Device-to-device (D2D) interaction in IoT [28-29] has become an essential part
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and further extends to include other types of interaction. This type of interaction in IoV
environment involved several devices for communication purpose, data collection,
exchanging information, storing and analyzing data and makes decision without involving

human interventions.
1.2.2 Environmental Model

In case of environmental model, the communication outside the vehicle is describes that
enables the interactions of multiple devices, and vehicles in the network [21].Both these
devices function together to provide improved services in terms of comfort, safety, and
reduction in traffic congestion by deploying vehicle to vehicle, vehicle to roadside unit,

vehicle to personal device, roadside unit to personal device interactions [30-32].
1.2.3 Network Model

The network model of [oV is designed in this section, consisting of different components of

the network.
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Fig.1.4 Four network elements of IoV.
The components in the network play a significant role in expressing the functionalities of the
IoV in a heterogeneous manner. The design of the network model consists of four types of
components such as cloud, fog, connection, and clients. The combination of the components
to form a network model is shown in Figure 1.4. The details of the network model including
all the elements inside each component are shown in Figure 1.5. The 'Cloud' is the major
component that is used to store all the information of the IoV. Several services such as

information processing, intelligence computing are the essential services offered on the
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cloud platform with the help of cloud infrastructure. In IoV, the data collected from various
devices are huge due to the tremendous increase in vehicular applications. The increase in
the amount of data, finds it difficult to enhance the services related to vehicles. So, the
network model which depends only on the cloud to store and processed the information fall
short. Hence, the fog component is introduced to improve information processing and

storage. Fog acts as an intermediary between the cloud and the devices.
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Fig.1.5 Network model of IoV with four network elements.
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In addition, fog component has various advantages such as safe storage of the cloud, save
bandwidth and reduces the latency, etc. Fog consists of fog nodes which can be a mobile and
it supports mobility. The nodes can join or leave the network. The information is processed
in the Fog before it sent it to the cloud. Services are accessible on the cloud through Fog
only with the help of connection. The connection is the third component of the oV network
model. Different types of wireless technologies have been exploited to perform different
types of vehicular communications. Finally, all the connections are deployed by the client-
side application, which is nothing but the last component in the network model. Client-side
application services may differ from one client to another client. So, a priority is assigned to

the types of wireless technologies applicable to various client-side applications.
1.2.4 Propose Layered IoV Architecture

The most significant challenges overcome by oV is their consistency in the integration of
various devices such as sensors, actuators, vehicles, camera, humans, etc. to enhance the
levels of safety, security, comfort and traffic congestion levels. In the case of layered
architecture, the main challenge is to maintain an optimal number of layers and provide their

functionalities of each layer. Functionality can be classified as:

e According to the characteristics of network including scalability, reliability,
interoperability, and modularity

e According to the technologies used for communication purposes such as Bluetooth,
Wi-Fi, 4G etc.

e Based on data security such as authentication, integrity, confidentiality, availability,
etc.

e Based on interaction among the user, it may be audio, visual, and haptic.

The main objective of IoV architecture is to have secure integration among the devices on

the internet. The integration can be among multiple vehicles, things, networks, etc. to

11
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maintain the best communication effectiveness that is operational, controllable, and

manageable.
1.2.4.1 User Interface Layer

In this layer connection with the drivers is done directly through the administration interface
to manage the notifications from the driver and provide the best solution from the present
scenario to reduce the driver’s disturbance. Suppose that if a car is likely to meet collision,
ahead of that set of lights or signals can get activated to provide alertness to the driver. In
this layer, vehicle communication is done based on two communication systems, such as a
system based on information and system based on control. In this system, based on
information, all the relevant information, including information of the route, information of
traffic, car parking information, warning of risks for any components of the environment
such as vehicle or driver. Some start-up companies have been focusing on loV development.
An example of Google Company and other car manufacturing company which developed an
Android platform known as the Open Automotive Alliance to provide reality to the
connected car. A system based on control records all the changes done while driving, certain

elements related to driving, includes collision avoidance, control speed, lane keeping, etc.
1.2.4.2 Data Acquisition Layer

This layer is responsible for collecting information from devices install on roads by using
various internal sensors of the vehicle, data gather sensors, traffic signals, data captured
from the communication of the vehicle. Various schemes for data collection have been
proposed, which are based on road division into groups of clusters along with cluster head.
Data can also be collected dynamically based on the mobility of the vehicles and changes in
the network topology. Data transmission based on interaction is classified as intra vehicular
transmission and inter-vehicular transmission. Intra vehicular transmission focuses on data
collected from sensors to a central device that is located inside the vehicle connected

through a wireless or wired network. We assumed to have 200 sensors per vehicle in the

12
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coming years. The topology of the sensors networks is stationary as a sensor does not

change the position.
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Fig.1.6 Seven layered architecture of IoV.

Hence, sensors which are located inside the vehicle do not have any energy limitation as the

sensors are connected to the power systems of the vehicle. The information collected from

the sensors is stored in the Electrical Control Unit (ECU). Later, this information is used in

the execution of several tasks related to the vehicle. In addition, the transmission of data

requires a high-security level, high reliability, and low latency in order to protect the control

systems of the vehicle.

In IoV, data acquisition in an intra-vehicle network is an emerging research area. In the

Inter-vehicular network, data transmissions and communication are carried out with the

external entities, including devices, vehicles,

sensors, etc., of the IoV environment. The

process of information exchange is done in real-time to provide safety.

13



Introduction to Internet of Vehicles

1.2.4.3 Data Pre-processing and Filtering Layer

In this layer, the analysis of the already collected information is done. This analysis helps to
filter the irrelevant data from the transmission, leading to a reduction in network traffic. The
decision of transmission is entirely based on the service profile of the vehicle, which is an
inactive state. Various approaches to data filtering have been proposed. Despite this, the

novel data mining technique is needed to extract data efficiently, accurately and quickly.
1.2.4.4 Communication Layer

The most suitable network to send the information is selected in this layer by considering
different parameters. Quality of Service (QoS) and congestion level available for different
networks, information related to privacy and security, etc. are some of the parameters that
can be deal with. Every communication network has its own aspects. Networks should be
incorporated in a manner to such an extent that the environment gives connectivity and
consistent services alongside the ideal quality to the clients on the basis of several
parameters, including the location of the device, access technologies available for the client's
gadget, etc. The main challenge for this layer is planning a wise approach that chooses the

most appropriate network utilizing the applicable data.
1.2.4.5 Control and Management Layer

Management of network service providers present in the IoV environment is done this
layer. Not only the management of the network service provider but the management of the
information is also done in this layer using various techniques such as traffic management,
packet inspection, and traffic engineering. The primary function of this layer is the

management of data exchange among the different services.
1.2.4.6 Business Layer

The main purpose of this layer is to properly plan for the advancement in business models

depending on application utilization of information and statistical investigation of the

14
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information. In this layer, a large amount of information is processed using the cloud
computing technique. The information, which has already processed, is given to various data

service providers to implement a new application.

This processed information is also used by various government sectors for future
development purposes. Different analysis tools such as use case diagram, flowchart, graphs,
tables, etc. are used in this layer. Besides all the features, this layer is also responsible for
storing; analyzing the information, decision making of the resources to be used in financial

investment, budget estimation for management operation, and data management.
1.2.4.7 Security Layer

This layer is given in vertical alignment in Figure 1.6 to indicate direct communication to all
the layers in the architecture. With the help of this layer, all the security operations such as
authentication, integrity, confidentiality, availability, access control, etc. are supported to

provide a secure loV environment. This layer is the solution to various cyber-crimes in [oV.
1.3 Case Study of Proposed IoV Architecture

This case study explains how the different layers of IoV architecture worked together, as
shown in Figure 1.7. Let us assume that there is a vehicle having an internal problem in the

IoV ecosystem such as a short circuit in the engine.

(1) First, in the acquisition layer vehicle, try to detect the problem through multiple internal
sensors of the vehicle by analyzing the performance of the system. The problem can be
either internal or external causes of other vehicles. Such as electromagnetic signals emitted
by other vehicles in range causes malfunction the other vehicles or roadside sensors affect
the vehicle's performance. The ECU catches the problem that has arises either by an internal

or external cause.

(2) The ECU unit notifies the problem of the vehicle to the Driver by selecting the best
possible display element (e.g. LCD panel) or event (e.g. audio or haptic) depending upon the
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current situation. For example, if the ECU unit detects problem either collision would be
happening with a vehicle ahead of him with current speed then alert signal (notification
RED light on activated on vehicle dashboard) or engine is too much-heated cause of
continuous running, then message appears to stop the vehicle and use coolant to cool down

the engine otherwise engine may be blast.

(3) In the pre-processing layer, the ECU unit filters the information, reduces the information
size by removing the irrelevant information; thereafter, it categorizes in two different types,
either mechanical or environmental. The information is now transmitted to the nearby

vehicles or roadside hoardings.

(4) The best possible access network is selected for data broadcasting in a periodic manner.
The selection of networks depends on several parameters such as vehicle profile subscribes
for which network, quality of service provided by the network, congestion ratio etc. The
transmitted information (i.e. data or packet) must be protected by external attacks. Security
layer prevents from cyber-attacks and also provides extra data integrity, authentication, and

confidentiality to the packet.

(5) After selection of the best technology, network data is circulated by the problematic
vehicle to the nearby vehicles (external to malfunctioned vehicle) in the pre-processing

layer.

(6) The nearby vehicles which receive the information about the malfunctioned vehicle, their
ECU unit notify the driver through any notification element, audio/video, or through the

vibration of sensors.

(7) Also, The ECU of receiving vehicles identify and try to rectify the problem such as,
display the reduce the current speed to avoid collision with the malfunctioned vehicle ahead
or avoid the congested roads by showing the alternate route on GPS in the pre-processing

layer.
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(8) Control and management layer responsible for forwarding the information to other
vehicles in the IoV ecosystem, such as displaying the message in roadside hoarding about
there is malfunctioned car is stopped ahead of the road, congestion in the road. This layer
also provides a solution to the problem such as deployment and displaying another route
option to avoid congestion, manipulate the traffic light signals so that overall traffic

conditions would be better.

(9) These information and roadside infrastructure are stored in cloud services either
remotely or locally. This information is further processed to service, improve the existing

IoV ecosystem, and developed future infrastructure.

(10) Now, the malfunctioned vehicle starts the analysis of the current situation and sends the
gathered information to the vehicle manufactured company and decides whether isolate the

damaged part of the vehicle to avoid further damaged such as the explosion of the engine or

short circuit.

Communication layer

Network selection metrics
*QoS, packet drop and delivery
ratio, congestion, privacy and

- security
Acquisition Layer / eHaving communication
Data collection to identify management capability
problem
eInter-vehicular engine control 3 4 /v/
unit (internal sensors and GPS) 1074
eIntra-vehicular (nearby vehicular eData Integrity
signals) Control and ¢ layer ePacket confidentially and
elnter-objects (traffic lights and Pre-processing layer Flow-based management Authentication
roadside sensors) _Problem classification #Control traffic lights to avoid  [<—————eAccess control and
eEither vehicle relqted SN col‘lision ' availability
{ problem (Mechanical) or o Display alternate routes to avoid eMitigate cyberattacks
1 / environmental 9 congestion
./2 Data filtering ePacket inspection
eRemove redundant data T
otification 7ayer eAvoid irrelevant information 8
User/Driver interface
#Via wired(Ethernet) or wireless 5 / 12 *
(Bluetooth)medium / 6 \ Cloud computing
eEither Audio or video infrastructure
eThrough vibration or touch eStore and processed
sensors (haptic) information
Environmental interface eDesign and improve
eloV ecosystem (roadside existing loV architecture
hoarding)

Fig.1.7 Sequence diagram for an IoV scenario.
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(11) This information is sent out by vehicle using an appropriate network based upon
vehicle company profile, occupant profile, cost and volume of information). All this
information is in encrypted form as it includes personal information (body temperature,
anxiety & stress level determined by wireless body area network sensors) of the customer
along with their vehicle status. So all these communications are protected by the security

layer.

(12) In the business layer, a detailed personalized report is prepared and stored into the
cloud-related to malfunctioned vehicle. This information is further used to determine the
cause of failure and also tackle the same problem if it again occurs into another vehicle of
the same model in the future. Thus by follow-up, these report cards in the future repair cost
of the damaged vehicle would be reduced. Finally, the vehicle manufactured company
notifies the driver about the type and level of the damaged part of the system. They also
investigate the time duration of a specialized mechanic or towing machine to arrive and
whether the damaged part is in the condition of repair or replacement with one in the Service

Centre — all these communications from the client to the business support layer.

1.4 Standards Protocols for oV

IoV includes numerous actors, and the connectivity among these actors must be guaranteed.
The most fundamental issues in interconnecting the vehicles are interoperability. Therefore,
to fulfill this issue, a standards IoV framework is needed to develop. Meanwhile, lots of

work has been carried out to define the standards and protocols for [oV.

Several international organizations such as the Institute of Electrical and Electronics
Engineers (IEEE), the Internet Engineering Task Force (IETF), the European Committee for
Standardization (CEN), EPC global, etc., which is governed by the World Wide Web
Consortium (W3C), are working on the standardization for IoV and development of
protocols related to IoV. These organizations focused on the standards assigned to the

application developers by providing accurate access to the data acquired from the vehicles.
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Fig.1.8 Protocol stack for loV.
The data related to the vehicle include personal information, vehicle identification, speed
and acceleration, battery status, the pressure of the tire, etc. Among the several
organizations, ETSI and CEN developed the standards to ensure interoperable connectivity
among the vehicles that are manufactured from a different company. This basic set of
standards was developed at the request of the European Commission. In Figure 1.8 above,
some of the prominent protocols determine by various Organizations of the international
standardizations have been shown. The application layer also is implemented for IoV

platform also.
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1.5 Characteristics of IoV [22, 33-34]

In vehicular networks, the nodes are represented by vehicle that has different behavior in
comparison to other wireless nodes. Hence the vehicular network consists of numerous
qualities that may influence the design of IoV technologies. Out of all the characteristics
some of them may behave as a challenging task in IoV technological development. While

some other may bring benefit to the environment.
1.5.1 Highly Dynamic Topology

In vehicular network, vehicles are move continuously at high speed in comparison to mobile
nodes. The continuous movement of vehicle causes the topology of the network to
frequently change. Therefore, in IoV development such dynamic nature of the network

topology must be considered carefully.
1.5.2 Variable Network Density

The density of the network varies in IoV according to the density of traffic. The network
density is very high in case of traffic jam whereas it is very low in case of suburban traffic.

In both the cases, the network may disconnect frequently.
1.5.3 Huge Size Network

The size of the network is large in dense and urban areas such as city areas, entrance of big

cities and highways.
1.5.4 Geographical Communication

The communication in Vehicular networks is different in comparison to other networks. In
other networks, Unicast or Multicast mode of communication is carried out where the
endpoints have unique ID or group ID. Whereas, in vehicular networks a different type of

communication is used addressing the geographical areas for forwarding the packets.
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1.5.5 Predictability of Mobility

In comparison to mobile ad-hoc networks, Vehicular networks have different mobility. In
mobile Ad-hoc networks the nodes or terminal moves in a random manner, whereas the
movement of vehicles is constrained on the topology of the road and layout. Additionally,
the vehicles movement depends on the traffic lights, road signs and based on other moving

vehicles that lead to predict based on the mobility.
1.5.6 Sufficient Storage and Energy

In case of vehicular networks, the common characteristics of nodes is that they have
sufficient energy and computational power of storage and processing. As the nodes in this

network are cars or vehicle rather than handheld devices.
1.5.7 Several Communicating Environments

Vehicular networks are operable at two types of communicating environments such as
highway traffic and city traffic conditions. The environment in highway traffic condition is
relatively straightforward and simple. Whereas, traffic in city condition becomes more
complex. These are because in city, the streets are often separated by trees, buildings and
other obstacles. Hence, no direct line of communication is available in the direction of any

intended data exchange.
1.6 Applications of IoV

IoV has a wide range of uses. We divide them into three major categories based on their

uses which are shown in the Figure 1.9 below.
1.6.1 Safety Driving

The applications related to safety driving are referred to as Cooperative Collision Avoidance

Systems (CCAS) [35]. This has been further extended to Collision Avoidance System (CAS)
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and allowed to share the CAS information among the nearby vehicles through V2V
communication system [36-37]. CAS provides various functionality such as sensors or radar
is used to detect an imminent crash, provides warning to the driver at right time so that
immediate brake can be applied. Therefore, CAS is also known as collision mitigation or

collision warning system, it is also known as pre-crash system.

CarTALK 2000 was developed in [38] and it involves CCAS. Algorithms were developed to
test and assist the driver. A special congestion control policy along with redundant detection
mechanism for providing emergency warning messages was developed by Yang et. al. in
order to achieve low communication and delay cost. Another author developed a risk-aware
Medium Access Control (MAC) protocol for Collision Avoidance (CA) [39-40] purpose.
For each vehicle the medium access delay is set for emergency and vehicles which are in
emergency situation can disseminate warning signals with less delay in order to reduce chain
collisions. Meanwhile, another author also proposed V2R [41] based vehicle control system.
An algorithm based on fuzzy is responsible for safety of vehicle’s and avoids collision.
Further, an algorithm for collision judgment was developed by [42] for estimating relative
positions and determined the potential collision areas to reduce the unnecessary and false

warnings system.
1.6.2 Efficient Transportation

In transportation management, efficiency is the most important factor. Vehicular network
brings additional opportunities for efficiency improvement. Efficient transportation
applications are categorized as route navigation, parking navigation, intersection control and

cooperative driving.
1.6.2.1 Route Navigation

Navigation of Vehicular network is studied in order to overcome the difficulties of GPS or
other similar navigation systems. In [43], the authors proposed a navigation route

considering the information of real time traffic condition and the consumption of fuel.
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Another author developed a route selection algorithm that has the ability to deal with traffic
congestion optimizing the utility of road. The algorithm VSPN [44] is developed mainly for
privacy preserving navigation system that uses the data of road conditions collected through
Road Side Units (RSUs) and speed data to guide the vehicles. In paper [45-46], Leontiadis et

al. developed a crowd sourcing traffic information based system in an ad-hoc manner.

IoV Applications

Safety Efficiency infotainment
Cooperative Intersection || Internet
Collision Avoidance Control Access
Cooperative Video
Driving Streaming

Route
Navigation || Content
Sharing

Parking

Navigation

Fig.1.9 IoV applications.

1.6.2.2 Parking Navigation

Vehicular networks can help in finding available space for parking [47]. In [48], the author
formulated the problem based on travelling salesman problem varying time, and developed a
model for computing the best route that a vehicle can traverse visiting all spaces available

for parking.
1.6.2.3 Intersection Control

Controlling traffic at intersections is a key issue for ITS. The main problem is scheduling of

traffic signals efficiently based on the information volume of traffic in order to improve
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fairness and reduce the time of waiting. There are several existing intelligent intersection
control algorithms, and it has been categorized as traffic light scheduling and Non-traffic

light scheduling.

Most of the intersection control is based on traffic light where the main issue is the
determination of good signal scheduling plan. Earlier, road detectors were used to capture
traffic volume information. The traffic signal plan changes constantly in order to adapt to the
changing traffic conditions. Traffic light scheduling is considered as a new stage of
intersection control system. The detailed information of the vehicle such as ID, position,
speed is determining using V2V or V2I communication [49-50]. Therefore, more efficient

and accurate scheduling can be obtained.

In [51], V2V based traffic light control system is presented. The system leads to reduction of
communication cost through the clustering approach of vehicles for intersection. The cluster
density of the vehicles is determined by clustering algorithm and transfer to the traffic signal

controls for setting the time cycle.

V2I based traffic light control system is also studied widely. In paper [52-53], the author
used a controller node to collect the queue length information as well as proper cycle time of
the traffic signal using Webster formula. Meanwhile, priority of the vehicles is also
considered in another paper [54] and scheduling of traffic signal is done with quality of
service provisioning. There are some other works where signal scheduling is designed based
on combinatorial optimization problem to determine an optimal scheduling traffic signal
plan. For solving such problems, there are several methods that can be applied such as
branch and bound [55], dynamic programming [56-57] and linear programming [58].
Besides some researchers also used other intelligent algorithms based on fuzzy logic [59]

and Q-learning [60-61].

Non traffic light intersection control approaches were also available. In algorithms based on
maneuver manipulation, the driving pattern of the vehicles are controlled completely by the

intersection controller that calculates the most appropriate trajectories of individual vehicles
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in order to provide safety path of the vehicle without causing collision [62-64]. The accurate
calculation of speed and position of the vehicle is needed that increased the complexity.
Additionally, unlike maneuver there is non-traffic light involved in vehicle scheduling
algorithms that schedule for creating permissions to pass through intersection instead of

focusing on driving behaviors.

In the papers [65-66], a reservation based intersection control system was developed that
provides facility to the vehicles to interact through wireless communication with an
intersection controller to reserve for passing. Based on the condition of traffic and
reservations, the intersection controller takes the decision to accept the request or reject.
Another author also proposed a mutual exclusion model to realize the scheduling of the

vehicle with no traffic light.
1.6.2.4 Cooperative Driving

This technology coordinates a queue of vehicles in order to make them drive as a single
vehicle. This improves the efficiency and energy. In paper [67], the author designed a
practical result of longitudinal control for platooning truck. According to the measurement
of distance among the vehicles, a robust platoon controller was designed and developed
using sliding mode control. In [68], the author examined the error gain from disturbance for
the platoon scales along with the vehicles number. In [69], the cooperative driving at blind

crossings is also studied.

Collision

Collision ‘Warning

Warning

Collision
Warning
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Fig.1.10 Cooperative collision avoidance system.
A safety driving concept is developed to denote the vehicle’s free movements without

collision at crossings. Later, a leaderless model is developed which is based on the pattern
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communication among interacting agents such as unidirectional, bidirectional and time

dependent.
1.6.3 Infotainment

The service under infotainment includes internet access, content sharing among vehicles,
video sharing etc. The communication created among vehicle to internet is considered as a

challenging task.

In [70], the author proposed a QoS framework to allow forwarding of data in the internet
passing through a gateway free area in a highway scenario. This involved a proxy based
vehicle to internet protocol along with prediction based routing algorithm and IEEE 802.11p

scheme.

Video sharing over VANET is also another infotainment service that attracts more attention.
In [71], the author proposed a quality driven model for delivering the video packets in urban
VANET coherently. This is based on routing and mobility management on the basis of
Mobile Internet Protocol Version 6 (IPv6). Meanwhile, another author developed an

adaptive video streaming model for providing video streaming services in the highway.

On the basis of cooperative relay that happens between vehicles, a video data can be
downloaded by the vehicle using either multi-hop link or direct link to the Road Side Unit
(RSU). This approach uses a suitable number of video enhancement layers in order to

improve the quality of video.

Fig.1.11 A scenario of video services.
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A robust scheme on Streaming Over Vehicular (SVC) over an urban VANET was proposed
by Razzaq et al. with network coding and path diversity [72]. This robust scheme
determined the quality of all candidate paths using gray relational analysis. Later, assigned

paths to various layers based on their significance.

The nodes that lie along the transmission line may maintain a record of the packets received
and keep at buffers as the backup of lost packets. A mechanism known as Cooperative
Video Streaming over Vehicular Networks (CVS-VN) was proposed by Lee et al. [73]. This
mechanism used a new video codec known as Co-SVC-MDC that split the multimedia
stream into various descriptions. The requester can be achieved the QoS in case of
multimedia display through the 3 to 3.5G network channel of the requester. In [74], the
author proposed an approach based on video for network code selection as well as packet
scheduling. This considers the importance of network state, deadlines of video packets and

packets transfer to neighbor nodes.
Some of the applications of IoV are listed as follows.
e Traffic Congestion Control

IoV [75] has brought a drastic change in traffic control management, mainly in urban

areas, by providing the ability to predict traffic conditions, road conditions, etc.
e Road Accident

With the help of IoV, the information related to the crash car can be automatically

sent to the emergency teams. So, it plays a vital role in saving lives.
e Safety Drive

Collision of the vehicles can be avoided by using sensors to predict collision and to
alert the drivers beforehand. Status and emergency messages are provided to the
drivers with the help of IoV applications. Emergency messages will arise in certain

conditions such as accidents, traffic jams, and poor condition of the road.
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e Entertainment

Vehicles connected to the network are provided with online streaming videos, music,

and information.

e Easy and Comfortable Services

Enabling of accessing a car remotely provides various services such as tracking of
the lost vehicle, unlocking of the vehicle door, and various other activities. All the
necessary information related to transportation can be provided for all the vehicles
connected to the network. The necessary information can be traffic data, parking

data, etc.
1.7 Challenges in IoV

The main purpose of IoV is that it allows the integration of multiple devices, things,
vehicles, users in the networks to provide the best communication capability which is

operational, manageable, credible and controllable.

This results to a complex system. However, IoV have different applicability in comparison
to other networks. At the same time, it also needs special requirements. Therefore, by
considering both the aspects various challenging issues on [76], the research and

development of IoV have evolved.

Some challenging issues exist for adjusting all the vehicles over heterogeneous networks in
order to introduced sustainable services in real time. This is because; there is a limitation in
network bandwidth, lower service platforms, mixed wireless access, and complex

environment.
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Fig.1.12 Research challenges in IoV.
1.7.1 Hard Delay Constraints

Several applications of [oV have hard delay constraints. Even though, they may not use high
bandwidth or data rate. In an automatic highway system, if brake is applied the message is
transferred within a certain time in order to avoid car crash. In such type of application, a

minimal delay might be crucial instead of average delay.
1.7.2 Requirements of High Reliability

Applications based on driving and transportation is usually sensitive to safety. Therefore, the
requirement for such an application is high reliability. But, due to several factors such as
poor network stability, large network scale, complex network structure, high reliability in
IoV is difficult to achieve. Hence, special design needs to be conducted in several layers
starting from networking protocols to applications. The devices such as sensors, vehicles

and the hardware used for communication purpose can develop a fault which may lead to
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incorrect communication, incorrect information, etc. Therefore, loV is very important for

safety purposes (reliability).
1.7.3 Requirement of High Scalability

This is also another challenging issue in IoV. As IoV consists of very large number of
devices or node or in terms of deployment territory. Therefore, this large scale requires high

scalability in IoV technology.
1.7.4 Privacy and Security

In IoV, keeping equal weightage between privacy and security is one of the challenging
issues. The delivering of trustworthy information from the source to destination is important
for the receiver. But, the trustworthy information can go against the privacy required by the

sender.
e Data Security

In IoV environment, data security is needed as it integrates various technologies. It is
also a target for cyber-attacks, which leads to the leakage of information, as it is an

open public network.
e Location Privacy

Vehicular communication depends on the periodic beacon information obtained
from the network. This is due to the high mobility in the adhoc network
environment. The parameter such as location, direction, velocity, acceleration,

vehicle types etc. are included in periodic beacon information [77].

To reveal the location of a vehicle is a huge privacy concern. Therefore, the vehicles
will utilize the location of a vehicle for communication purpose without exposing
the location information. This leads to considering location privacy as a challenging

task [78]. Even though there are techniques such as mix zone [79], silent period [80]
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and pseudonym switching [81] have provided suggestion on privacy concern but,
the concern is still unresolved. The main issues regarding privacy concern are as

follow:

»  Mix zone is workable on larger zone area with multi-lane roads. But this is
not suitable on single way roads.

» Silent period is useful only on non-real time ITS applications. But not suitable
on real time applications.

»  Pseudonym switching is suitable in case of large vehicle density. But not

suitable in case of environment with lower density of the vehicle.

1.7.5 Service Sustainability

To assure the service sustainability provided by IoV is also another challenging issue. This

requires high intelligence approach and user-friendly network design.

1.7.6 Localization Accuracy

The accurate localization of the vehicles is important and consider as a challenging issue

because of the accuracy needed in vehicular communication environments. The accuracy

needed in such case is quite higher as compare to the accuracy provided by the localization

based on GPS [82]. There are three issues are needed to address for fulfilling the accuracy

requirement:

»  Localization based on GPS contributes accuracy of 5Sm while Vehicular
communication environments required accuracy of 50cm [83].

»  Localization based on GPS does not consider speed of the objects while in
vehicular communication environment speed is considered as the important
constraints [84].

»  Degradation or even unavailability in the quality of GPS signals in crowded

urban environments [85].
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1.7.7 Location Verification

In vehicular communication, the location verification of the nearby vehicle is considered as
a challenging task. The main reason is due to the trust worthy issues in vehicular
communication. There are several techniques suggested for location verification purpose
such as cooperative approach [86], beaconing based belief [87], directional antenna [88] etc.
Further some of the issues need to be addressed in location verification technique and it is

defined as follows:

The untrusted neighbor in cooperative verification.
The overloading in beacon technique.

The infrastructural cost in directional antenna technique.

YV V V V

The limitations that occur in range based technique of vehicular

communication environment.
1.7.8 Big Data Analysis

The information collected from a huge number of devices is extremely large. So, storing and
processing of these data is one of an important challenge in IoV. In the case of vehicles
without drivers, i.e., automatic vehicles will process around 1GB of data every second. To

stored and analyze all this information, big data analytics and cloud computing are used.
1.7.9 Mobility

It is a challenging task to keep a record of the vehicles moving at high speed. Because the
network topology frequently changes due to the variation in the speed of the vehicles, and it

is complicated to keep the actors in the network connected to transmit the resources.
1.7.10 Interoperable Network Architectures

There is an extraordinary requirement for upgraded protocols and algorithms for

communications which may have the option to encourage and to deal with the mobility in
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the domain of Internet of Vehicles. Until now, it can be noticed that there is difficulty in
making an efficient and interoperable execution, which may fulfill all the IoV limitations

and prerequisites required for the IoV.
1.7.11 Artificial Intelligence and Sensors

Interaction of vehicles is done based on the specific measure of the sensor’s information.
This information sensed through different sensors should be combined together before
utilizing in settling on vehicle choice. For solving real world problem Artificial Intelligent
(AI) simulate the intelligence of human into a machine to make the intelligent machine. Data
Engineering (DE), Natural Language Processing (NLP), Expert System (ES), Intelligent
Data Mining (IDM), Fuzzy System (FS), Meta-heuristic algorithms (MHA) and Knowledge
Discovery (KD) is incorporated into AI. Nowadays, artificial intelligence technology is
used in IoV but needs a test on real situations before vehicle travelers can confidently utilize

full self-driving.
1.7.12 Real-Time Data Processing

There are situations where parallel data processing only is not enough. So, in that case, a
combination of sequential and parallel data processing is required. In IoV, parallel data

collection, processing, and analysis of big data are very much essential.
1.8 Security in IoV

In IoV environment, different types of technologies need to be integrated to make it secure
[89]. The requirement of data security is increased due to the substantial number of vehicles
[90]. IoV is vulnerable to security like other technologies, as introduced by Zhang [91-92],
and it has become more vulnerable to cyber-crimes. In vehicle-infrastructure
communication, vehicles were operated in unprotected environments that have serious
security problems. Several cybercriminal activities can exploit the vehicular data and can

operate on the vehicles automatically [90]. They can turn off the vehicles, unlock the doors
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and break etc. Conferences held regarding cyber security, some authors have demonstrated
on attackers controlling the activities of the devices using some software [93]. This

demonstration shows the dangers of security problems in [oV.

Table 1.1 Security requirements for [oV.

The identity of the device needs to be verified before the

Data Authentication o
transmission of the data.

o . It is a mechanism to avoid any malicious devices to interfere in
Anti-jamming o )
the communication process among the devices.

Vehicles should be allowed to access only the services provided

by the IoV.

Access Control

o The communication between different vehicles needs to be
Availability
guaranteed.

It is a process to guarantee that a vehicle can't preclude the

Data Non-repudiation o ‘
authenticity of the other vehicle.

To ensure the communication between the vehicle in different

Availability o
conditions.
Data Integrity It is the process to ensure the data delivered is correct or not.
o Data transmission among the vehicle must be carried out in a
Confidentiality

secure manner. So that attackers cannot utilize the data.

Some other authors [94] also explained the complexity of attackers controlling vehicle
communication through sensors and controlling the vehicle's commands. So, security
concerned is needed to be solved from the severe consequences faced by passengers, drivers,
and vehicles. Therefore, security on IoV is given a high priority, and some institute has
come forward to solve the security issues. The National Institute of Standards and
Technology (NIST) incorporated the security infrastructure to oV technologies [95-96] and

many other authors also proposed a secure communication platform.
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1.9 Motivation

Due to the rapid evolving of communication and computation technologies, recently huge
commercial and research interest has been shown on IoV. Therefore, it attracts several
researchers and companies. oV focuses mainly on the intelligent integration of vehicles,
human, things in the environments. This is larger networks that have the ability to provide
services on larger cities including whole country. Additionally, IoV have the capability to
acquire, manage and compute the dynamic and large-scale data for vehicles, human, things
existing in the environment in order to improve the sustainability, extensibility,
computability of the complex network and information system. It has also been estimated
that 25 billion things are likely to connect to the internet in the near future. Hence,

developing IoV technology is necessary.

Considering the significant information of IoV, this motivates the researchers to designed
and developed IoV. The designing and development of IoV is classified into three
categories. In first category, commercialization of VANETSs related issues is noted.
Secondly, the increased in traffic casualties are examined. Lastly, the opportunity lying

ahead of IoV is examined.
1.9.1 Commercialization of VANETSs

Considering the potential of VANETS in terms of safety and efficiency of traffic with less
operational cost, this cannot attract the attention of commercial industries for the past

decades [97]. The reasons behind the lack of commercial interest in VANETS are as follows:

Firstly, it focuses on the framework of VANETSs. The framework does not guarantee global
applications and sustainable services by ITS. The reason is because of pure adhoc network
architecture. In case of vehicles that are being on road get disconnected from the adhoc
network, the services provided by the network get loses. This is because; the vehicle is not

able to connect with other alternative networks [98].
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Further, the internet connectivity cannot be guaranteed in the present framework of
VANETs. Hence, commercial applications are not made available to passengers and drivers.
This is because of the commercial applications depending on reliable internet connectivity
[99]. Even though in our daily life there is huge growth of personal devices, these devices
cannot be communicated in VANETs. This is because of incompatibility in the network
architecture [100]. In current VANETS architecture, intelligent decisions in terms of big data
mining driven computations are not possible. The main reason is the storage and computing

constraints and non-availability of cloud computing services [101].

The accuracy provided by the ITS applications services is significantly lower even after
considering the risk of the services regarding better driving experiences. This is because of
the computation of VANETS traffic environments using the local knowledge. In vehicular
network, operations depend highly on the cooperation among the network users. Due to the

dependency, the reliability of the VANETS services diminished [102].
1.9.2 The Increasing Traffic Casualties

In case of traffic casualties, the three major issues involved are pollution, safety and
efficiency. These issues are major causes of concern for designing and developing the IoV
architecture. Therefore, the IoV architecture would provide a vehicular communications
framework with more reliability in comparison to VANETSs for advanced ITS applications.
This reliable framework for vehicular communications leads to reduction of traffic casualties
[103]. Various surveys have reported the increasing traffic casualties all over the world.

Some facts regarding the traffic casualties are describe below.

Based on the World Health Organization (WHO) report, the estimated worldwide deaths due
to various traffic accidents that happen on road is 1.25 million per year [104]. The total
deaths per day are estimated as 32876 approximately. The young person in the age range

from 15 to 29 has suffered from highest road traffic injuries in the last decades and this has
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been the major reason of casualties. Meanwhile, on the basis of some other report road

crashes has a result to huge economic lost [105].

The other reason behind traffic casualties is the huge increased in the number of vehicles on
road. The increased in vehicles causes air pollution in the capital cities. Therefore, a reliable
vehicular communication is needed urgently in order to reduce casualties cause by traffic on

road and for safety purpose.
1.9.3 Market Opportunities

IoV has provided huge market opportunity to various sectors such as automobile industry,
software industry, IT equipment manufacturing industry, and Internet service providers.
Across the world, significant increase of the number of vehicles on road has been predicted
[106]. In the coming years, the increased in the motorization rate would lead to congestion
of road there by resulting to longer travel time. For every 5 minutes wasted in travelling can
generate Euro 25 billion revenue for every year by next decades [107]. Another key

objective of [0V is the utilization of travel time effectively.
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Fig.1.13 The prediction of car sales with some form of connectivity till 2025.

The main key in the designing and developing of IoV architecture is the current
advancements and increased in the market penetration rate of IoT [108]. With the growth of

IoT, among all the industries automobile industries became one of the fastest growing
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industries [109]. According to Figure 1.13, it has been estimated that by 2025 almost 80%
sale of the new cars would be connected to some advanced drive technology. Hence, the

predicted increased in the economic value by 2025 from IoV technology is in the range from

$210 to $740 billion [110].

After considering all the advantages of IoV technology in the real time environment
including the safety, security as well as the increased in the economic value motivates to
work in the modeling of Internet of Vehicle keeping the welfare of the people as the most

significant point.

1.10 Problem Definition

Recently, IoT has brought various changes in the existing research field by including new
areas such as smart transportation, smart home facilities, smart healthcare, etc. In smart
transportation systems, vehicles contain different components to access information related
to passengers, drivers, vehicle speed, and many more. This information can be accessed by
connecting vehicles with Internet of Things leading to new fields of research known as IoV.
IoV is an integrated and open network system that consists of multiple components such as
vehicles, users, things and networks. IoV has turned into a most encouraging and fastest
developing research area. The setup of IoV consists of many sensors to establish a
connection with several other sensors belonging to different environments by exploiting
different technologies. The communication of the sensors faces a lot of challenging issues.
Some of the critical challenges are to maintain security in information exchanges among the
vehicles, inequality in sensors, quality of internet connection, and storage capacity. Besides,
employing several vehicles, several vehicles moving on the road as an eye witness to capture
the information about the incidents happening on the road is also another challenging task.
Meanwhile, with the advancement of wvehicle’s traffic information processing and
communication capability in the 5G and beyond IoV (5G&B IoV) network widely used for
the vehicle-to-infrastructure transportation communication. Firstly, the protection of the

user’s (vehicles) privacy at the time of information sharing and secondly, users lack the
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motivation to share the traffic information with RSUs are two major concerns in the 5G&B

IoV networks.

Additionally, privacy is the most important part of VANETSs since various attacks such as
location tracking and identity revealing steal sensitive information to create considerable
risk for human lives. The attacker changes confidential information such as speed, direction,
path, location of vehicle owner, and exploits its privacy. The existing privacy-preserving
schemes like pseudonym schemes, anonymous signing protocol, group signature, and
authentication-based schemes, mix zone and silent period, etc. are inefficient in terms of
storage, privacy-preserving, and implementation. Furthermore, they impose high overhead

and converges very slowly.

Lastly, Vehicular communication has attracted reasonable attention recently from both
manufacturers and the academic world. This is due to the high demand for on-road safety by
road users. Thus, many approaches have been considered for vehicle communication in
order to augment the existing on-road safety. One of these approaches is multipath
transmission, which supports path diversity and minimizes delay and load balancing, which
in turn improves data packet delivery. In multipath video streaming transmission, the
selection of the best vehicle for video packet forwarding considering the junction area is a

challenging task due to the several diversions in the junction area.
1.11 Research Objectives

Some of the main objectives are as follows:

e To designing a new IoV framework consisting of seven-layered architecture,
including the security layered, which provides seamless integration by
communicating the devices present in the oV environment.

e To develop a novel Adaptive Neuro-Fuzzy based Payment using Blockchain
(ANFPB) transportation communication scheme that allows users to anonymously

share the traffic information with RSU in the 5G&B IoV network.
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e To design an oV model that encourages the user participation on the road.

e To propose privacy assures rewarding system to reward the active participating
vehicle based on the contribution to the services.

e To design privacy preservation, authentication system to secure the passenger's
privacy this is cryptosystem and pseudonym.

e To develop a Junction-Aware vehicle selection for Multipath Video Streaming (JA-

MVS) scheme.
1.12 Accomplishment and Contribution

The following paragraph illustrates the research works that have been done towards

achieving the objectives as a contribution in the field of Modeling of Internet of Vehicle.

To overcome the challenging issues, we have designed a new framework consisting of
seven-layered architecture, including the security layer, which provides seamless integration
by communicating with the devices present in the oV environment. Further, a network
model consisting of four components such as Cloud, Fog, Connection, and Clients has been
designed. Finally, the protocol stack which describes the protocol used in each layer of the
proposed seven-layered IoV architecture has been shown. In this proposed architecture, the
representation and the functionalities of each layer and types of security have been defined.
Case studies of this seven-layer loV architecture have also been performed to illustrate the
operation of each layer in real-time. The details of the network model including all the
elements inside each component have also been shown. This proposed architecture provides
a secure IoV environment and provides life safety. Hence, safety and security will help to
reduce the cybercrimes occurring in the network and thereby provide good coordination and

communication of the vehicles in the network.

We propose a JA-MVS in a vehicular network. The JA-MVS scheme transmits video
packets considering the different positions of the on-road junctions and the Signal to

Interference Plus Noise Ratio (SINR) as the signal quality for best forwarding vehicle
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selection. In the junction-aware algorithm, a vehicle that is ahead of the junction and moving
toward the Destination Vehicle Node (DVN) is given higher priority to establish reliable
video packet forwarding in the junction area. The SINR is an important metric for evaluating
vehicle signal strength considering the urban scenario, which has a lot of obstacles that
affect vehicle signal during transmission. The simulation results validate that the JA-MVS
scheme significantly improves the video transmission performance in relation to the increase
in quality of the video streaming, with a lower Packet Loss Ratio (PLR) and higher
Structural Similarity Index (SSIM) and a decrease in the overall End-to-End Delay (E2ED)
of the video packet transmission. In addition, the simulation shows that the overall
performance of the JA-MVS outperformed the two baseline schemes of Junction-Based
Multipath Source Routing (JMSR) and Adaptive Multipath geographic routing for Video
Transmission (AMVT).

We proposed a Novel Adaptive Neuro-fuzzy based Payment using blockchain scheme to
preserve the privacy of vehicles in the process of information sharing and also encourage
vehicles to participate in the information sharing with RSU in IoV network. A smart contract
is also proposed to register the vehicles themselves using an identity exchange process to
provide more secure privacy from any attackers to access the contents in midway.
Meanwhile, we also introduced the rewarding of most active users in the IoV network to

encourage the users to participate using the neuro-fuzzy technique algorithm ANFPB.

We propose the framework of network model has been designed in such a way to maintain
its functionality, privacy, security and provides rewards to the witness. Later, we also
assume that the incidents occurring on the road have been captured by an already existing
mechanism. Meanwhile, we assume that users have multiple pseudonyms. These
pseudonyms are exchange periodically among the users to ensure anonymous
communication so that the attackers or outsiders cannot track easily. Further, we extend the
cloud computing technology by implementing a new layer known as Fog layer. Fog layer is
mainly used for storing instant images or data, whereas cloud layer is used for storing large

amount of data. Lastly, to encourage the user participation on the road, we proposed privacy

41



Introduction to Internet of Vehicles

assure rewarding system for making the vehicle to reward based on the contribution to the

services.

We suggested a novel LAP for VANETs in which TA chooses a shared secret key k
between R; and TA, it is stored in the database of TA. We proposed an informal security
analysis for authentication, in which we demonstrated that our suggested system meets all
VANET security standards. The proposed method not only integrated authentication, but
also keeps the vehicles secret. Furthermore, we simulated and then compared our schemes to
other relevant schemes to determine its efficiency and performance. Its provide better
performance as compare to the others schemes also comparing our protocol to other relevant

protocols reveals that it is more suited to real world environments.
1.13 Organization of the Thesis

The thesis is organized as follows: In the first chapter, the introduction of Internet of Vehicle
is given along with the applications and challenging issues of Internet of Vehicle. The
second chapter describes the literature review of the techniques related to modeling of
internet of vehicles. The drawbacks of the existing techniques are also mentioned in the
chapter. The third chapter includes the proposed model on video streaming in urban
vehicular environments. In the fourth chapter, an efficient light weight authentication
scheme has been propose. In the fifth chapter, a proposed model on Adaptive Neuro-fuzzy
based payment scheme using blockchain to ensure privacy of vehicles in 5G and Beyond
(5G&B) networks is describe. At last, the sixth chapter represents the conclusion of the

thesis by summarizing all the research work carried out on modeling of internet of vehicle.
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Chapter 2

Literature Survey

Recently, IoV evolved as new smart transportation technology based over IoT that provide
an intelligent interface through ubiquitous sensing capabilities. This smart transportation
system known as IoV consists of various vehicles connecting over wireless network through
smart sensors, where information are collected and shared/uploaded to the nearby road side
unit. The information is related to the vehicle locations, passengers, drivers, vehicle speed,
road traffic condition, and many more. To access these information vehicles contains smart
sensors or mounted camera to take pictures and internet connectivity. The setup of the loV
consists of many sensors to establish a connection with several other sensors belonging to
different environments by exploiting different technologies. The communication of the
sensors faces a lot of challenging issues. Some of the critical challenges are intermittent
services, requirement of higher bandwidth, maintaining security in information exchanges
among the vehicles, inequality in sensors, quality of internet connection such as

communication channel interference, and storage capacity.

In this chapter to overcome the critical challenges, we review the foremost research work in
the field modeling of IoV. In the paper [111], a new framework was proposed consists of
six-layered architecture, including the security layer; which provides seamless integration
among heterogeneous vehicles. Further, a network model consisting of four components
such as Cloud, Connection with different Clients to ensure compatibility has been designed
for IoV. Furthermore, data analytics layer was designed to ensure storage and remove the
redundancy of high data volume. Finally, security layer also designed to ensure security

such as intruder detection or network tapping.

Researchers have developed various communication layered architecture [112-114] to
overcome the current issues and challenges of the loV network. In the paper [112], authors

have claims that proposed model is human-attraction architecture and cover the high-speed
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vehicle mobility, security with proper allocation of resource and useful for delay tolerant
network. In continuation to solve these problems, researchers in the paper [113] predict the
traffic congestion using cloud based mobile communication and provide real time dynamic

route to alleviate congestion.

Whereas in the paper [114], authors proposed Software Defined Network (SDN)
architecture to instantly start the services as per as requirement of IoV network using
capabilities of cloud network. However, these models are restricted to only one side of the
network and cannot able to solve the challenges of data communication, security and their

storage and management fully.

In addition, human- attraction architecture [112] was confined to only small number of
vehicles and cannot handle to big data analytics; dynamic route [113] prediction is
unrealistic in nature because of complex implementation. Therefore, there is need to develop
more concise and relevant architecture having proper component in details, which must
solves the pure IoV network challenges. In Table 2.1 below some of the existing oV
architecture models, their different types of layers, and their functionality have been noted

down.

The modeling and implementation of oV architecture is motivated by the contemporary loT
communication technologies related to Dedicated Short Range Communication (DSRC),
Long-Term Evolution (LTE), Cloud Computing (CC), Worldwide Interoperability for
Microwave Access (Wi-MAX). Using these recent technologies in smart transportation
system, [oV reveals several issues related to diverse inter-connected devices, data protection
issues, bandwidth and channel allocation, data integrity etc. To overcome these prominent
issues Layered Based IoV Architecture is one of the most feasible functionalities and
modeling to achieve the heterogeneous oV network requirements. In this chapter, we'll go
over some of the most popular IoV modeling strategies for maximizing network
performance. Finally, future research and development directions in the domain are

identified based on open research concerns and challenges in the oV environment.

44



Literature Survey

Table 2.1 Exiting layer based IoV architecture.

A survey on the
security issues

[115].

occurring in VANETS

layers, and different techniques adopted to
handle the several attacks.

They illuminated the necessities of security,
its significance, attacks occurring at various

Shows the
signify-chance
of security on

different layers.

A review on attacks
detection mechanisms
carried out on
intelligent systems for

A survey has been performed on the attacks
along with the possible effects and their

working principals. Further, a survey was
introducing of solution utilizing various
detection mechanisms discussed in the

This paper
includes attack
detection along

analysis for vehicular
ad hoc network—a

with possible

transportation using | literature survey. Lastly, based on the methods solutions.
VANETSs and IoV used, detection architecture, infrastructure,

[116]. and various mechanisms, a survey was also

presented.
Details discussion about the security Study about

. architectures along with well-known protocols | reliable VANET

Security and attack

and standards for security is carried out in this
paper. Several threats to VANETS that are
discussed here are crucial, which leads to

survey [117] attack taking
y difficulties in VANET implementation to place on
make it reliable to the real world. VANET.

on the basis of
security and

A comprehensive
survey on security
services in

vehicular[118]

In this paper, review on VANET system
model, VANETS characteristics, security
issues occurring in VANETS, security services
taking place in VANETS is performed.
Further, a brief discussion on security attacks
along with possible defence is also included.

It includes

security issues

occurring in
VANET
services.

Survey on security
1ssues in vehicular ad
hoc networks [119]

countermeasures on attacks are also discussed.

This paper performed a survey on attacks by
introducing attack classification. Further, the

This covers the
classification of
attacks along

with defences.
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2.1 Layered Based IoV Architecture

This section will briefly discuss about the various layers based IoV architecture with their
advantage and limitations. Different types of IoV architecture based on the interaction of
various innovations in the IoV environment have been identified by the researchers. In the

paper [120, 14], the author develops three-layered architecture.

First layered consists of sensors deployed in the vehicles to collect the data from the
environment and record certain information such as vehicle location, patterns of driving, etc.
Follow by the second layer, known as the communication layer. This layer supports various
wireless communication approaches, including vehicle-sensor, vehicle-vehicle, vehicle-
infrastructure, and vehicle-pedestrian. The third layer incorporates statistics tools, storage

support, and infrastructure that consist of intelligent IoV.

In the paper [121] also, the authors have designed a three-layered architecture such as client
layer, connection layer and cloud layer. All the sensors that are present inside and outside of
the vehicle in the client layer are responsible for capturing the information related to certain
events that happen in the vehicle. This sensor senses the vehicle speed, condition of the
road, air quality, collision prediction, temperature and humidity level, etc. The connection
layer guarantees interoperability with all the accessible networks supporting various types of
communication models. All the captured information is sent to the cloud layer providing

computational power to full-fill the vehicle's requirements.

Bonomi [19] developed a four-layered architecture of IoV. The first layer is responsible for
vehicle’s software for V2V communication. The next layer is responsible for connection
among all the devices in the [oV where vehicles are located at any given time. The operation
layer ensures compatibility with various application schemes to circulate the flow of
information management. The last layer is the cloud layer, which defines the various types

of cloud possible for accepting on-demand services.
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Wan et al. [122] designed a three-layered IoV architecture. One of the layers is a vehicular
layer that manages the internal sensors of the vehicles and captures the information through
wireless technology that lies within a short-range. This architecture is mainly designed for
exchanging information in a short-range. To exchange the information in longer range,
multi-hop communication is needed. The cloud layer is responsible for historical

information related to traffic and load balancing of multiple cloud services.

Kaiwartya et al. proposed five-layered oV architecture such as ‘perception’, ‘coordination’,
‘artificial intelligence’, ‘application’, and ‘business’ [22]. Perception layer precepts the
information through sensors and actuators, which are deployed in the vehicles and gather the
data from the different components of the vehicle. The data may be related to traffic
conditions and associated gadgets such as tablets, smart watches, headphones, etc.
Coordination layer coordinates the module present in a communication network to perform
secure information transfer. This information is processed in the cloud layer, which is
responsible for storage, processes and analysis of the information obtains from other layers
and provides the best option to select the applications for intelligent services, traffic safety,
multimedia, etc. The business layer is mainly related to developing a business model by

applying statistical analysis.

The authors in [123] proposed oV architecture consisting of three-layered mainly for D2D
communication purposed. The connection between the devices in the network is presented in
the first layer. The devices are either connected directly to one another or they are connected
through the gateways present in the network to carry out different types of communication
such as wired and wireless. The next layer is for roaming and IP connection, which is
responsible for heterogeneous vehicle connectivity and provide gateway to share
information seamlessly. The last layer is for application purposed like smart homes, smart
gadgets includes watches, keys, voice over command to start/stop engines of air conditions
of vehicles. Those applications provide better management to users which enable them to

control their vehicles from distant.
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In this regard, different type of prominent work related to IoV architecture models, their

different types of communication layers, and their security level are listed below in the

Table 2.2.

Table 2.2 IoV architecture with their IoT communication.

T f
Ypes ) IoT Communication Security
IoV Different Layers
. models level
architectures
. Three | : Client, Securit
Nanjie et. al. ree ayers: & ael V2V,V&R,V&P,V&I ceurlty as
Connection and Cloud a service
Three 1 : Locati
Wan et. al. ree fayers: Location, V&R, V2V Cross-Layer

Cloud and Vehicle

Three layers: Network

Non-critical applications
(D2D-N). Backhaul

Gandotra et. management, D2D area | applications(D2D-B), Direct Not
al. networks and D2D D2D (D2D-D), Critical Specified
application application (D2D-C) and
Direct M2M (M2M-D)
Three-layer: Perception
Matthew et. Not
atthew e layer, Network layer, V2V,V2R,V2H,V2S, (.)
al. . Specified
Application layer
Four Layers: Endpoints
Bonomi et. layer, Ir%frastructure la?/er, V2V, V&R, V&I Cross-Layer
al. Operation layer, Service
layer.
. Five Layer: Perception, .
Kaletya e Coordination, AI, | V2L, V&R, V2V, V&P, V28, i:ﬁ?ty

Application and Business
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Limitations:

Above proposed models do not clearly define the protocols used in each layer.
Instead of using appropriate number of layers, less number of layers are proposed in
the models with more complexity, it is better to use more layers noting each
protocol used in each layer and their functionality in detail description. The
complexity will also reduce when the numbers of layers increased with simplified
description. This will make the architecture more simplified and ensures secure
interconnectivity among the devices considering various technologies.

Existing IoV architecture does not have security layers to perform authentication,
authorization, etc. to make a secure environment. No layer has been provided to
performed integration of communication intelligence such as selecting the best
network to transmit information or accessed service. These architectures have a
limitation in the interaction of passengers and the drivers by giving just notification
through the devices connected in the network.

The information has been transmitted without any proper pre-processing, and this
causes congestions in the network by increasing the number of vehicles. In order to
solve these drawbacks, we have designed a model of IoV architecture consisting of
seven-layered which provides more transparent interconnectivity among the
components or devices present in the oV network that diffuses the data. Within this
seven-layer, one of the layers is a security layer that provides authentication,
authorization of all the information or data transmitted among the various entities in

the IoV networks.

2.2 Junction-Aware Multipath Approach

In this section, video data transmission considering the characteristics of IoV and video

streaming applications are discussed. Current multimedia applications require high capacity

communication links to facilitate high speed data transfer rate. Video applications require
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stringent video quality requirements including minimum delay, minimum packet drop, and

efficient bandwidth utilization [124-125].
2.2.1 Street-Oriented Vehicle Selection

The normal street-oriented video data forwarding in vehicular communication is discussed
considering the different existing works that do not consider the junction area during video
forwarding. For example, in Yaqub, et al. [126], a Collaborative video Retrieval (CoRe)
scheme has been proposed in order to address the issue of a bandwidth-constrained cellular
network, which affects the quality of a video transmitted by a vehicle. The CoRe scheme
enables vehicles to transfer quality video from the Internet and distribute it among other
vehicles; that is, neighbor vehicles that reside in a normal street during data forwarding. The
collaborating vehicles are selected by taking advantage of their on-road characteristics.
These on-road characteristics include their obtainable cellular bandwidth, relative velocity,
connection period and Euclidean distance. In addition, the neighbor vehicles, which are the
collaborating vehicles, download the video stream via the cellular link and disseminate it to
a requesting vehicle based on the DSRC protocol. However, only on-road characteristics
have been considered; the junction’s characteristics have not been explored. Further, a
Multiple Unicast Path-Forwarding (MUPF) scheme has been proposed to tackle the
challenges of the traditional IP-based communication in the vehicular network. The scheme
explored Information-Centric Networking (ICN) and numerous unicast forwarding paths for
data packet forwarding. In addition, the selection of the routing paths considers the issue of
link breakage and link quality in relation to the mean response time. However, the situation

in which the forwarding vehicle is in the junction area has not been explored.

A cooperating neighbor vehicle solution based on the Game-Theory approach for
Platoon-centric (GT4P) driving has been suggested to address the challenges of the
short contact time among vehicles during multimedia data transmission, which could
lead to delay and video packet error [127]. Thus, the video packet error decreases the

Quality of Experience (QoE) of the disseminated video. Therefore, a set of neighbor
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vehicles, which are navigating in the same direction and are willing to collaborate, forms a
platoon member that serves as a forwarding vehicle. The GT4P approach improves
collaboration among neighbor vehicles by giving a reward to participating vehicles in the
platoon. The collaborating platoon members are formed by considering link quality, travel
path and mobility parameters including direction, distance, and speed, which minimizes the
effect of vehicle mobility on the video streaming transmission. However, the platoon
members at different points in the junction area are not considered. Thus, there is a need to

explore the junction characteristics.

Similarly, a comparative analysis for platoon-centric video streaming transmission in
autonomous VANETSs has been suggested to assess and ascertain the QoE for shared video
flows [128]. Different vehicle distances between the source and destination vehicle and
various video characteristics are employed. Thus, the effectiveness of the platoon-centric
video transmission is justified considering different video metrics. Further, platoon-centric
driving offers a collaborative navigation arrangement for a set of vehicles with the same
navigation route such that the member vehicles in the platoon keep almost a fixed distance
among themselves. In a typical platoon approach, the cruise control system utilizes the on-
board sensors for example, laser or radar to estimate the distance between vehicles and then
adjust their speed. Further, a member vehicle obtains information from the platoon leader
via vehicle-to-vehicle communication. Thus, collision is minimized through communication
with vehicles ahead. The platoon approach alleviates the effect of the short contact time that
leads to video packet loss or error in the time of video transmission. However, the whole

approach does not look into junction-area-based video packet forwarding.

In order to address the issue of high latency in locating a possible content provider in an
information-centric network, a Preference-aware Fast Interest Forwarding (PaFF) method
for video streaming has been suggested [129]. In the PaFF approach, each vehicle forms a
Highly Preferred Content Table (HPCT) in order to preserve the content catching status of
vehicles that have similar video play back behavior’s and mobility parameters. Considering

the HPCT, a vehicle forwarder that employs a preference mechanism is explored to choose
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the next hop of relevant video packets to minimize delay and improve reliability. The
selection of a potential forwarder vehicle for the content delivery depends on fundamental
mechanisms including the estimation of similar mobility parameters of neighbor vehicles,
preference agreement and potential vehicle discovery beyond one-hop neighbor vehicles.
However, in the mobility parameters for potential forwarding vehicles, the various points at
the junction have not been considered. Therefore, the next subsection discusses video

transmission considering the junction areas of roads.
2.2.2 Junction-Oriented Vehicle Selection

In this subsection, the existing solutions that consider road junctions during video data
forwarding are discussed. In the multipath setup, very few research studies have considered
the realistic nature of VANET roads; for example, in [130-131]. The intersections and
junctions of roads need to be considered to select vehicles for multipath transmission. The
incorporation of junctions/intersection into multipath transmission offers more realistic and
efficient and higher- quality video streaming. Thus, in Sermpezis, et al. [130], an analytical
Junction-Centric Multipath Source Routing (JMSR) mechanism has been suggested. JMSR
features include junction-aware logics, the multipath route from the source to destination
and the source routing scheme. The JMSR employs geographic routing protocols, meaning
that the locations of the junctions of a street are leveraged through the street’s digital maps
for data forwarding purposes. In the multipath setup, two paths are preserved concurrently
considering the numerous junctions which a routed data packet has to traverse before
reaching its destination. In addition, the JMSR embeds routing details into an individual
packet, based on the source routing standard. The source routing standard is set-up in such a
way that every individual vehicle in the path knows the route the packet must traverse.
However, in JMSR, all vehicles are partitioned or grouped into different routes of paths, and
then the cost of each path is calculated before being selected as the path for data forwarding.
This approach is prone to high overhead and delay, which is a critical issue in video

streaming requirements. In addition, the JMSR updates the information about the position of
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other vehicles when the position of the destination vehicle changes. Since it is believed that
vehicles are moving very quickly, there is a frequent change of position; thus, it is important
to consider the different points of the junction area and the direction of the vehicle at the
junction. The different points of the junctions that have not been considered include the
vehicle after the junction, before the junction, and inside the junction. The vehicle position,
road-ID and traffic status can be employed to estimate whether a vehicle has exited the
junction and has taken a direction towards the destination vehicle. Thus, video packet loss
can be minimized since the most optimal vehicle is considered as a forwarder at the junction

arca.

In Salkuyeh and Abolhassani [131], an adaptive multipath video streaming method based
on geographic routing has been suggested. The adaptive scheme selects multiple paths,
depending on the volume and lifetime of the video to be transmitted from the source to
destination. The route connection probability has been employed to select the best route. The
connection probabilities are divided into two, namely street and junction connection
probability, based on the cells and line of sight of the vehicles, respectively. However, the
probabilistic connectivity approach does not consider the position and direction of the
vehicle for connectivity. In addition, priority is not given to a vehicle that has already exited
the junction and which is in the direction of the destination vehicle. This may lead to the
selection of an inappropriate next forwarding vehicle in the junction, which can cause packet

loss and affect the quality of the video streaming.

De Felice et al. [132] suggested a Distributed Beaconless routing protocol for pre-recorded
video Data transmission (DBD) over VANETSs. It is an integrated framework that handles
the QoE of video services and routing protocols. DBD further advances the performance of
the IEEE 802.11p/WAVE MAC layer by resolving the spurious forwarding problem.
However, an adaptive backbone mechanism is not considered for the DBD. An
Opportunistic Routing solution for pre-recorded Video (ORV) streaming is proposed to
handle the interference of wireless fading channels [133]. The mechanism takes into

consideration the interference of vehicles from the surroundings during the relay selection
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procedures. Nevertheless, the SSIM index of the video streams is not considered in
measuring the quality of the video. Multiple path solutions with error correction for video
streaming over VANETs (LIAITHON+) have been presented; the aim of this is to reduce
collision and packet loss in high data rate networks [134]. LIAITHON+ employs a multipath
approach to distribute high data rate traffic into a set of paths. However, the quality of the
streaming video is not measured based on PSNR and SSIM index metrics. Al-Ani and Seitz
[135] present a video stream routing QoS for the multi-rate mechanism in order to achieve
congestion control and avoidance. The mechanism employs the Ant Colony Optimization
(ACO) algorithm and Simple Network Management Protocol (SNMP) monitoring features.
The mechanism is called QoRA; it decides on paths by considering applications that QoS
needs and prevents transmission flow from entering congested nodes. Nevertheless, the
mechanism is not adequately benchmarked. QoE-driven and link-quality receiver-based
(QOALITE) transmission is proposed to improve the quality of video while considering a
challenging VANET environment [136]. A geographical receiver-based beaconless strategy
has been proposed as a solution for transmitting video streams in VANETSs. However, some
parameters are considered in choosing the best relay node and building up reliable
backbones to deliver video messages. In addition, the dynamic adjustment of the time
window needs to be considered for tackling collisions. Therefore, proper vehicle selection in
the junction area is not considered in some routing schemes. Consequently, an optimal next
forwarding vehicle selection scheme is required that considers the junctions and neighbor
vehicle mobility information and link quality to select an optimal next forwarder for video

streaming in the multipath setup.
Limitations:

e Authors were didn't consider the video streaming in real time on various types of
streets including expressway scaffolds and twisted streets, considering their impacts
on video information bundle sending to accomplish quality video web based in IoV

networks.
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2.3 Efficient Lightweight Authentication Scheme for VANETSs

This section discusses the current work on Location Privacy-preserving (LP-preserving) in
IOVs. Moreover, we discuss the methods with their advantage for efficient privacy-

preserving.

Sampigethaya et al. [137] proposed a robust Location Privacy (LP) scheme for IOV, known
as AMOEBA to enhance user LP. AMOEBA uses group navigation of vehicles to achieve
LP and simulate the system in streets and freeways with two passive adversary models.
AMOEBA discussed several protocols such as group join and formation protocol, group

operation protocol, group leaving protocol, probe data collection and group leader rotation.

Emara et al. [138] discussed a methodology to determine the secure level of privacy-
preserving by incorporating an empirical vehicle tracker in IOVs. Monte Carlo analysis is

also used to investigate the impact of the proposed approach on a safety application.

S. Sharma et al. [139] projected “A collaboratively hidden location privacy scheme for
IOVs” to deal with the Privacy and liability using a modification of ring signature. The
modified ring signature scheme authenticated all communication messages, and rings are
formed using a distributed approach. The research gap of the proposed scheme is that it is

not implemented on NS-2.

Garg et al. [140] provide a “Review of different approaches for privacy scheme in IOV”.
Furthermore authors discussed the protocol stack for IOVs and focused on WAVE with
approved frequency band 5.9 GHz. Moreover, the authors examined the attributes
(Confidentiality, Authentication, Access control and Availability, Privacy, Nonrepudiation,
Data integrity) of secure network. In addition, the authors discussed the attack on privacy in
IOVs. The main purpose of the attack on privacy is identity revealing and location tracking.
The author discusses several privacy preservation schemes such as anonymous signing
protocol, group signature scheme, digital signatures, mix zone method, and random

encryption periods etc. to achieve privacy in IOV.
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Gerlach et al. [141] suggested a “Wireless location privacy protection in vehicular ad-hoc
networks” based on vehicle density. The proposed scheme provides location privacy of
vehicles by “utilizing the neighboring vehicle density as a threshold to change the
pseudonyms.” The suggested scheme defines some density zones and computes total delay
as well as delay distribution of vehicles in a density zone. With this changed pseudonyms
and vehicle delay model in some predefined density zones, location tracking becomes more

complicated for attackers.

Hamdi et al. [142] suggested an “Adjusted Location Privacy Scheme for IOV Safety
Applications” based on a novel silent period concept. The authors discuss the shortcomings
of ordinary silent period based schemes in which an accident may happen because a vehicle
stops sharing its speed, location and direction information. The author tries to maintain a
least amount of silent period for fulfilling the both purposes (location privacy, reduce the
chance of accidents). The author says that if the silent period is long then it could lead to
accidents. The authors compare three silent period based privacy schemes (CAPS, RSP, and

SLOW) and analyze the silent period's effect using PREXT simulator.

Zhang et al. [143] suggest a “TPPR: A Trust-Based and Privacy-Preserving Platoon
Recommendation Scheme in IOV” to diminish traffic congestion and raise travel comfort.
The trust-based concept is used to select reliable vehicles and avoid malicious vehicles.
Paillier cryptosystem and pseudonyms are used to preserve the privacy of vehicles. Trust
and authentication is employed to identify the applicable vehicles. Its efficiency is better

against sophisticated attacks in IOVs.

Ghane et al. [144] presented a data adaptive system known as “Preserving privacy in the
internet of connected vehicles that scales the noise with respect to the data correlation”. Ali
et al. [145] presents “Issues, challenges, and research opportunities in ITS for security and
privacy” and discuss the solutions and limitations. These issues arise in ITS due to mobile
nature, high speed, sparse and dense scenarios, bandwidth limitation, decentralization, and

malicious attackers. ITS security and privacy schemes are classified into group signature-
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based schemes; Pseudonym based schemes and hybrid schemes. Pseudonym based schemes
are further classified into symmetric and asymmetric cryptographic schemes. Moreover, the

authors discussed the cloud with ITS.

Cheng et al. [146] discussed a “Location prediction model based on the IoV for assistance to
medical vehicles” based on the Long Short-Term Memory (LSTM) and Deep Belief Nets
(DBN). The suggested model considers driving environment, vehicle’s attributes, and road
information as well as the association between the factors that persuade vehicle driving

behaviors and vehicle positions.
2.4 Intelligent System based IoV

In this section, some intelligent system such as neural network, genetic algorithm and fuzzy
logic based prediction models are discussed to cope with locations, traffic congestion or
vehicle’s flow and other prominent challenges of oV [147]. These proposed intelligent
systems outperforms than statistical or traditional model specially pertain to urban road
conditions; where randomness of the vehicle’s speed, direction and their position is very
high. In the paper [147] authors have claimed classification approach were more suitable for
the predictions of vehicle’s location. In addition, neural network were used to trained the

clustering model which assist to mainly traffic status at different times.

Whereas in the paper [148], Khonen Self-Organizing Map (SOM) neural network based
classification model is developed for prediction of location of vehicles. The vehicle’s
attributes and driving information are inputs to train the SOM neural network with same
starting and destination points of vehicles. Considering the facts of IoV network, neural
network were used to find the route of the vehicles and thereafter genetic algorithm
optimized the route and perform the position prediction of vehicle [149]. In the paper [150],
authors have proposed fuzzy logic based model to provide unified safety and health
conscious referred as Bikeway in urban areas. In addition, sensed environmental data (such

as noise and pollution level, UV radiation, luminosity and heat index) and statistical data

57



Literature Survey

(bike path type, security data and accident data) are inputs to fuzzy logic inference system to

provide a quality assist route for Bike in real cities area.
2.4.1. Fuzzy Logic Inference System

In 1965, Lotfi A. Zadeh of the University of California at Berkeley published "Fuzzy Sets,"
which spread out the mathematics of fuzzy set theory and, likewise, fuzzy logic [151]. The
input of the fuzzy logic inference system for the prediction vehicle’s location or traffic
congestions depends upon different vehicle’s information such as width of vehicles and
allowing driving information in the traffic lane, road information and driving information. In
addition, presented fuzzy logic inference system relates to Mamdani approach having four
components: Fuzzifier, Fuzzy Inference Engine, De-fuzzifier and Fuzzy Rule Base. The

block diagram of fuzzy logic inference system is shown in Figure 2.1.

The linguistic variable for prominent input parameters is divided as follows. Vehicle speed,
Vehicle direction, Vehicle width, Road information includes concrete platted road or some
pit holes in the roads, Traffic congestion, Driver’s information, RSU such as hoarding,
Camera installed to captured the accidents or any unwanted incidents and speed detections
units as per as applications. In the Fuzzy Logic Inference System (FLIS) unit, all the input
parameter sets are completely symbolized by its Membership Functions (MFs). These MFs
simply classify the input data into sets with defined range. The input parameters can be any
arbitrary real-number range, but after conversion using MFs these input parameters put into
range of 0 and 1. The MFs are trapezoidal and triangular membership function is used for
the above input parameters written in Equation (2.1) and Equation (2.2). In addition, other
membership functions are generalized bell MFs, Sigmoid MFs and Left-Right MFs. In this
thesis, we use the membership function of Mamdani type fuzzy logic toolbox as defined in
MATLAB toolbox [152]. Membership function of prominent input parameters are shown in
the Figure [2.2 (a-c)]. Trapezoidal membership function is used for extremes cases of input
parameters and for the other reaming linguistic variables triangular membership function is

used. As the rules are in fuzzy logic either generated from experimental data or heuristic
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approach. Here we are using heuristic approach for generating rules in FLIS. These rules are

included into the knowledge base system.

Fuzzy Rule
. Base
Crisp Inputs
Vehicle Speed
. >
Width Location
Direction Fuzzy Fu‘z'z Fuzzy x Prediction
> . Input Sets y Output Sets :

RSU Fuzzifier ® Inference -+ Defuzzifier| Traffic
Driving lane Engine Congestion
information

Road
Information

Fig.2.1 Flow diagram of fuzzy logic inference system.

Triangular membership function is defined by three parameters (p, g, and r) as follow:

( 0, y=p
y—p
—,p=y=(q
q-p . (y—p r-y
= = max | min|(=—,—),0 2.1
0,y=>r

Trapezoidal membership function is defined by four parameters (s, t,u and v) as follow:

(0 y=<s
y-s
s SS<y<t

_ — in (=5 Y=Y
up(y) =¢ 1, t<y<u-= max(mm (t_s,v_u),O) (2.2)
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Fig.2.2 (c) Membership functions of Road Information (Concrete).

The probability of the predicting the vehicle’s location as output results in realistic

environment in IoV network through FLIS is divided into seven linguistic variables shown

in Figure 2.3.
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Fig.2.3 Membership functions of Vehicle’s Location as Output.
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The FLIS works into four steps as follows.

2.4.1.1 Crisp Value Input and Fuzzification

The parameters such as vehicle speed, direction, width, driving lane information, road
information and RSU are input to the fuzzier unit of FLIS. Now fuzzifier decides the range
of input parameters based upon triangular membership function which is the intersection
point and creates fuzzy sets or simply it converts into numerical value between 0 and lusing
mathematical formula through graph function. Mathematical formulations of the

fuzzification as follow.

For instance, Xy€ U is fuzzified into X according with the relation:

(L if x =x,
HXo (X) = {0, otherwise 23)
And an interval input [a, b] is fuzzified into
1, if x € [a,b]
= 2.4
Hja] (X) { 0, otherwise 24

2.4.1.2 Fuzzy Rule Evaluation as Firing Strength

It comprises of series of IF-THEN standards. The whole information rule runs
simultaneously on fuzzy sets input in any request. Assuming any knowledge base rule is
selected and fire from the dependent of fuzzy IF rules then it must be adds to the
arrangement space. As though THEN have products inputs, so least choice rule AND
administrator is applied to choose least among multiple input participation, and single result

yield confined to the output set.

Consider a crisp input value X, with MF p?;, the firing level for the Linguistic Variable Li

in the interval [a, b] is evaluated as:
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Hgi = max{min{ugi (x), Wap)(X)}|x € [a,b]} (2.5)

For a linguistic A; variable input, firing strength of rule is evaluated as:

up; = max{min{uy; (x), nA;()}Ix € L} (2.6)
2.4.1.3 Aggregation of All Output Rules

As there are different output results, to collectively aggregate them into single fuzzy set OR
operator is used. This operator selects the maximum number of output results and

collectively placed into one fuzzy output sets.
2.4.1.4 Defuzzification

Deffuzification converts the output (y) fuzzy set into crisp output using different methods.
The most general defuzzification method is centroid method, which is often called as center

of gravity or center of area given as follow.

« _ Jna(xydy

— , 2.7
[ ra@)dy @.7)

y

Where [, (Y) define degree of membership function of object y in fuzzy set A, which is

defined as in terms of ordered pairs: A = {(y, u4(y))| ¥ € U} where U is the universe of

discourse.
Advantage

e [tis very robust in nature.

e It is much easily implementable than its predecessors such as linear algebraic
mathematical formula.

e [t can adapt to the environment with little modification in the knowledge base rule.

e [t can cope with multiple input and multiple output parameters.

e Time complexity in linear order and economical in nature.
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2.4.2 Convolution Neural Network

A Convolution Neural Network (ConvNet) is feed-forward multilayer neural network
introduced by Yann LeCun and Yoshua Bengio in 1995. ConvNet are used to learn useful
information directly from data alias features through composition of non-linear
transformation of the data [153-154]. ConvNets is supervised deep learning method shown
in the Figure 2.4. It is comprised of one or more than one hidden layers (as pooling step) to

take advantage of 2D/3D image of input parameters.

Hidden Layer 1 Hidden Layer 2

Input Layer
Vehicle Speed
Output Layer
Location
Prediction/

Driving lane
information

Fig.2.4 Multilayer Perceptron: All connected ConvNet Layers.

e Architectures of ConvNet Layers Patterns

ConvNet arranges their neuron in 3D (width, height and volume) anticipates as one layers
shown in the Figure 2.5. The ConvNet layers mainly consist of four layers as stacked
sequences. Through differential function each layers of ConvNet is transform into

alternative layers shown in the Figure 2.6.
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Special Pooling
maxxpooling

1r

Non-Linearty

Convolution

Input Image

Fig.2.6 Flow diagram of the ConvNet.
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(1) Each ConvNet layer evaluates the output of each neuron connected to their local region.
ConvNet layer requires four basic hyper-parameters i) Number of filters (k) ii) Filter’s
spatial exposure (F) ii1)) Number of stride (S) iv) Zero padding (P). Each evaluation involves

dot product between weight and the local region input volume to the neuron.

(2) The Rectified Linear Units (ReLU) activation layers applied on each output of the

ConvNet layer to provide non linearity to the system. The basic ReLU activation function
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f(x) = max(0, x), this non-linear activation function changes all negative values of each

element of input volumes into 0.

(3) After ConvNet and ReLU on the each input volume, pooling layers is applied on the
output of ReLU layers. It is also called down-sampling layers which reduce the output’s
dimension (both width and height but depth remains unchanged) of previous layer in turn
complexity in the network computation reduces as well. The basic function is max-pooling

having stride of same size as filters of dimension 2 X 2.

(4) Fully-Connected (FC) layer applied to compute the class score, as output in volume of

size (1 X 1 X N). Where N represents the class score of each different categories.
In others words, overall architecture of ConvNet can be describe as follow:
INPUT - [[CONV — ReLU] * N - POOL?]*M — [FC — ReLU] * K - FC]

Where0 < N<3andM =>0,K=0
2.5 Privacy-Security Preserving Models

Several issues of protecting the privacy of the data in oV have emerged in recent years and
the research on analyzing such problems have been carried out in both academics and
industries to make life secure. The privacy protection of the identities of the vehicle can be
done effectively with the help of various authentication approaches [155]. These
authentication approaches are broadly classified into three types such as cryptography-based
authentication technique [156], reputation evaluation-based technique [157], and hardware-
based trust enhancement technique [158]. Cryptography-based authentication technique
deals only with the correct evidence holds by the vehicle. This approach neglects the
reputation behavior of the vehicle. Cryptography-based authentication technique includes
Identity-Based Encryption technique (IBE), Public Key Infrastructure technique (PKI), etc.

On the other hand, reputation evaluation-based techniques can progressively increment or
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decrement the credibility of the vehicle based on its behavior to fulfill the trust threshold

verification. This is applicable for the profoundly self-organizing IoV.
Limitations:

e Above technique also have drawbacks of lacking robustness to the insecure vehicle in
the IoV network. Lastly, the hardware-based techniques are focused on building a
confided computing platform at the terminal layer for the vehicle in IoV. This is because
of vehicle’s reliability is controlled by monitoring the hardware unit, software unit, and
other units. The hardware unit includes actuators, electronic control unit, interfaces, etc.,
whereas the software unit includes the operating system environment, on-board
applications, etc. Here, the speed of authentication for keeping the information
confidential and securely has been improved as it has self-cryptographic system. But the
vehicles participating in IoV are co-related. So, security provided only to the terminal

layer is not sufficient.

In the case of authentication techniques for privacy protection, several kinds of research
have been carried out in recent years. The paper in [159] considers the Zero-Knowledge
proof method to verify the identities. In [160], they proved that it is probably going to lessen
the total unique certificates of the vehicle by distributing the certificates to their neighboring
vehicles. This authentication approach deals only with identity authentication and also fails
to meet the privacy of real life. To find the culprit causing a traffic accident, the true
identities can be revealed by the traffic control center. To improve the efficiency of the
authentication technique, researchers in academic and industries proposed to embed
hardware chips into the vehicles for security purposes. Those are responsible for both data
encryption and decryption carried out through hardware unit of the vehicles. It also helps to
keep some private data secure. Trusted Platform Module (TPM) and Tamper Proof Device
(TPD) are hardware-based authentication techniques and the comparative analysis for both

the technique is demonstrated in [158].
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Besides the three types of authentication technique, some other technique includes group
signature and ring signature. Earlier Boneh [161] and Lin [162] developed vehicle
communication based on group signature. Privacy-preserving protocol along with
confidentiality in VANET based on the sign-encryption technique has been introduced by
Hu et al. [163]. In the case of the group signature framework, vehicles acquired secret keys
and public keys to avoid information leakage. With the increase in the number of nodes,
time also increases gradually which concludes that group signature consumes an enormous
amount of time. To solve this problem, the researchers adopted a solution based on the
tamper-proofing of hardware devices. When the enemies attack the hardware device, the

security system is compromised automatically [164-165].

In this case, ring signature was developed [166-167], Xiong et al. proposed the privacy
protection protocol and ring signature technology for IoV [167]. But this requires truthful
traffic management agencies. Zeng also proposed Conditional Anonymous Ring
Authentication Solution (CARS) for IoV. Liu proposed an authentication technique based on
session keys used in complex communication. Wu developed a secret key allocation system.
It includes verification codes and establishes security by providing authentication of group
keys. Recently, Hu et al. provide an efficient privacy-preserving authentication system in
VANETS on the basis of ring signature [168]. They also developed an efficient, trustworthy,
privacy-preserving VANETSs protocol based on proxy re-signature. Besides this, they

developed a protocol based on remote authentication.
Limitations

e Both the above discuss models have authentication techniques have the data encryption
capacity, but TPD has certain drawbacks such as high price, intolerable to extreme
temperature. In [158] paper, TPM was used to verify the components present in the
vehicle whether they are working properly on the command without alleviating the

security provides by IoV.
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2.6 Privacy and Security Preserving using Blockchain technology

The emerging blockchain technology provide decentralized network for data storage, which
provide user’s (vehicles) to broadcast the information anonymously in 5G&B IoV network
without worrying about their privacy in non-trustful fog (RSUs) nodes. It also helps to
secure the transaction (payment) in terms of smart contract between vehicles to RSUs
without using any intermediary. Recent research involves artificial intelligence and machine
learning techniques into 5G&B IoV network to continuously collect the information and
optimize the payment in return paid to users through learning fog node [169-170]. In the
paper [155], authors have proposed deep learning reinforcement learning algorithms to
motivate the users for uploading the information to the fog nodes in 5G IoV network, but

lacks in privacy and security of the users.
2.7 Summary

Most of the data storage and authentication are constructed based on cloud computing
technology. In this technology, data are stored in cloud servers by the authentication center
or RSUs. Here, the assumption of cloud service providers to be reliable may not be true in
real life because certain users and cloud servers may develop conspiracy. Considering the
above problems, Chen et al. [171] proposed a light-weight protocol and anonymous
aggregation protocol using fog computing for V2I communication schemes. Finally, after
considering several security problems occurring in IoV there is need to design novel model
for protecting privacy as well as keeping concerned on the security of the information in

IoV.
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Chapter 3

Video Streaming in Urban Vehicular Environments:

Junction-Aware Multipath Approach

In multipath video streaming transmission, the selection of the best vehicle for video packet
forwarding considering the junction area is a challenging task due to the several diversions
in the junction area. The vehicles in the junction area change direction based on the different
diversions, which lead to video packet drop. In the existing works, the explicit consideration
of different positions in the junction areas has not been considered for forwarding vehicle
selection. To address the aforementioned challenges, a Junction-Aware vehicle selection for
Multipath Video Streaming (JA-MVS) scheme has been proposed. The JA-MVS scheme
considers three different cases in the junction area including the vehicle after the junction,
before the junction and inside the junction area, with an evaluation of the vehicle signal
strength based on the Signal to Interference plus Noise Ratio (SINR), which is based on the
multipath data forwarding concept using greedy-based geographic routing. The performance
of the proposed scheme is evaluated based on the Packet Loss Ratio (PLR), Structural
Similarity Index (SSIM) and End-to-End Delay (E2ED) metrics. The JA-MVS is compared
against two baseline schemes, Junction-Based Multipath Source Routing (JMSR) and the
Adaptive Multipath geographic routing for Video Transmission (AMVT), in urban
VANETs.

3.1 Introduction

Wireless communication between moving vehicles is increasingly becoming the focus of
research for both automobile companies and academic research communities [172]. It is
driven by the vision that the exchange of information between vehicles can be exploited to
improve the safety and comfort of drivers while in motion [173]. One of the most valuable
VANETSs applications is video streaming [174], which can offer more understandable and

attractive on-road traffic information to drivers and passengers. The communicated video
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can be related to driving safety; for example, an accident ahead, or pedestrians or animals
crossing the road [175]. It can also be related to on board communications, such as V2V or
Vehicle-to-Office (V20) video conferencing [176]. On-board infotainment can also offer
advertisements provided by supermarkets or shopping malls along the road utilizing
roadside unit IoT environments [177]. Consequently, the video streaming service can
reasonably improve the onboard experience of the vehicles. The daunting issues of video
streaming in VANET are packet drop, delay and bandwidth-constrained wireless network
environments [178]. This is due to the extremely dynamic topology of vehicles and the large
size of video data packets sent across the wireless network [179]. These challenges become
worse for high-quality video streaming, because of the even larger size of video data

[180-181].

Current multimedia applications require high capacity communication links to facilitate high
speed data transfer rate. Video applications require stringent video quality requirements
including minimum delay, packet drop, and efficient bandwidth utilization [182-183].
Hence, there is a need for efficient video data transmission considering the characteristics of
both VANETS and video streaming applications. When trying to transmit data efficiently, a
path with the necessary resources to meet user requirements should be chosen. On the other
hand, in conventional data networks, the routing of data is primarily concerned with an end-
to-end connectivity [184-185]. The data network protocol generally represents a network
with a metric such as hop-count or delay and uses the shortest path and location algorithm
for path and location estimation [186]. However, in order to support the quality and delay
requirements of video streaming, routing protocols usually need to take into consideration
the junction area characteristics when forwarding video data [187]. The consideration of
junctions on roads during transmission enhances routing decisions, achieving quality video
streaming delivery [188]. A number of multipath transmission schemes have been suggested
in some research studies, but few studies have considered road features such as road
junctions in hop-by-hop transmission. Figure 3.1 presents vehicles in the junction area.

Vehicle A, B and C are the candidate next forwarding vehicles, of which any one can be
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chosen to forward a video packet. Vehicle D is the present forwarding vehicle which needs
to make a decision regarding which candidate vehicle is suitable for the data packet
forwarding. When forwarding a data packet in a junction area, the vehicle after the junction
area with the minimum required link quality is considered to be most suitable. Afterward,
the vehicle that resides in the junction with the minimum required link quality is considered
as the second-best option, while the vehicle before the junction with the minimum required

link quality is the third-best option.

This is because the vehicle after the junction might be closer to the targeted destination,
which gives it longer connectivity and reduces the number of hops that need to be traversed.
Some studies use the junction point as a forwarding area without considering the freshness

of the direction of the vehicle.

Junction Area

Fig.3.1 Candidate next forwarding vehicles in the junction area.

In a junction area, the location and direction of a vehicle are essential when the vehicles’
signal coverage extends to a junction area because the selected Next Forwarding Vehicle
(NFV) might change its direction of navigation, which could lead to a video packet drop,

thereby affecting the quality of the video streaming. Therefore, there is a need to explore the
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characteristics of the junction area including vehicles that have exited the junction, vehicles
in the junction and vehicles before the junction. For the video data, the video frames
forwarded are split into three different frames, namely the I-frame, P-frame, and B-frame,
which are forwarded via a multipath setting. The I-frames are forwarded through a dedicated
path, while both P and B frames are forwarded through another path. This idea enables a
higher priority for I-frames, which are the most important frames as they interpret both P

and B frames.

In this chapter, we proposed a Junction-Aware scheme for Multipath Video Streaming
(JA-MVS) considering different points at the junction area in order to avoid or minimize
video packet error or drop. Further, mathematical formulations have been adapted to
estimate the suitability of a node for data packet delivery. Precisely, the contributions of this

study are highlighted as follows:

(1) An enhanced vehicle selection considering the different points in the junction
area in order to minimize packet drop due to changes of vehicle direction in the

junction area.

(2) Improved vehicle selection based on link quality calculation, considering the
Signal to Interference plus Noise Ratio (SINR), in order not to select vehicles with

high noise due to obstructing objects in the urban environment.
(3) The simulation and performance evaluation of the proposed scheme.

The remaining portions of the chapter are organized as follows. In the first section we
describe the introduction of this chapter. In section 3.2 presents the proposed JA-MVS
scheme. Section 3.3 presents the implementation and simulation results with their analysis;

and finally, Section 3.4 concludes the study.
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3.2 Junction-Aware Vehicle Selection Scheme

In this section, the proposed JA-MVS scheme is presented considering the various vehicle
positions at the junction area. The multipath transmission considers the junction-aware
concept in hop-by-hop transmission. The consideration of road junctions during
transmission enhances routing decisions to achieve quality video streaming delivery. A
number of multipath transmission schemes have been suggested in some research studies,
but few studies have considered road features such as junctions in hop-by-hop transmission.
Some of these studies use the junction point as a forwarding area without considering the
freshness of the direction of the vehicle. In a junction area, the location and direction of the
vehicle are essential when the vehicles’ signal coverage extends to a junction area, because
the selected NFV might change its direction of navigation, which could lead to a video
packet drop, thereby affecting the quality of the video streaming. Therefore, there is a need
to explore the characteristics of the junction area including the vehicles exiting the junction,
vehicles at the junction and vehicles before the junction. The vehicles before the junction are
considered to be the vehicles at the end of the road, which is at the traffic light. The vehicles
at the junction do not have a road-ID but might be in the direction of the Destination Vehicle
Node (DVN), while the vehicles after the junction have recently changed their road-ID,
navigating towards the direction of the DVN. Considering the vehicles at a road junction,

three cases have been considered, as stated in the aforementioned discussion.

In the first case, the vehicles which have exited the junction are preferred and considered to
be vehicles that have already chosen their direction of navigation. Hence, their direction is
known and probably closer to the DVN; hence they are employed as the NFVs. In the
second case, a vehicle at the end of the road, which is close to the junction, is the second
preferred selection area for NFVs, because a vehicle before the junction might need to wait
for a traffic light; thus, its direction does not change instantly and it can be used to forward
video streaming to the direction of the DVN. The third case is employed if there is no

suitable vehicle that has exited the junction and no vehicle at the end of the road; then, the
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vehicle inside the junction area is selected. However, the third case is only employed if the
first and second cases do not occur. Therefore, in the proposed JA-MVS, the vehicles that
have already exited the junction or intersection area are considered based on the freshness of
their location, direction and speed information. Consequently, the JA-MVS scheme is in two
stages: information exchange and a video streaming data forwarding stage in the junction

area. The detailed discussion of the JA-MVS scheme is given in the next subsections.
3.2.1 Information Exchange Phase

At the information collection phase, every vehicle exchanges a hello message with its
neighbor vehicle. The Hello Message (HM) is exchanged within a time interval of every
second. The HM content includes the vehicle direction, position, ID, road-ID and hello
message time-stamp. The generated hello messages are stored in a Neighbor Information
Table (NIT). The NIT is updated in every time interval of the hello message exchange; that
is, one second. The parameters in the NIT are recorded based on tuple since the collections
of items are different. The position is based on x, y coordinates, which are centered on
relative distance. The road-ID is simply an identifier which is alphanumeric. The time stamp
is recorded in seconds. The direction is based on four cardinal directions including north,
south, west and east. The vehicle-ID is recorded based on an alphanumeric identifier. The
information packet format is depicted in Figure 3.2. The direction and position are estimated
using the GPS of each vehicle, which is employed to determine the location of the vehicle in
the junction area. The road-ID is used to determine if the vehicle is on the new road and is
employed for the vehicle selection at the junction area. A linked list is used to store packet
information, as the sizes of each element are different, with standard units considered such
as milliseconds for time stamps, latitude and longitude with six-digit decimal points, etc. In
addition, the selection considers the quality of the vehicle signal based on the SINR, as
formulated in Equation (3.1), before considering the three cases in the junction area. In
addition, the vehicle density at the junction has been considered for suitable candidate

vehicle selection, which is shown in Equation (3.2). In the generic concept of the geographic
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routing, the Source Vehicle Node (SVN) is already conscious of the direction and location
of the DVN in the network based on the location service system and GPS. Therefore, the
greedy algorithm is adapted in a way that not only selects the vehicle closer to the
destination but also takes into account the aforementioned three different cases of the

junction area.

SPWFRD(pi D

p+o(pj)

)Xl(Pi—Pj)

SINR(pi‘p].) = 3.1
Where p; is the sender vehicle’s position and p; is the signal receiver vehicle’s position.
Thus, Spy, is the transmitting signal strength, and Fgp is the random fading between the
sender vehicle and the receiving vehicle. In addition, [ is the distance between p; and p;,
while ¢ and o denote the external noise and small short-noise of p;, respectively. We have
considered one direction; that is, the directions of travel of the sensor and receiver vehicles
are the same. Here, it is noteworthy that the proposal will also work for the two-dimensional
scenario; that is, the directions of travel of the sender and receiver vehicles could be
different or in opposite directions. However, in this case, the computation will be somewhat
impacted by the speed of vehicles. Consequently, both the distance and SINR are employed

when selecting a vehicle in the junction area. The vehicle density is estimated as:

VDR = (3XIDVD)+0DVD (3.2)
4xX2Hop

The next forwarding vehicle is selected based on the Candidate Next Forwarding Vehicle
(C-NFV) which has the highest value of Vehicle Density of the Road (VDR). However, the
Opposite Direction Vehicle Density (ODVD) is given a smaller value by multiplying it

with % , which is three times lower than the value of the In-Direction Vehicle Density

(IDVD) multiplied by % . This is because the vehicles moving in the opposite direction are

considered not to have longer or continuous connectivity with the forwarding vehicle. This

ensures that a C-NFV moving towards the direction of the DVN is given higher priority.
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Thus, a threshold has been assigned as VDR« , where the VDR, is the estimated highest
value of neighbor nodes that does not lead to congestion. Therefore, the VDR, is set to
100 vehicles’km. We have considered a road environment with opposite lanes and assumed
that 50 vehicles on both sides of opposite lanes in a 1 km road length will not result in
congestion. This will result in a 20-meter road distance for each vehicle, which we consider
a normal situation without congestion in urban road environments. The C-NFV case that has
a greater number of vehicles than the VDR, (VDR > VDR,,.x) is considered to be a

congested network. Therefore, we obtain Equation (3.3):

1 VDR < VDR,

VDR = {0 VDR > VDR, ..

(3.3)

The VDR is estimated for two multiple paths independently since the paths are dispersed.
The road density of a C-NFV is compared with the other road densities of the neighbor
vehicles of a Candidate Next Forwarding Vehicle, and the road with the highest density, but
which is not greater than the VDR,,,, , is considered for selection. Therefore, the vehicle
density of the road is considered to be one of the important metrics that enables optimal
NFV selection. This, in turn, improves the quality of the video transmission, since the faster
selection of NFV has been considered based on the density of the vehicles on the road. The
most suitable node depends on the two parameters of SINR and VDR, as represented in

Equation (3.4):
Sp = (MSINR) + B(VDRyq1ye) (3.4)

where S, represents the suitable node, MSVR is the maximum SINR value, and VDR, is
the value of the vehicle density of the road. Both o« and f are the weighting factors assigned
to each of the parameters. Considering that the SINR guarantees the quality of a link, the
& is assigned a weight of 0.6, while the § is assigned 0.4 for the vehicle density of the
road; thus, the total weight is 1. Therefore, the link of the suitable node selected is
considered to be the most efficient link for video data transmission. Thus, an efficient link

can be formulated as represented in Equation (3.5):
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RSuccess

Efficient link =T /7 grotal (3.5)

Where TRS“C€esSthe number of packets is successfully delivered through a link and

TR0t i5 the overall attempts performed during data packet transmission.

Position (x,y) | Road-ID Timestamp | Direction Vehicle-ID

Fig.3.2 Information packet format.

3.2.2 Video Data Forwarding Phase

In this section, the Junction-Aware Multipath Video Streaming concept is discussed
considering geographical routing; specifically, the greedy forwarding concept is adapted by
modifying some of its concepts. As mentioned in the previous section, firstly, the SINR and

VDR of each neighbor vehicle are evaluated based on Equation (3.1) and (3.2).

Below mentioned Algorithm 3.1, presents the procedure involved in video data forwarding
when a C-NFV is in the junction area. The vehicle mobility information is gathered
considering line 2. Line 3 checks if the C-NFV is in the junction area; that is, whether the
C-NFV is before the junction, inside the junction or after the junction. Then, the SINR is
computed considering the three scenarios of the junction area in line 4. However, the vehicle
with the highest SINR value is preferred if it has not exited the junction area, as for the
remaining cases of the scenarios. Thus, the SINR value selection has a higher priority than
the different positions in the junction area. Lines 5-7 check if the C-NFV’s road-ID is ahead
of the junction location and if it has a higher signal strength value, and the optimal
C-NFV—that is, the RVN—is selected. Lines 8—11 choose the first two RVNs (P, and P3),

whose I-frames are forwarded via P,, and the B and P frames are forwarded through P;.

P, and P; are the first two relay nodes before the other intermediate nodes in the two paths.

The suitable RVNs are the nodes with the maximum efficient link, selected using Equation
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3.5. Lines 12 and 13 check if the C-NFV is at the end of the road, which is at the traffic
light. This C-NFV is selected if there is no C-NFV after the junction location towards the
DVN. Line 14 forwards the video data via the RVN as previously discussed. Otherwise, the
C-NFV is checked if its location is inside the junction, meaning a C-NFV with no road-ID,
and this is selected if there is no vehicle after the junction or inside the junction based on
lines 16—18. Otherwise, the algorithm checks whether the DVN belongs to the set of the
CNFVs: if true, the video data is forwarded to the DVN and terminated; otherwise, it is
forwarded to NFV based on lines 19-26.Line 27 terminates the whole procedure of the
algorithm. Figure 3.3 shows the flow of the algorithm. As previously stated, the complete
routing concept is based on the greedy-based geographic routing protocol. The
implementation process, including the simulation setup and performance evaluation of the

proposed JA-MVS scheme, has been presented in Section 3.3.

3.3 Performance Evaluation

In this section, the simulation setup results obtained and the performance evaluation with
analysis against the baseline schemes are presented. The performance is evaluated
considering two different cases. Each based on vehicle density and video data rates. The
evaluation is conducted by considering metrics including the Packet Loss Rate (PLR),

Structural Similarity Index (SSIM) and End-to-End Delay (E2ED).

The PLR is the ratio of a transmitted video packet to that of the delivered packet. This also
helps in ascertaining the quality of the video transmitted, because the lower the number of
video packets dropped, the higher the number of video packets delivered at the destination
vehicle, which in turn leads to higher video quality [189]; conversely, the higher the number
of video packets dropped during transmission, the lower the number of received video
packets at the destination vehicle, which leads to lower video quality. The SSIM is
computed as the perceived similarity between the transmitted video images and the original

video images.
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The calculation of the SSIM index is grouped into three aspects: contrast, luminance, and
structural assessment [190]. The E2ED is the total summation of the delay encountered from
the source vehicle to the destination vehicle. The delay includes the propagation delay,
transmitting delay, processing delay and startup delay [191-192]. The level of E2ED delay
also signifies the quality of the video delivered at the destination vehicle. The metrics are
tested in relation to different vehicle densities and data rates (kbps). The distribution of the
vehicle density is from 50 to 500, and the video data rate considered ranges from 160 kbps

to 1600 kbps.

The three metrics are utilized considering the different vehicle densities and data rates.
Particularly, a high data rate and high vehicle density have been considered. The discussion
of the results of the proposed scheme is presented in Section 3.3. The baseline schemes
employed for the benchmarking of the proposed scheme includes Junction-Based Multipath
Source Routing (JMSR) [130] and Adaptive Multipath geographic routing for Video
Transmission (AMVT) in urban VANETs [131]. The simulation of the junction-aware
scheme is guaranteed since the whole map of the simulation environment, including roads
and junctions, has been integrated using the Open Street Map (OSM) and integrated into the
Simulator of Urban Mobility (SUMO). The vehicles know their positions due to location

information service.

The proposed JA-MVS is implemented using the most acceptable network simulators:
NS-2.34 and SUMO. The NS-2 is a network simulator that enables the simulation of
network communication. The SUMO employs the Mobility Model generator for VANETSs
(MOVE). It has the ability to create a realistic model for the mobility of vehicles in urban
traffic scenario. The Evalvid has been employed to provide video frames and a video quality
evaluation framework. The Manhattan city digital map with latitude of 39.191 to 39.184
and longitude of -96.574 to -96.563 is employed for the mobility and traffic environment
setup (see Figure 3.4). The digital map structure and data are acquired from the OSM

contributors.
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Algorithm 3.1 Junction-Aware Multipath Video Forwarding

Initiatialize: videopktid
Initiatialize: video packet
Insert: videopkttp = I_frame, P_frame, B_frame
Insert: ID of DVN when forwarding videopkt
Output: Forward videopkt from SVN to DVN

1: BeginVideoDataForwardingat Junction area (p;, data)

2: —Obtain C — NFV's speed, vehicle id,road id, direction, timestamp, position
3 If the PFV is at junction area Then

4 Compute SINR and VDR of C — NFV

S: — ElseIf C — NFVs position == junction exited Then

6 vehicle exit junction = vehicle with new roadid

7 Locate — and — Forward))

8 [ ElseIf C — NFVs position == vehicle before the junction Then
12: vehicle before Junction = vehicle at the traf fic light

13: Locate — and — Forward)()

14: —Else If C — NFVs position == vehicle inside the junction Then
15: vehicle inside junction = vehicle with no roadid

16: Locate — and — Forward|()

17: — Elself C — NFV == DVN Then

18: Forward(videopkt) to DVN without SINR and VDR
19: Else

20: Forward(videopkt) to NFV

21: Exit

22: — End if

23: —Endif

24: — End if

25: — End if

26: —End if

27: End
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Fig.3.4 Manhattan city map.

The details of the simulation parameters are depicted in Table 3.1, which include the urban

simulation area, simulation time, vehicle speed, number of vehicles, the Medium Access

Control (MAC) protocol, video resolution, video play duration, the transmission range,

frequency bandwidth, propagation model, antenna model, traffic type, channel type,

transmission protocol, hello packet timeout and scenarios.

3.3.1 Results Analysis of the JA-MVS Scheme

The results obtained for the performance analysis of the proposed scheme in comparison

against the baseline schemes are presented here. Figure 3.5 (a) and 3.5 (b) shows the

performance improvement of the JA-MVS scheme against the two baseline schemes of

JMSR and AMVT.
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Figure 3.5 (a) shows the performance of the schemes based on PLR against different vehicle
densities. It is observed during the simulation results that the number of dropped video
packets decreases as the vehicle density increases. The two baseline schemes experience
more than 40% video packet drop when the vehicle density is 50; this is due to the

consideration of only junctions as nodes in the case of JMSR.

Table 3.1 Simulation parameters.

1. Parameters II. Values
III. Urban simulation area IV. 1000 X 1000 m*
V. Simulation time VI.600 s

VIIL. Vehicle speed

VIII. 2.78 to 13.89 m/s (10 to 50 km/h)

IX. Number of vehicles

X. 50 to 500

XI. MAC protocol

XII. IEEE 802.11p

XIII. Video resolution

XIV. 352 x 288

XV. Video play duration

XVI. 139 s

XVII. Transmission range

XVIIL. 250 m

XIX. Frequency Bandwidth

XX.59GHz

XXI. Propagation model

XXII. Shadowing

XXIII. Antenna model

XXIV. Omni-directional

XXV. Traffic type

XXVI. Constant Bit Rate

XXVIL Channel type

XXVIII. Wireless

XXIX. Transmission Protocol

XXX. UDP

XXXI. Hello packet timeout

XXXII. 1 second

XXXIII. Scenarios

XXXIV. High-density urban scenario

XXXV. Comparison protocol

XXXVI. JMSR and AMVT

XXXVII. Metrics

XXXVIIL PLR, SSIM index and E2ED
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The high PLR encountered for the AMVT is related to the building obstruction model used
to detect obstructions before sending a video packet to the next forwarding vehicle. The
obstruction detection might not be realistic due to the frequent position changes of the
vehicle; thus, the vehicle continues carrying packets for some period of time, which are later

dropped.

However, as the vehicle density increases, there is a higher number of vehicles to be selected
as NFVs with better link quality for video packet transmission. Further, with higher density,
the two baseline schemes have lower PLR values, which are below 10%, even trending
towards 5%. Nevertheless, the proposed JA-MVS scheme performs better at 7.5% PLR at 50
numbers of vehicles, with the PLR becoming lower than 5% when the vehicle density is
150. The better performance of JA-MVS is connected to the consideration of junctions,
which is based on three different cases: the selection of vehicle that has exited the junction
that is before the junction and inside the junction, with its navigation being towards the
direction of the DVN. With the aforementioned considerations, the proposed scheme
outperforms the two baseline schemes. The average percentage packet losses experienced by

JMSR, AMVT, and JA-MVS are 16.3%, 14.4%, and 3.4%, respectively.

|~ JMSR —>— AMVT —o— JA-MVS |

Packet Loss Ratio (%)
= N N
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N
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Fig.3.5 Packet Loss Ratio based on (a) Varied vehicle densities and (b) Data rates.
The performance improvement of the video packet loss by JA-MVS with a density of
50-500 vehicles against the JMSR scheme is 12.9% and that against the AMVT scheme is
11%. Hence, the proposed JA-MVS performs better in terms of the video packet loss ratio.

Figure 3.5 (b) depicts the results of the PLR studied alongside the various transmitted data
rates. The results show that the packet loss ratio increases as the data rate increases. At 160
to 320 kbps, there is no loss of video packetw experienced; however, a packet loss starts to
manifest when the data rate is 400 kbps. The packet loss increases above 30% for JMSR and
AMVT schemes as the data rate increases. However, the highest packet loss experienced for
the proposed JA-MVS scheme is 5.5% when the data rate is at 1600 kbps. Therefore, the
JA-MVS outperforms the two baseline schemes. The better performance achieved by the
proposed scheme is related to the reliable selection of NFV based on the direction and
position of the C-NFV at the junctions of the road. The aforementioned considered
parameters have helped in attaining successful video packet delivery with fewer packet

losses. The average percentage gains of the three schemes are 15.4%, 15.5% and 2.1% for
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JMSR, AMVT, and JA-MVS, respectively. The average percentage gains of the
performance of JA-MVS against JMSR and AMVT are 13.3% and 13.4%, respectively.

The SSIM is measured as a value between 0 and 1; the results are presented in Figure 3.6 (a)
and 3.6 (b) accordingly. Figure 3.6 (a) depicts the results obtained based on the SSIM index
of the video transmission in relation to various vehicle densities. Based on the results
obtained, the SSIM index increases gradually for both the three schemes as the vehicle
density increases. The highest video SSIM index values were observed when the vehicle
density is between 300 and 350. For the JMSR scheme, the SSIM index increases gradually
until it starts to decline when the vehicle density is above 350; however, despite the fall in
the video quality, the result is above the average value of the SSIM index of 0.5. Further, the
SSIM index of the AMVT scheme also gradually increases as the number of vehicles
increases; the increase almost became static with a small increase when the number of
vehicles was 200 to 500. The SSIM index of the proposed JA-MVS scheme increases based
on the increase in vehicle density. The proposed JA-MVS scheme performs better than the

two baseline schemes in terms of the SSIM index.
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rates.

The observed increase in the SSIM index is connected to the approach used for the selection
of the NFV in the junction area of the road. This approach avoids the drop of video packets
because vehicles that are not moving towards the DVN and that do not have the required
link quality are not considered. In addition, the approach avoids the occurrence of loops or
local maxima as opposite direction vehicles are avoided, except in the case of the
non-availability of a vehicle in the direction of the DVN. Consequently, the results show
that JA-MVS outperforms both JMSR and AMVT. The percentage gains of the three
schemes are 77.6%, 81.0% and 84.7% for JMSR, AMVT and the proposed JA-MVS
schemes, respectively. The average percentages of performance improvement of the

JA-MVS over IMSR and AMVT are 7.1% and 3.7%, respectively.

Figure 3.6 (b) depicts the results of the SSIM index based on different video data rates. The
different data rates of transmission are employed in order to show that the proposed scheme
has the ability to make a fast NFV selection for video data transmission without

encountering a large queuing of video data packets at the receiver vehicle. The result of the

88



Video Streaming in Urban Vehicular Environments: Junction-Aware Multipath Approach

experimentation demonstrates that the value of the SSIM index increases as the transmitted
data rates increases for all the three schemes. The increase in the value of the SSIM index

reaches its peak when the data rate is above 1000 kbps and below 1400 kbps.

The SSIM index value tends to decline when the data rate is above 1400 kbps. However, the
values of the SSIM index for each of the schemes are above average value, which is 0.5.
Further, as observed from the results, the proposed JA-MVS performs better than both
JMSR and AMVT.

The improved performance can be related to the comprehensive selection procedure which
includes all three different cases of the junction area, which provides a faster and more
current status of vehicle position before selecting a vehicle as an NFV. Considering the
selection, video traffic due to video queuing is minimized; hence, there is little or no traffic
of video data. Considering the results, the proposed JA-MVS scheme outperforms the two
baseline schemes. The average percentage gains of the three schemes are 77.5%, 80.1% and
84.0% for IMSR, AMVT, and the proposed JA-MVS, respectively. The percentages of the
performance improvement of JA-MVS against JMSR and AMVT are 6.5% and 3.9%,

respectively.
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Fig.3.7 End-to-End Delay based on (a) Varied numbers of vehicles and (b) Data rates.

The E2ED is studied alongside different densities of vehicles and data rates, which are
shown in Figure 3.7 (a) and 3.7 (b), respectively. Figure 3.7 (a) demonstrates that both
JMSR and JA-MVS have lower transmission delay in contrast with AMVT. The E2ED has
been plotted alongside different densities of vehicles. A high delay is experienced in AMVT
considering the fact that more than two routes have been considered, which can lead to the
severe collision of video packets due to route coupling, thus causing a delay in video packet
arrival time. Although, the JMSR also encountered a little delay, it is lower than that of
AMVT. The result of the E2ED of JMSR is almost the same as that of the proposed
JA-MVS scheme. This is connected with the fact that there is frequent signaling during
communication between all neighbor vehicles. In video streaming, the delivery of data
packets with few losses is more important than a delay of <5 seconds being experienced,
because the loss of packets affects the quality of the video streaming. Thus, there is a
balance in the tradeoff between cost and performance. Meanwhile, the overall delay
experienced for the two aforementioned schemes is minimal. Therefore, the JA-MVS

scheme outperformed the JMSR with only a small marginal difference. The JA-MVS
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performs better than the AMVT scheme because the proposed scheme employed different
junction area situations to select the best forwarding vehicle towards the DVN. It also
continues transmission through the selected NFV except if the vehicle is no longer in the
neighborhood of the PFV. The percentage of E2ED encountered is computed considering
the maximum allowable delay of 5 seconds. Thus, the JA-MVS, JMSR, and AMVT schemes
obtain values of 2.7%, 2.9%, and 14.0%, respectively. The percentages of performance

improvement of the JA-MVS against JMSR and AMVT are 2.0% and 11.3%, respectively.

Figure 3.7 (b) depicts the E2ED results plotted alongside different data rates in order to
assess the performance of the proposed scheme. The proposed JA-MVS has the lowest delay
compared to both the JIMSR and AMVT schemes. The high delay experienced in AMVT is
connected to the high data rate transmitted, which causes queuing of video packets at the
transmitting vehicle because of route coupling, which causes a collision. The JMSR and the
proposed JA-MVS schemes have an almost equal delay. However, JMSR encounters higher
video packet loss. Nevertheless, JA-MVS outperformed the JMSR scheme because it takes
into consideration junctions with vehicles moving in opposite directions in the case of the
non-availability of a vehicle in the direction of the DVN. The proposed scheme performed
better than the AMVT because JA-MVS employs only two paths for the video streaming
forwarding, while AMVT utilizes more than two paths, which leads to video packet
collision. The average percentage delay encountered is considered based on the maximum
allowable delay of 5 seconds. The JA-MVS, JMSR and AMVT schemes obtain values of
2.9%, 3.2%, and 10.9%, respectively. The percentages of performance improvement of

JA-MVS against JMSR and AMVT are 0.3% and 8.0%, respectively.
3.4 Summary

In this paper, a junction-aware vehicle selection strategy for multipath video streaming in a
vehicular network has been proposed. The JA-MVS scheme transmits video packets
considering the different positions of the on-road junctions and the SINR as the signal

quality for best forwarding vehicle selection. In the junction-aware algorithm, a vehicle that

91



Video Streaming in Urban Vehicular Environments: Junction-Aware Multipath Approach

is ahead of the junction and moving toward the DVN is given higher priority to establish
reliable video packet forwarding in the junction area. The SINR is an important metric for
evaluating vehicle signal strength considering the urban scenario, which has a lot of
obstacles that affect vehicle signal during transmission. The simulation results validate that
the JA-MVS scheme significantly improves the video transmission performance in relation
to the increase in quality of the video streaming, with a lower PLR and higher SSIM and a
decrease in the overall E2ED of the video packet transmission. In addition, the simulation
shows that the overall performance of the JA-MVS outperformed the two baseline schemes
of JMSR and AMVT. Moreover, to further extend the proposed scheme, future research
should focus on different kinds of roads including highway bridges and bent roads,
considering their effects on video data packet forwarding to achieve quality video streaming

in VANETs.
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Chapter 4

An Efficient Lightweight Authentication Scheme for
VANETSs

With the rise of the number of vehicles on the road and smart city idea, VANETSs have been
generally known for vehicle communication to get information of traffic congestion, speed,
road condition location of the Vehicles etc. Generally the urgent task of the researcher is that
how the data are securely transmitted between the vehicles in the VANETs. For VANETSs
many of the privacy-preserving authentication protocols have been developed but they have
lots of computation and security issues. Privacy and authentication is the most important
part of VANETSs since various attacks such as location tracking, identity revealing and
authentication, steal sensitive information to create considerable risk for human day to day
lives. The attacker changes confidential information such as speed, direction, path, location
of vehicle, speed, road condition information, traffic congestion description and exploits its
privacy. The existing privacy-preserving schemes like pseudonym schemes, anonymous
signing protocol, group signature, and authentication-based schemes, mix zone and silent
period, etc. are inefficient in terms of storage, privacy-preserving, and implementation.
Furthermore, they impose high overhead and converges very slowly. To remove the issues
mentioned above of existing privacy-preserving schemes in VANETSs, we suggest an
authentication protocols to ensure security of the passenger privacy which uses only
Exclusive-OR (Ex-OR) operations and hash functions, a lightweight authentication protocol
in a suitable communication design for VANETSs that meets the privacy protection needs.
The proposed method not only integrated authentication, but also keeps the vehicles secret.
Furthermore, we simulated and then compared our schemes to other relevant schemes to
determine its efficiency and performance. Its provide better performance as compare to the
others schemes also comparing our protocol to other relevant protocols reveals that it is

more suited to real world environments.
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4.1 Introduction

Smart homes and smart cities have stimulated the interest of nations and governments all
over the world in recent years [137]. The main motivation is to improve people's quality of
life. With the help of communication and information technology, IoT [193] and WSNs
[194-196], the smart city idea is progressively becoming a reality and life of citizens
upgraded because of infrastructure and facilities. By using these techniques like medical
care, traditional transportation, and waste management etc. could be greatly improved. It is
undeniable that the city's vehicle population is growing day by day and the ITS has emerged
as an essential technology for managing city traffic, with VANETSs [197] which is providing

assistance for road safety.

The On-Board Unit (OBU) in VANETSs is a tamper-proof device which is installed in a
vehicle that can hold the vehicle's vital secret information, such as its identity and some
cryptographically generated results. The system also includes a Trusted Authority (TA) and
a large number of Road Side Units (RSU). The RSUs are mounted on the side of the road
and serve as a communication link between the vehicles and the TA. The TA is providing
support for any essential communication services as well as responsibility of vehicles and
RSU registration. In VANETS, there are two modes of communication which is V2I and
V2V. Formally vehicles directly communicate with each other when it is with in the certain
range later its communication is done with the help of RSUs that means the message is
firstly send to the nearest RSUs after that is delivered to the vehicles. DSRC is used by both
V2I and V2V communication [9] that is helped for increasing the transportation safety and

efficiency. V2I appears to be a promising way [198] for VANETS applications nowadays.

Due to a drastic increment in the number of automobiles on the road, several traffic critical
issues such as accidents and threats are increasing. VANETSs consists of Mobile Nodes
(MNs) that are embedded in vehicles and linked in a self-organized way to transmit
information among vehicles and RSU [137]. It is used for high-level road safety

applications, optimized traffic management where data exchange is possible with the help of
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V2V and V2I wireless communication. During V2V communication, vehicles available in
the communication range are communicated to share road conditions and traffic information
for reducing the chances of a severe accident. Since it is used in safety-critical applications
(safety of vehicle drivers and passengers), the security protocol must include privacy,
availability, data consistency, authentication, traffic congestion, and non-repudiation [199-
200]. ITS [201] are built on top of VANETS. It resolves traffic-security associated issues by
combining communication technologies with traffic information for efficient and secure
communication of information. VANETSs improves the responsiveness of various traffic-
related events. VANETs Nodes (VNs) are classified as OBU and RSU. OBU are the radio
devices installed on vehicles, and RSU are placed along the roadside to constitute the
network infrastructure as well as controlled by a network operator. Since large scale
VANETs uses dynamic ad-hoc network topology with fast-moving vehicles, the existing

secure communication protocols are ineffective.

Infrastructure Environment

v21/12v data\\\x

Infrastructureless Environment

Fig.4.1 General VANETS system.

VANET-specific communication protocols seem to be an effective solution for vehicular

environments since they efficiently provide crucial traffic information, accident sites and
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road conditions to alleviate the accident problems. The protection allied application
protocols in VANETSs are “WSMP by WAVE, CALM FAST by ISO, and C2CNet by C2C
consortium”. Vehicular communications facilitate traffic management and improve the
traveling experience with navigation with a high risk if no security measurement is
considered. Wireless Access in Vehicular Environment (WAVE) is the admired architecture
of VANETSs provided by IEEE [201-202]. The main purpose of the attack on Privacy is
identity revealing and location tracking. The several privacy preservation schemes such as
anonymous signing protocol, group signature scheme, digital signatures, mix zone method,

and random encryption periods, etc. to achieve Privacy in VANETs are developed.

Figure 4.1 shows the design of broad VANETSs system. The characteristics of VANETSs
include high mobility, driver safety and optimized traffic flow, direct interaction of vehicles
with each other, vulnerable to attacks due to dynamic network topology, recurrent network
disconnection, no power constraint, and limited transmission power. Several researchers
have discussed various security and location privacy schemes for VANETs [203-204].
Researchers are interested in developing security and location privacy schemes for VANETS
since it enhances road safety and optimize traffic flow by transmitting various Safety
Messages (SM) among vehicles. The robust security algorithms will provide the driver and
passenger safety with security services such as authentication, availability, data integrity,
privacy, and nonrepudiation [205]. VANETSs properly utilizes the communication system
and vehicle resources to reduce traffic congestion as well as limit (control) the unlikable

events caused by severe traffic accidents.

Figure 4.2 lists the major advantages, challenges, and applications of VANETSs. Due to the
high mobile nature of VANETS, security, and Locations Privacy (LP) are the most critical
challenges since it is vulnerable to various kinds of security threats [206-207]. However, we
provide a list of VANETS attacks and their defense techniques using Figure 4.3, but some
uncovered greedy behaviors need to be resolved to improve security [208-210]. These
attacks affect the functioning of other applications, degrade the security level, and

malfunction comfort applications. The attacks on the VANETs communication are privacy
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attack, eavesdropping attack and certificate replication attack. Moreover, the attacks on
safety applications are DoS attack, jamming attack, betrayal attack, and platooning attack.
These attacks are related to channel allocation. There are two types of attacks in VANETSs:
insider attack and outsider attack [211-213]. Insider attacks cannot be detected and defended
by cryptographic solutions. Trust-based security solutions are an efficient way to catch such
insider behaviors. However, cryptographic solutions can defend external attacks very well

with some computational overhead [214].
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Fig.4.2 Advantage, Challenges and Applications of VANETs.

In VANETS, the vehicle location and user identity are not closed, and vehicle LP can be

tracked by unregistered vehicles. To maintain the vehicle security and privacy (ID, location),
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pseudonyms are being used effectively [215]. However, vehicle location plays a vital role in
VANETsS since all other applications and associated algorithms work after obtaining traffic-
related information from vehicles [216]. Furthermore, access control is also a challenging
issue in VANETSs for which various levels are predefined. Data exchange and data security
are also important issues since they require many resources and broadcast sensitive safety
messages [217]. These communication messages provide safety in locating and tracking
vehicles and creating a location privacy risk in the dynamic Adhoc environment. For
efficient communication, sensitive safety messages should not be altered by the attacker. In
case if the attacker changes the private information, it should be detected as soon as possible
to minimize the risk. An attacker changes it behavior to disturb the VANETSs for personal
benefits [218-219]. The process of illegitimately getting private information of vehicles is
called an attack on privacy. These attacks are classified as identity revealing and location
tracking [220]. It affects driver privacy and puts passengers at risk since vehicles and drivers
are related to each other. The main purpose of these attacks is automobile thefts or
abductions. To avoid such risks of unauthorized location tracking, the transmitted message
containing sensitive information must include verifiable identity and other accurate data.
There are various location privacy schemes such as anonymity-based approaches, policy-
based approaches, and regulatory approaches [221,146]. Each approach has some merits and

demerits.

The remaining work is divided into three more sections; namely, in the section 4.2 network
model is propose further in the section 4.3 projected location authentication schemes is
discussed and the proposed work further divided into four phases in the first phase we
discussed the system initialization phase, second one is RSU registration phase, third one is
vehicles registration phase and lastly the authentication phase. In section 4.4 we informally
compare our proposed scheme with the already existing authentication schemes. At last, we

summarize the paper and provide the future scope of the work.
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Security attacks and their countermeasures in VANETs
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Fig.4.3 VANETs attacks and their defense techniques.
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4.2 Network Model

Figure 4.4 show the network model for the VANETs employed in this section, which is
made up of RSUs, TA, and vehicles. TA has enough memory and computational capability
and it is trustworthy; RSU has less memory and computational capability as compare to TA
and also not entirely trustworthy; OBU is a temper proof device which is mounted on the
vehicle, it is away from data extraction, generally used for securing the data. Vehicle has
less memory and computational capability as compare to the RSU and TA. In this model,
authentication message is send by the vehicle to the nearest RSU which is forwarded to the
TA. Wired (stable) medium are used between TA and RSU while wireless medium (Like
DSRC) are used between the RSU and vehicles. We use the simple technique to reduce the
updating problem of the group that all vehicles transmitted the data to the RSU closest to
them, and only the relevant RSU and vehicles shares a session key such as signature based
protocols [222-223]. OBU mounted on the one of the vehicle has a problem and not able to
transmit the information then accident will have no impact on the group’s communication.
Moreover, before the session key can be determined, the three participants in the VANETSs
must complete mutual authentication, so that RSU and vehicles must receive the message

from TA. In IoT also the same kind of communication round is used for authentication.

Fig.4.4 Network model.
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4.3 Proposed Work

4.3.1. System Initialization Phase
The following steps define the system initialization phase:

e TA chooses a random number r € Z* as secret key.

e TA chooses a one-way secure cryptographic hash function h(.): {0,1}* — {0,1}%.

Table 4.1 Symbols and their meaning.

Symbol | Meaning
RSU Road-side unit
OBU On-board unit

TA Trusted authority

V; ith vehicle

R; jth RSU

Ny, Random number generated by V;
N R Random number generated by R;
1Dy, Identity of ith vehicle

PIDy, | Pseudo-identity of ith vehicle

I DRj Identity of jth RSU

SKgrsy | Secret key of RSU
SKra Secret key of TA

k Shared secret key between R; and TA
h(.) One-way secure cryptographic hash function
Ty, Current time-stamp of V;

Il Concatenation operator

(4] XOR operator
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4.3.2 RSU Registration Phase

The following steps define the RSU registration phase:

e TA generates an identity IDR]. for RSU R;.

e TA chooses a shared secret key k between R; and TA.
e The pair of (I DRj, k) can be stored in the database of TA.

o (I Dg;, k) can be also submitted to R; over a secure communication channel.

4.3.3 Vehicle Registration Phase

e TA generates an identity /Dy, for V; and stores it in the database of TA.
e TA chooses PIDy, as pseudo identity and computes the messages @, f and

subsequently sends (a, B, 1Dy, PIDy,) , to V; over a secure communication channel.
a, = h(r | PIDy,)
a, =h(r Il IDy,)
e Atthe end, V; stores (a, B, 1Dy, PIDy,) on the vehicle’s proof tamper OBU.

4.3.4 Authentication Phase

Figure 4.5 shows the mutual authentication among participating entities such as Vehicle
(Vi) Road-side Unit (R;), and Trusted Authority (TA). The authentication steps are given

below:

Step 1: Initially, a vehicle V; generates a random number Ny, and gets timestamp T;.

Thereafter, V; computes the following messages:

e Compute: B; = h(ay | T) © 1Dy,

e Compute: 3, = h(a, © Ny,)
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e Compute: B3 = h(IDy, Il PIDy, Il Ny, II T;)

Then, Vehicle V; sends Msg; = {f1, B2, T1} to the RSU R; via a secure channel.

Vehicle () RSU (R;) Trusted Authority
\

Generate: Ny and T;

Compute: §; = h(ay | T;) ®1Dy,
Compute: £, = h{a; BNy,)

Compute: f5 = h(IDy, I PIDy, | Ny, I Ty)

Generate: NRJ. and T,
Msg, = {B, B, T,} | Check: T, =Ty < AT Generate: T;
Compute: y; = h(IDp, Il k) © N, Check: Ty — Ty < AT
Compute: y; = h(B; 1| 55 | Ny, | k) Compute: N, =11 Gah(]DRj I k)

Compute: y5 = h(f; | B, | Ng, 11k}
Msg, = {1,111} | Verify: y;? =y,

Compute: 8, = h(IDg, || PIDy, || Ny, 11 T3)

Generate: T,
Check: T, — T; < AT Msgs = {6, T3}
Compute: §; = h(IDy, Il PIDy, | Ng, I Ty)
Verify: §;7=§,

Compute: &, = h(iDy, || Ng, 1k 1 T,)

F Y

Generate: T;
Check: T, — T, < AT - Msgy={6, T
Compute: §; = h(IDy, | N, | kITy) [
Verify: {;7=¢;

Fig.4.5 Authentication protocol for VANETs.
Step 2: Upon receiving, the RSU R; generates a random number NR]. and gets timestamp T.
The R; checks whether T, — T; < AT and computes the following messages:
e Compute: y; = h(IDRj Il k) GBNRj

e Compute: y, = h(B; Il B2 |l NRj Il k)

Then, RSU R; sends Msg, = {y1,¥1, T2} to the Trusted Authority (TA) via a secure channel.
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Step 3: After receiving, the Trusted Authority gets a timestamp T3 and checks whether

T3 — T, < AT and computes the following messages:

e Compute: NRj =V @h(IDRj Il k)
o Compute: y; = h(B1 Il B2 |l NR]- (9]

e Verify: y;7=1y,
e Compute: 5 = h(IDy, | PIDy, Il Ny, Il Ty)

Then, Trusted Authority (TA) sends Msgs; = {61, T5} to the RSU (R;) via a secure channel.

Step 4: Upon receiving, RSU (R;) gets a timestamp T, and checks whether T, — T3 < AT

and computes the following messages:

e Compute: §; = h(IDg; | PIDy, Il Ng, | T3)
e Verify: §;7=6;
e Compute: §; = h(IDy, |l NRj Il kIl Ty)

Then, RSU (R;) sends Msg, = {1, T,} to the Vehicle (V;) via a secure channel.

Step 5: After receiving, Vehicle (V;) gets a timestamp T and checks whether Ts — T, < AT

and computes the following messages:

e Compute: {; = h(IDy, |l NRj Il k1T,

e Verify: £;7=¢&;
4.4 Informal Security Analysis

The informal security analysis of the proposed protocol has been analyzed by comparing

several existing authentication protocols for VANETSs.

Table 4.2 Comparative assessment of authentication protocols.
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Protocols [224] [225] | [226] | Proposed

Resists replay attacks v v v v

Resists Man-in-the-Middle attacks

Resists impersonation attacks

Resists physical attacks

Resists de-synchronization attacks

| | x| «| «
<| <] x| «| x
><| «| x| «
N EEN RN RN

Resists cloning attacks

4.5 Summary

In this chapter, we suggested a novel LAP for VANETSs in which TA chooses a shared secret
key k between R;jand TA, it is stored in the database of TA. We proposed an informal
security analysis for authentication, in which we demonstrated that our suggested system
meets all VANETs security standards. The proposed method not only integrated
authentication, but also keeps the vehicles secret. Furthermore, we simulated and then
compared our schemes to other relevant schemes to determine its efficiency and
performance. Its provide better performance as compare to the others schemes also
comparing our protocol to other relevant protocols reveals that it is more suited to real world
environments. VANETs help in enhancing road safety and optimize traffic flow by
transmitting various safety messages among vehicles .In future, we will assess the
performance of the presented method using simulator in mobile environment. Moreover, we
will add trust concept to improve security along with privacy. Also in future we will
concentrate on network function virtualization techniques for vehicle-to-everything
applications in 5G, security and privacy issues in 5G, edge computing-supported vehicle-to-

everything (V2E) services, such as authentication of protocols for SDN.
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Chapter 5
Blockchain Based Intelligent Incentive Enabled

Information Sharing Scheme in IoV

With the advancement of vehicle’s traffic information processing and communication
capability in IoV network widely used for the vehicle-to- infrastructure transportation
communication. Firstly, the protection of the user’s (vehicles) privacy at the time of
information sharing and secondly, users lack the motivation to share the traffic information
with RSUs are two major concerns in the loV networks. In this regard, we propose a novel
Adaptive Neuro-fuzzy based Payment using Blockchain (ANFPB) transportation
communication scheme that not only motivates users to take participate in the information
sharing problems with the payment mechanism but also allows users to anonymously share
the traffic information with RSU in the IoV network. Meanwhile, a smart contract is
presented to generate pseudonyms to share the traffic information anonymously in a non-
trustful IoV network. Also, an algorithm ANFPB is presented for the evaluation of payment

based on location, timeline, and quality of information shared by the vehicles.

Cloud| [ Server
Block Chain

Fig.5.1 Overall architecture of the proposed model.
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Finally, the extensive simulation analysis shows that the proposed ANFPB is more efficient
in terms of preserving privacy and computational costs as compared to state-of-the-art

schemes.

5.1 Introduction

In the recent decades, more number of smart vehicles connected to the next generation
internet which terms as 5G and beyond (5G&B) IoV [227-228]. This 5G&B IoV have
decentralized network configuration with three layer architecture. The bottom layer
corresponds to vehicles-to-vehicles communication. The middle layer responsible to V2I
(RSUs) edge (fog) communications that collects the information’s from the vehicles to
maintain the traffic rules and avoid road hazards. The upper layer is cloud server that
provides huge data storage for longer term to deep analytics in all spatial regions. 5SG&B
IoV network is mainly designed in such a way that it provides driving comfort and safety for
the user’s terms as infotainment application and safety applications respectively [229]. Non-
safety infotainment applications include the real-time traffic information while driving,
music on the road, video on demand, and the internet of the wheel. Whereas safety
applications applicable to various domains such as alleviating highway turbulence, man
oeuvre control, cooperative cruise control, traffic congestion, offenses, broken pavement,
dangerous driving and accidents, weather conditions, or any looting or terrorist attack [230-
231]. It requires V21 communication to frequently accessible the safety applications by the
users in 5G&B oV network. Privacy information of the vehicles such as location and
identities in V2I communication and lack in the enthusiasm to take users to participate are

two major issues in the establishing SG&B IoV network.

5G&B IoV uses wireless technologies that arises privacy issues on the information’s
broadcasting [232-233]. Normally, data are transmitted by a vehicle to the fog node (RSUs)
layer that includes the detail of user’s personal information locations, travelling route.
Recent literatures show that untrusted fog node reveals the user’s information for money that

leads to serious vulnerabilities to the society [233-234]. Therefore, preserving the privacy of
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each vehicle and to ensure their integrity and authentication are other issues in the SG&B
IoV network. In case of security purposes, the identity authentication technique is the most
effective approach to protect the integrity, privacy confidentiality, and availability of the
data in IoV [235]. Whereas, authentication along with key exchanging technology, PKI
systems is also widely used in other fields, including mobile cloud networks, smart grid, loV
network etc. [236-238]. Above literatures suffers from workload leads to a high packet loss
in the case of locations with heavy traffic and only provide threshold privacy protection and
not able to correctly reply to message of users. Which in turn lose to motivate the users to

take participate in the V2I communication in 5G&B IoV network.

The emerging Blockchain technology provide decentralized network for data storage, which
provide user’s (vehicles) to broadcast the information anonymously in 5G&B IoV network
without worrying about their privacy in non-trustful fog (RSUs) nodes. It also helps to
secure the transaction (payment) in terms of smart contract between vehicles to RSUs
without using any intermediary. Recent research involves artificial intelligence and machine
learning techniques into 5G&B IoV network to continuously collect the information and

optimize the payment in return paid to users through learning fog node [239-240].

In [241], authors have proposed deep learning reinforcement learning algorithms to motivate
the users for uploading the information to the fog nodes in SG&B IoV network, but lacks in
privacy and security of the users. Ensuring the success of blockchain and fog-cloud
technology based on artificial intelligence approaches this paper neuro-fuzzy learning
algorithm to secure the information during transmission and privacy of vehicles and
motivates vehicles by providing incentives to them. The clod-server provides unlimited
resources for data storage and it submitted the data in such a way that not even the
government agencies or law enforcement can destroy the privacy of the witness by tracking.
Besides all the above importance, it is also necessary to attract the attention of the users
towards this service. As aforementioned by the above challenges, privacy and attracting
users’ attentions towards to get the reward in exchange for uploading the information

(images/video, etc.) of the site of interest (labeled as witness service by users) at the

108



Blockchain Based Intelligent Incentive Enabled Information Sharing Scheme in IoV

fog-cloud 5G&B IoV network are the main purpose of this paper. In this regard, this paper
presents a novel scheme ANFPB using blockchain ensuring the privacy of the vehicles, and
a further adaptive neuro-fuzzy technique is used to evaluate reward based on location,
timeline, and quality of the information shared by the vehicles. The major contributions of

the proposed model as follow:

(1) Firstly, a system model, network model, and blockchain technology are presented
to define the involved physical entity, fog-cloud network layer for information
sharing and to ensure privacy and provides the reward to users respectively in 5G&B

IoV network.

(2) Secondly, we briefly define the system initialization process, pseudonyms
exchange mechanism for privacy-preserving that include smart contract on

blockchain to ensure the authenticity of the vehicles.

(3) Thirdly, a novel Adaptive Neuro-Fuzzy Payment based on Blockchain (ANFPB)
is presented to evaluate the reward for the vehicles based on the shared traffic
information. Further, to make the scheme free from fraudulent users’ revocation

authority revokes the vehicles based on their pseudonym exchange history table.

(4) Finally, performance evaluation is presented to compare the privacy and

computation cost of the proposed model concerning state-of-art-models.

The chapter is organized as follows. Section 5.2 discusses the details of the system model,
network framework with blockchain structure. Section 5.3 describes the proposed model.
Section 5.4 explains the details of presented ANFPB algorithm. The performance evaluation
and the comparison of the proposed model and the state-of-art models have been shown in

section 5.5. Finally, this chapter is concluding in the section 5.6.
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5.2 System, Network, and Blockchain Model

5.2.1 System Model

The proposed system model is the association of IoV and fog-assisted cloud computing
technology. Active participants of this model consist of vehicles (sensor nodes) equipped
fully with IoV infrastructure such as DSRC based On Board Unit (OBU), cameras, Tamper
Resistant Hardware (TRH), Department of Motor Vehicles (DMV), Revocation Authorities
(RAs), Law Enforcement Organization (LEO) and judiciary. The above mention participants
are the physical participants in the system model. Further, fog assisted cloud computing
technology is employed to store the information collected through road-side cameras and

process this information for forensic investigation purposes.

System Players

Y Y

10T Cloud Service Provider Fog Node
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Fig.5.2 Architecture of System Model.

Finally, this processed information is handed over to the judiciary as evidence of the events.
In the case of cloud computing, the storage of the information is done in two layers as fog
layer and the cloud layer. Fog layer is used to collect the data; aggregate the data,
anonymized the data, and dispatch the data. Here, RSUs is considered as fog node. It is
mainly used for storing instant data in turn latency in uploading the information reduces by

the virtue of fog layer. In addition to that, loss of captured information is less as the report
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(images/text file/audio/video) of an event can be stored in multiple fogs. Whereas, cloud
infrastructure responsible for storing all the information, processing the related query, data
dispatching, and rewarding systems. Further, it also analyses the information for forensic
investigation, taking necessary precautionary measures whenever required or generates a

warning message.

Furthermore, the cloud provides details of forensics data to trustworthy agencies, including
government agencies, law enforcement agencies, judiciary, insurance agencies, etc. To
encourage user participation on the road, we proposed Privacy Assure Rewarding System
(PARS) for providing reward to the vehicle based on the contribution as services.
Rewarding systems consist of one physical entity known as Reward Collection Centre
(RCC). This Centre can be petrol pump, gas station, post office, zoo, food court, etc. This
physical entity also consists of other software modules such as receipt collector, receipt
receiver, receipt issuer, and reward calculator. The arrangement of the participants in the

system model has been depicted in Figure 5.2 above.
5.2.2 Network Model

The proposed network model has been illustrated in Figure 5.3. This model describes the
process of transferring the captured information through the on-board cameras of vehicles to
the nearest RSUs using DSRC. The information can be any events such as accidents, traffic
jams, terrorist attacks, etc. of the Site of Interest (Sol). The data are aggregated in the Fog
(RSUs) layer and send to the cloud layer by remotely triggering. In our proposed work, we
used passive service which includes several cameras either installed in the vehicles or on the
road side to capture images of the Sol and transfer it directly to fog layer with low latency
and suitable to store instant information. Later it is transferred to the cloud layer with high
security using the blockchain technique. These data are kept in the cloud layer for future
purposes where it can be used for the forensics investigation process. This information is

also used to avoid the terrorist attack, destructive events, deadly accidents, etc.
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Fig.5.3 Proposed Network Model.
5.2.3 Blockchain Structure

Blockchain was proposed in 2008 by Satoshi Nakamoto and has become an effective
technology with a significant impact of decentralizing the business way. Blockchain is
defined as a synchronized and disseminated record keeper in terms of listing blocks. On
considering, its immutable and distributed data storage technique, blockchain is applicable
to various areas such as banking, health care, supply chain management, trade finance, a
transaction in [oT network, etc. The advantage of blockchain is depicted in Figure 5.4. In the
public blockchain structure, there is no central manager involved instead of the participants
in the network is responsible for maintaining the public record. Systematically, in public
blockchain, anyone can add a new block by Proof-of-Work (PoW) mechanism, which is a
cryptographic puzzle technique. A node that determines the solution to the puzzle disclosed
the solution to all other nodes present in the network. While nodes will accept the solution

only when there is a validation of all the transactions occurring in new blocks. Beforehand,
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it needs to be confirmed that no other solution has been received. Then, the block points
correctly to the last block in the blockchain. The stored data in any of the blocks cannot be
altered because it will cause invalidation of all the data stored in the previous blocks of the
block chain due to its hash function and this also leads to the breaking of consensus between
the vehicles (nodes) associated with blockchain. Whereas, in the permissioned blockchain
special case of a private blockchain, only authorized node have both write and read
permission and public node only read the record but cannot able to add a new block in the
chain. Auditing company and business intelligence company owners set up their own
permissioned network, where nodes send the request to join the network after permissioned
is granted, that worked in a decentralized blockchain manner. An alternative consensus
algorithm named Proof of Stake (PoS) is used to add the new block in the network instead of
PoW. In PoS, already exited nodes choose the leader among them that is responsible for
creating the new block-based on their stake (trust availability). This reduces the

computational time and cost concerning PoW based blockchain.
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Fig.5.4 Benefits of Blockchain Technology.
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Each block has two parts, the header consists of a pointer (hash value) to the previous block
and the latter is the body part that contains records of all the validated transactions,
including users' information, time stamp, receipt, etc. as shown in Figure 5.5. This chain of
blocks is formed by connecting the current block to the previous block by determining the
hashed value of the current block using the hash value of the previous block. Here, all the
vehicles (nodes) hold their own copy of their blockchain, and further to determine their
current state, each transaction needs to be processed in the order of their appearance in the
blockchain. The blocks present in the blockchain are partitioned into six sections as a hash
function of the previous block in the blockchain, nonce, hash function associated with the

current block, timestamp, Merkle root, and exchange data.
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Fig.5.5 Structure of Blockchain.
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The RSUs (fog node), vehicle, cloud server construct a private block chain based on a
consensus (PoS) mechanism. The smart contract (set of digital commitments) is an
important factor in blockchain, where all the rules are predefined and executed when there is
an event occurs, this rules cannot be modified once it is spread on the blockchain network. It
ensures the transparent nature of the network, which encourages the vehicle to upload the
picks of the Sol without worrying about their privacy leakage and finally economic benefit
provided to the vehicle by the reception collection center. In this chapter, we proposed a
security and privacy aware fog-cloud incentive based using a private blockchain approach to

encourage the vehicles for uploading the picks of the site of interest.
5.3 Proposed Model

This section describes the privacy and security aware proposed model in IoV. We present a
novel model for vehicle’s privacy and securing the transferred data using pseudonym
exchange mechanism through blockchain technique. The primary concern of the proposed
model is to maintain scalability in terms of more vehicles participate in the service of upload
the captured information to RSUs by providing incentives to participating vehicles. Later on,

these rewards redeem on the RSU’s as petrol pump for refueling.

On the other hand, providing static infrastructure all-over the roads to capture all the
necessary information for every instant of time would cost the administration to an extreme.
Instead of static infrastructure, we maintain mobile sensors to timely generate the necessary
data to the cloud and save it for future purposes without any interference from outsiders or
attackers. The vehicles (nodes) may be malicious and upload the wrong information to fog
nodes so that, revocation authority identified those vehicles and put in a blacklist or revoke

them. The privacy of vehicles and transaction of deposits (incentives) must not be leaked.

To counter the security and privacy problem, permissioned blockchain technique is used
with PoS consensus mechanism. For system setup, several parameters are used and the

initializations are discussed in the below subsections.
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5.3.1 Preliminaries of System Initialization

Each vehicle conveys a bunch of pseudonyms imposed at the time of registration by DMV.
To revoke a vehicle in [oV, encryption of a secret key is performed and this key is stored in
RAs. Here, secret keys consist of the symmetric key which is used mainly for the generation
of pseudonym denoted as K, and the individual secret key associated with each vehicle is
denoted as K,,. For storing such keys in the RAs, an encryption algorithm known as the

Elgamal encryption technique is used.

This technique is far better than Elliptic Curve Cryptography (ECC). Let us consider G as a
cyclic group with prime order as g . A generator G is used to generate . At the time of
registration of Vehicle the DMV, select any random number as a private key which is
denoted as £ € Z* and determine the public key using the mathematical expression PK* =
#£G . DMV holds the responsibility of distributing the shares of the secret keys to the RAs by
using a secret share scheme based on a threshold. Here, £ is divided into € equal parts and £
denotes the number of RAs so that each RA can hold a share of secret keys say
f;where #; € {#21, 2y, 5 ....... #£,} later, we can conclude that any existing secret sharing

mechanism can be employed in such a process.
5.3.2 Tamper Resistant Hardware (TRH) Initialization

The installation and initialization of tamper resistant hardware devices in a vehicle are done
at DMV. So, for this purpose, the owner of the vehicles needs to personally visit the DMV
and the credential of the vehicles is confirmed. Then DMV initialized the TRH in the
vehicle by saving several system parameters associated with the TRH. The parameters
include { G, g, G, PK*, Cinit, Vinc} Where Cip;¢ denotes the secret initial counter of vehicles
used in the generation of pseudonym and v;,. denotes the factor to increment pseudonym.

Also, DMV preloads vehicles TRH including secret keys such as K, and K,,,.
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5.3.3 Generation of Pseudonym

DMV is responsible for generating 7 number of vehicle pseudonym at the time of
registration by considering the secret counter C,,;; of the vehicle and increment the counter
by using the pseudonym incrementing factor v;,.. It is important to note that pseudonym is
allowed to trace secretly to facilitate revocation whenever necessary by the RAs. TRH is a
place for storing these pseudonyms and later used it for conditional privacy preserving
communication process. The mathematical expression for generating pseudonyms is defined

as follows:

gseul = {(€ ® Vip)x,,, ||(E)x.]| Miticppy (5.1)

Where € = Cyir + njVine and n; denotes the current count of the pseudonym that has been
generated. V;p denotes the vehicle identification number. DMV records these pseudonyms in
a database and index it through the value n. All these pseudonyms and anonymous
certificates are stored in TRH of the vehicles and distributed all these data to RAs too. These
anonymous certificates are used mainly for exchange of pseudonym during the
communication process. For the revocation process, the encryption of 'K,;,, and Ky, is done
by TRH and dispatch to the RAs. Here, in revocation process RAs play the role of trapdoor.
The encryption of the previous keys with public master key based on ElGamal encryption

technique is defined mathematically as follows:
Cl =rGand C2 = (Kypu||Ksi) B H(TPKY) (5.2)

Where r denotes the random number generated only once (nonce) by TRH. The encrypted
information, including {C1, C2} is sent to RAs from TRH. On the other hand, decryption of
Kopy and Kgy keys can also be carried out based on their warrant and construct £ from
separate #£; by cooperating. The main purposed for storing the encrypted keys in the
database is for two reasons as in case of privacy any conflict; RAs used the keys for vehicle

revocation. For each vehicle, the database is maintained by DMV, and the credentials of
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the vehicles which includes {V;p, Cinit, Vinc } are save.
5.3.4 Identity Exchange Using the Blockchain Technique

The identity related to the vehicles is the most important data that needs privacy preserving.
The concept of multiple pseudonyms does not guarantee the enhancement of privacy as the
pseudonym can be traced and relate to the sender. Hence, a new model for privacy
preserving using the blockchain in identity (pseudonym) exchange mechanism has been
proposed in this chapter. Each vehicle has its block to store the identity exchange record.
The data are recorded in the blocks in an automatic and standardized manner so that if there
is no trust between people, at least the user should have the option to believe that the code

and system have been set up effectively and will work respectively.

The privacy of vehicles maintained by the pseudonym vehicles, that can be cancelled out
whenever necessary. Based on the concept of DSRC, every vehicle in oV is directed to
broadcast the information to its nearby vehicle. This information includes current position,
current speed, direction, etc. At a point when a vehicle needs to exchange pseudonyms with
another vehicle by preserving its privacy, a beacon message is raised. An intent flag has also
been included in the message to alert the vehicle for pseudonym exchange. In the meantime,
all the nearby vehicles have a choice for exchanging the pseudonyms after receiving the

beacon message. The beacon message is represented as
Mpeq = (Binfo||sec.primitives| |intent)

Where Bi,f, denotes the information, including position, acceleration, speed, heading,

steering wheel angle, brake status etc. and, sec. primitives denotes the parameters such as
integrity, authentication, etc. To avoid a malicious attack of the exchange pseudonym, the
process of exchanging the pseudonym should be anonymous. Since the knowledge of
exchanging pseudonym provides probabilistic and statistical facility to the attackers. It is
also important to note that, the validity of pseudonyms is checked before exchanging

through the pseudonym revocation list. Meanwhile, the report for exchanging is sent to any
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of the available RAs anonymously. And if the vehicle is favorable for exchanging the
pseudonym, then RAs exchange the report. Further, it is noted that the benefit for revocation
has been shared to all the RAs instead of sharing to a single entity.

The RSUs (fog node) maintains the private blockchain by collecting the real-time
information, authentication of vehicles, data integrity, and finally upload the data to cloud
server. Vehicle-vehicle identity exchange could be done on the ledger through smart

contracts by employing the blockchain-verified identity.

A detailed overview of the smart contract is presented in algorithm 5.1. The Init () function
initialize the registration process of the vehicle obtain from DMV, vehicle vl gets its
certificate cer;,, which is used to identify itself with identity ID, and licence plate
number Inum,,. Vehicle v joins the blockchain network with identity ID,, and able to gets

its public and private keys (pb,, pv,) and its wallet address wa,, .

The vehicle v execute the system initialization and wupload its information
1D, Inum,,, pb,,, pv, cer,, wa, to nearest RSUs, where each information is stored into the
memory block. To ensure the vehicle authenticity and their integrity of data, asymmetric

encryption is used by RSUs signature in the blockchain as follow:

Dyb, (Sigpw,(H())) = HD) (5.3)

Where Sig,,,, is the digital signature by sender’s private key to the transferred information /,
H(I) is the hash digest of I and D, is the decode function of the information using sender

public key.

The create( ) function is used to implement new smart contract between the RSUs and
vehicle v on the agreement of the contract items through signed by their private keys. This
smart contract is accessed by all the vehicles and RSUs deployed in the network after
successfully verification of consensus mechanism. Each smart contract is responsible for

maintain records such as state variables, account address of sender (ac,,), account address of
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RSUs (ac,) corresponding payment 1, , timestamp T4, and transaction time Tiygps. In
consensus (PoS) mechanism, where number of records in each RSUs treated as their
respective stake or trust. For initial stake distribution, the Genesis block of the blockchain
has RSUs identifies, public and stakes ({ID,}R_;, {pb,} B, {st,}E_,) respectively.
Initially, genesis block is empty signed by Cloud server. After, leader is selected to generate
new block among the RSUs using their probability of the previous block’s stake. The newly
created block has block header, block number, time stamp and Merkel hash root from the
previous Merkle root hash root tree generated from previous records. Further, RSUs adds

this newly block in the network by updating the stake value and records.

Algorithm 5.1 Smart Contract between RSUs and Vehicle

—_—

Init ():

Input: v, ID,, Inum,,

{cer,, pb,, v, ,wa,} < register(ID,, Inum,)
Create():

Input: Myeq, acy, acy, Ty, Tstamp, Ttrans

verify (Mpeq, acy), verify (ac, = m,)

Invoke ():

Input: S10,

A e S e

verify (t = Tiyans)

._
e

send(v, ac, + m,)

The invoke () function executed after the consensus and performed the smart contract
between RSUs and vehicle if the t > Ty,.4ns and perform the information (images of Sol
(510,)) transfer and incentive settlement. Further, the system automatically updates the
ledger of the blockchains, state variables, and transfers the information to the cloud server.
In this way, the proposed model is beneficial for the scalability in the IoV network that can
keep up with a large number of vehicles. Unlike, PoW based public blockchains; the
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proposed consensus (PoS) mechanism-based blockchain technology is carried out into small
number of preselected RSUs and turn out to be reduction in both transaction latency and
cost. Also, the total time to create a new block is stable regardless of the network size that

ensures the anonymity of the vehicles which is maintained by the authorized RSUs.
5.3.5 Communication through Assisted Fog and Cloud

The sensor camera installed in a vehicle is intended to capture the full view of the sites
(omnidirectional) known as the full view model. The working of these cameras is based on
the density of the site where only specific vehicles were allowed to capture images in dense
sites and in case of sparse sites most of the vehicles are allowed to take images to cover up
the maximum area of the sites of interest. So, we assume that in case of the congested street
there will be enough vehicles on the road to participate in the service. But, all the vehicles
available on the busy road were not allowed to participate in the service because there will
be wireless traffic due to an excessive amount of information. Hence, selected and mobile

cameras around the street and attached to the vehicles play a vital role in such a situation.
5.3.6 Reporting of the Events and Acknowledgment

To encourage the participants involved in the service for capturing images of certain events
happening on the road, we developed a model for providing a reward to the participants who
provide accurate information regarding the events. Confidentiality will be maintained in this
rewarding process. The steps involved in this process are described separately in the below

section.
5.3.6.1 Pictorial Event Reporting

The images captured by the vehicle are collected and the software timestamps together it
with GPS data obtained from the GPS module which includes pseudonym pick up from the
pool and sign and finally send the message to the cloud. The proper format of the message

can be represented as:
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messageyenicie—cioud = (C€Ttanonymous Il Eventp Il timestamp |l locy |l locg || Quag |l

(goseulc |l IMG)pn,)pub (5.4)

Where certanonymous denotes the DMV issued anonymous certificates of the vehicle.

Event;p represents the identity of the event. The location associated with vehicles is

denoted by locy and for the location of the event is denoted as locg . Quag Is the quality of

the report of an event. goseugc Indicates the vehicle’s pseudonym and IMG denote the
images taken by the vehicle. pri and pub denote the private and public key which are

responsible for the secure communication process.
5.3.6.2 Collection of Receipt

After confirming the authorization and the contents presented by the contributors, the

validity of the certgnonymous 18 Vverified by the receipt issuer and also examines the

pseudonym validity. Once the validity is approved the cloud produces a receipt of the
vehicle which contains a receipt ID. This ID act as a coupon to claim the reward. The format

of the receipt issued to the vehicle and to the Receipt collector is represented as follows:

receiptssyer—vehicle = (Certanonymous I (EventID Il recei ID [ timestamp I

Soseusc)pub)pri

receiptissueracollector = (Certanonymous I (EventID [ receiptID I timeStamp [

Soseuéf)pub (5.5)

Where receipt;, denotes the receipt ID. The above receipt format is necessary to claim the

reward. Finally, cloud signs the receipt and later sent it to the vehicle.
5.3.6.3 Acknowledge

After receiving the receipt, the vehicles need to acknowledge to the cloud. Only after a valid

acknowledgement, the coupon can be redeemed. Using this acknowledgement, users are
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allowed to use the same pseudonym in the process of reporting and collecting the reward.

The mathematical representation of acknowledgement is

ACKvehicle—mloud = (Certanonymousr (TeceiptID I timeStamp I

goseuy Il hyyi . (contents)yup)pri (5.6)

Additionally, the hash value has been calculated by using its individual secret key and

included in the acknowledgement to avoid from any case of conflict.
5.4 Adaptive Neuro-Fuzzy Based Payment

The reward is given to those participating vehicles, only after analyzing their services. This
can be done by the use of the Adaptive Neuro-Fuzzy Inference System (ANFIS). ANFIS
works on basically Artificial Neural Network (ANN) and Takagi-Sugeno Fuzzy Inference
System (FIS).

Input Membership Normalized Rules Output
function

Fig.5.6 Architecture of proposed ANFIS with three inputs and one output.

The ANN is used for weight adjustment of membership function to lower down the error

rate inside the FIS according to feedback from the system. Location of event (locg),

123



Blockchain Based Intelligent Incentive Enabled Information Sharing Scheme in IoV

timestamp of an event (Timeg) and Quality of report for an event (Quag) are feed as input
to the proposed ANFIS for estimating the reward for a vehicle in the return of reporting an

event shown in the Figure 5.6.

literal valid accurate
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delay cadence mstanjt
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Fig.5.7 Membership Function (a) locg (b) Timeg, (c) Quag (d) Reward(r;).

The linguistic variable for above parameters as follow: locg(L) = {literal (1), valid (v),
accurate (a)}, Timeg(T) = {delay (d), cadence(c), instant (i)}, Quag (Q) = {blur (b), focus
(f), sharpen(s)} as shown in the Figure 5.7(a-c). The trapezoidal membership function is
used for literal and accurate linguistic variables of the vehicle location, similarly, delay and
instant linguistic variable of the reporting an event time and for blur and sharpen linguistic
variable for the quality of the report an event uses trapezoidal membership function. The
remaining linguistic variables valid, cadence, and clear for the locg , Timey and Quag uses

triangular membership functions. The probability of the output (ANFIS) for the given input
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parameters in terms of linguistic variable is a reward 7; to the vehicle = {cut, tip, benefit,
bonus, profit, award, and prize}. A similar membership function (triangular and trapezoidal)
is used for the reward 7 as shown in Figure 5.7(d). Further, ANFIS consist of total 3% =
27 rules pertain to three linguistic variables of each input parameter. These 27 rules (1, (L,

T, Q) are linear input parameter (antecedent) part and U is output parameter (consequent)) of

If-Then for Takagi-Sugeno ANFIS are shown in Table 5.1.

Table 5.1 If-Rules of ANFCA.

Rule IF . THEN
#) locg Timegr Quag |r; = (L) + ty(T) +
q:(Q) + Uy
L. / d b Cut
2. / d f Cut
3. / d S Tip
4. / c b Cut
5. / c f Tip
6. / c s Benefit
7. / i b Tip
8. / i f Benefit
0. / i s Benefit
10. v d b Tip
11. v d f Profit
12. v d s Bonus
13. v c b Profit
14. v c f Benefit
15. v c s Award
16. v i b Bonus
17. v i f Profit
18. v i s Bonus
19. v d b Benefit
20. a d f Prize
21. a d s Profit
22. a c b Bonus
23. a c f Bonus
24, a c s Award
25. a i b Award
26. a i f Prize
27. a i S Prize
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The proposed ANFIS evaluate the output at fifth layer throughout processing the input
parameter one by one each total of four layers. The working procedure of each layer as

follow:

(1) Fuzzy Layer- This layer is adaptive in nature due to weight of the membership function
node (squared) is automatically tuned based on feedback. This layer uses triangular and
trapezoidal membership function for plotting the membership function to evaluate the output

0, as follow:
0:(y) = u,, (v).ve{L,T,Q} and 1€{l,v,a,d, c,i,b, f, s} (5.7)
Where, p = {0, 1} define the degree of input according to membership function.

(2) T-norm Layer- This layer non-adaptive in nature (circle with label r), it determines the
firing strength of each rule associated with it as output (O,) to the node. This can be done
using minimize operator AND, which multiply each rule incident to the concerned node as

follow:

0,(my) = ;uL-,;(L) * .UTT(T) * #QT(Q); (5.8)
Where 1y represent the firing strength of each T-norm node.

(3) Normalized Layer- Third layer is also non-adaptive type and mainly estimate the firing
strength proportion of each rule coming from T-norm layer pertain to each node Ny labeled

inside the circle. The output of normalized layer O, is calculated as follow:

Ty

YuTy

03 (N#) = (5.9

(4) Defuzzy Layer- This layer has the essence of adaptively tuned the firing strength of each
rule pertain to square labeled node (Dg). The output (consequent parameter) of fourth layer
is the multiplication of individual firing strength and normalized firing strength of rule is

calculated as follow:
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T

04(Ry) = Ny x1y = s (L (L) + t4(T) + q4(Q) + Uy) (5.10)

# T4

(5) Aggregated Output Layer- This non-adaptive layer estimated the final output of the
ANFIS system treated as a performance evaluation layer. This can be done by summation of
the signals coming to a single node represented with summation ) symbol inside single

node as follow:
Os = Xy Ny x1y (5.11)

The proposed ANFIS is used to calculate the reward in return of reporting an event by the

vehicle represented as ANFPB in algorithm 2. The presented ANFPB work in two passes.

o Forward Pass- in this pass, input parameters are propagated from the first layer to
the fourth layer and output of the defuuzy layer is note down. In this pass, all the
antecedents’ parameters are fixed but consequent parameters are updated. Further,
the obtained output of the fourth layer is compared with the actual output (4,) and

Loss is estimated using a least square method as follow:
L(tty, (1), E) = 3 %y, (Ao () — 0,(1))? (5.12)

e Backward Pass- In the meantime, Gradient descent method is used to minimize the
error and the membership function is updated in the adaptive first layer node with the

learning rate ae{0,1} as follow:

Viby, L(.uyr()/)’ E) = %}im (5.13)
ty, (V,E +1) =, () + aVu,, L(py, (¥),E) (5.14)

At this time, consequents parameters are fixed. The complete backward and forward pass is
known as one learning episode. The presented algorithm is run until convergence or a

maximum number of episodes.
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Algorithm 5.2 Adaptive Neuro-Fuzzy Payment based on Blockchain (ANFPB)

1. Begin
2. Input: {L,T,Q}, @ and Maximum number of episode E,qy
3. Output {CH}
4. For E=1to E;, 4.
// Forward pass
a. Degree of membership 0, (y) calculated using Eq. (7)
b. Firing Strength of each rule 0, (74) is calculated using Eq. (8)
c. Normalized the firing strength of each rule using Eq. (9)
d. Obtained the firing strength using Eq. (10)
//Backward pass
e. Estimated the error using Eq. (12)
f. Update the weight u,, (y) using Eq. (13) & Eq. (14)
5. Aggregated output is estimated using Eq. (11) at output layer.
6. END

5.4.1 Redeem Awards

The redeeming of awards is done by showing the coupon which has been collected from the
cloud to Reward Collection Center (RCC) in cloud server as another physical entity by the
users. The contents and the validity of the coupon are verified by RCC and further, the
validity of the pseudonyms and the contribution is also verified by RCC. Besides this, RAs
send the total amount of the reward to RCC and later provides the actual reward to the

vehicle. Finally, all the reward transfer process is done through bitcoins.
5.4.2 Revocation System

An authorization letter is must be needed to carry out the revocation of a node. RAs are

responsible for this process. The misconduct will be checked by the departments or expert
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who includes law enforcement agencies, specialized expert, etc. The decision will be taken
by these experts either to precede the issue a revocation or not. The first case is proceeding
with the revocation; here RAs play the role of retrieving forensics data from the cloud. Then,
according to the time interval as mention in the query, the data from the cloud is provided to
the RAs. Later, RAs view the n values of the message to determine the pseudonym used and
also search for the related pseudonym in Pseudonym Exchange History Table (PEHT)
maintain by RAs to check whether the original owner used the pseudonym or it has been
transacted with other users. Besides, PEHT is subject to make RAs know the next step.
Based on the recent time the PEHT is searched, where RAs is responsible for constructing £
from separate #£; by cooperating together which is related to the pseudonym and the cipher
keys is decrypt in session leader. The mathematical expression for decrypt is represented as

follows.
gseul, = C2 @ H(£AC1)
= ((Ksk | Kopw) © H(r PK*) @ H(£ C1)
= (K | Kop) ® HTPK*T) @ H(£rG)
= (Ksie | Kopu) @ H(r£G) @ H(£1G)
= (Ko | Kopy) (5.15)

Here, decryption of key K, and K, is performed by RAs and extract the vehicle identity
based on the pseudonym.

5.5 Performance Evaluation

This section describes the qualitative performance evaluation of our proposed model subject
to security and privacy preserving analysis, average transaction confirmation time,
communication cost, anonymity, and attacking probability of the vehicle with respect to

other state-of-art-models. We consider 5000 X 5000 m?city area that includes the
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maximum number of 100 vehicles. We use NS-2 simulator to develop a simulation platform
with varying speed of vehicle 20 to 80 km/h and the other simulation parameters is shown in

Table 5.2.

Table 5.2 Simulation parameters

Parameter Value
Number of RSU [10]

Anonymity probability [0, 0.95]
Attacking probability [0, 0.95]
Beacon packet 50 bytes
Beacon message interval Isecond
Data packet 400 bytes
Acknowledgement packet 60 bytes

OBU communication range 300m

5.5.1 Security Preserving Analysis

The main purpose of the proposed model is to preserve security and privacy. An attacker can
observe the transaction or transmission of data happening between the vehicles as well as
with the cloud. This attacker can analyze the obtained data, but it cannot analyses the
pseudonym during the exchanging process because it is anonymous and encrypted before
transfer. Hashing is performed using the secret key K , as the sender holds this key the
integrity of the data and non-repudiation is provided. This work only under the condition
that the secret key cannot be compromised. Whereas if K,;, is compromised, then this
alone cannot lead to hazards of the system as in this case only a part of the pseudonym can
be obtained. But when we consider both the keys to be compromised, then the condition
becomes more disastrous because attackers can easily use the pseudonym. For security

purposes, the information about the events happening on the road is reported by the vehicles
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on the cloud. Where the vehicle selects the certgnonymousand any gseul, later the message
is signed and performs encryption using the public key of the cloud. It is worth to be noted
that, unless if the vehicle did not compromise, the attacker can't interrupt the communication
process. On the other hand, if both the keys (public and private) are compromised, then
attackers can utilize the information associated with the events and even receive the award.

In our proposed work such consequences are avoided and provide a secure environment.
5.5.2 Privacy Preserving Analysis

In case of privacy preserving, the vehicles report the events anonymously to the cloud so
that the attackers are kept away from the original report generators. So, it is hard for the
attackers to abuse the privacy of senders’ messages. Especially, pseudonym exchange and
anonymous reports make the attackers impossible to detect the original senders. Again, the
vehicle ID present in the pseudonym act as a trap door in the revocation process. To measure
the privacy of the event reports, we used entropy denoted by §. The calculation of entropy
depends on the anonymity set of the users denoted as V' (set of users encompasses the site of
interest). Let’s consider the chances of node V; to be as a witness among the sets of vehicles

as PV; where a set of vehicles is denoted asV = {V;,V, ... ... ,Vi...}. And the entropy of

node V;is defined mathematically as § = —le.‘gl PV; xlo ,PV;. Under normal
distribution, the probable outcomes may be |V|and the chance of each outcome is 1/|V].
Since in this distribution every vehicle has equally likely changes in pseudonym exchange

so maximum entropy can be achieved and the mathematical expression is represented

as S(max) = — Zl.Vl

i=

1 PVi X log, PV; = lo ,PV;. it is also important to know that normal
entropy and maximum entropy are equal. We can further say that the entropy value does not
depend only on the anonymity set; it also depends on the individual probability. In this
situation, the more the items in anonymity set, the higher the entropy value. However, we
consider variable anonymity sets based on its location and density of the traffic. Similarly, in

the case of the rewarding process privacy preserving of the users is also maintained. This is
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done by providing pseudo-identity at the reporting time. The pseudonym involved in such a

case is selected by the users from the pool of its pseudonym.

Lastly, we can say that without compromising with the security parameters of the users it is

hard for the attackers to access the information and remove the reward.

Table 5.3 Comparative analysis of existing and proposed model based on several

parameters.
Model UAy | UA, | I, |UC, | P, | P, | ID, | R, | LC, | ID,
J.S. Park etal. [242] | X X X X | v | X | VY | X | X |V
S.B. Leeet. al.[243] | X X X X | v | X | VY | X | X |V
F. Li et. al.[244] X X | X | X | Vv | X | Vv | X | X |V
F.K. Tseng[245] X X X X VI X | v X | X |V
Q. Li. et. al.[246] X X | X | X |V vV | X v
J.M.F.et.al.[247] | X X X X | v | X X | X
Proposed Model VvV Vv x| Vv | X|v]v]|X

5.5.3 Comparison of Proposed and Existing Schemes

The performance of our proposed work is evaluated based on certain parameters by
comparing with the existing schemes. Even though the parameters used in existing and our
proposed work are not comparable, we can still compare the privacy and security level
provided in our posed work and existing work. Besides, the reward winning process can also

be compared.

Table 5.3 represents the comparative analysis of existing schemes and the proposed model.
In some of the existing schemes, the privacy of real identity is not maintained properly and

this needs to be preserved for a secure life. After analyzing these existing methods, we can

132



Blockchain Based Intelligent Incentive Enabled Information Sharing Scheme in IoV

determine that our proposed model is highly secure and also encourage the users to
participate in operating the services successfully by providing privacy preserving of their

real identity.
5.5.3.1 Performance Analysis on PoS based Blockchain

The performance analysis of the proposed model ANFPB is done in terms of transaction
confirmation time and transaction speed under the different frequency of information
transfer with the traditional blockcahin model and without blockchain model. A number of
information (images of Sol) transferred and their corresponding incentive is done in one
hour referred to as transaction speed. Whereas, average total transaction confirmation time is
referred to a number of consensus mechanisms finished for transactions for vehicles. For

this purpose, we set the number of vehicles 40 for 240 minutes.

Similar to bitcoin, the traditional blockchain (PoW) model using cloud network, the
transaction confirmation time is set to 60 minutes whereas in our proposed ANFPB
blockchain (PoS) model using fog node is set to be 15 minutes. The pre-selected RSUs in
our proposed model are set to be 10. The frequency of information and incentive transfer in

our hour takes from the set value {1, 2, 3, 4, 5}.
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Fig.5.8 Performance analysis: (a) Transaction confirmation time (b) Transaction speed.

Figure 5.8 (a) illustrate that as the frequency of information transferred and corresponding
incentive are increases the total transaction confirmation time (average consensus
mechanism per hour) increases sharply in blockchain (PoW) model than proposed model
ANFPB blockchain (PoS) model. This is due to the fact that our proposed model carries out
consensus process done by only preselected RSUs for information and incentive transfer
than consensus process is done by all the RSUs in each vehicle of the blockchain (PoW)

model.

Whereas Figure 5.8 (b) shows that average transaction speed (number of incentive
transferred per hour) for one vehicle of the traditional blockchain approach is lower than the
proposed blockchain model. This can be attributed to the adding of the fog layer to the cloud
computing network, which increases the transaction speed and reduces the latency in credit
the incentive to the respective vehicle in return for uploaded images of Sol. Thus, it is
proved from the results, the proposed model supports fast transaction confirmation time and
speed without much delay and it stabilizes on the increasing frequency of information

transfer in fog-cloud based IoV network.
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5.5.3.2 Computational Cost over Number of Vehicles

Figure 5.9 illustrates the computational cost (running time) on the RSUs to authenticate the
registered vehicle. It is evident from the results as the number of vehicles increases the
computational cost (second) in our proposed model is not increases sharply whereas the

traditional blockchain model based on PoW increases sharply and there is the sharp increase

in without blockchain model and not able to converged regardless of the number of vehicles.
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Fig.5.9 Computation Cost(s) for vehicle authentication.

This can be attributed to the reason that the proposed model can efficiently authenticate the
vehicles with fewer pairing on preselected RSUs, it does not require searching for the
vehicles all over the fog-cloud based IoV network, accordingly running time is less than
state-of-art algorithms. It is also worth noting down further increases in the vehicle over 60,
the communication cost of the proposed model begins to stabilize. This is due to the fact
proposed scheme efficiently reduce the latency of computing to generate, receive, transmit
and a large amount of information in the proper way using blockchain with pseudonym

mechanism.
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5.5.3.3 Anonymity and being Attack Probability by the Attackers over Simulation

Time

For this purpose, we choose the number of vehicles in the fog-cloud based IoV network is
50. Figure 5.10 (a) compares the average probability of the vehicle's anonymity over
increasing simulation time for the proposed model and state-of-art-models. It can be seen
from the result, at the beginning of the simulation run, the anonymity of the vehicles is
increasing sharply as the running time of the model increases in all of the models, but after
600 seconds the growth rate in the anonymity of the vehicles tend to stable. This is due to
the fact, initially, more vehicles need to be anonymous by swapping pseudonyms, and after

that, almost all vehicles have an anonymous identity then it tends to stabilize.
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Whereas Figure 5.10 (b) shows the probability of being attack by outsider attackers for
eavesdropping on the transferred confidential information or incentives given by RSUs in
exchange for the images of Sol for the proposed model and state-of-art-models. From the
above results of Figure 5.10 (a) assert that as the anonymity of the vehicles is increases, the
probability of being attack by the attacker is gradually decreased. It can also be seen from
the results, initially, the attack probability is 100% after that the simulation time ingresses as

the probability of being attack is almost zero within 600 and 800 seconds for the proposed
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ANFPB model and traditional blockchain with PoW model. Whereas worst performance is
shown by without blockchain model, due to the fact our proposed model provides better

pseudonym exchange mechanism with blockchain on preselected RSUSs.

100 T T : :
= g0 ——+—— ANFPB -
2 —%— Blockchain
E 60 | —<0—— w/o Blockchain | |
3
=
(=%
2 40 F .
=
£ (b)
< 20}
S~
<< >
0 : 4
0 200 400 600 800 1000

Simulation Time(s)

Fig.5.10 Average probability over simulation time: (a) Anonymity (b) Attack.
5.5.3.4 Anonymity and being Attack Probability of the Attackers over Vehicles

Figure 5.11 (a) shows the comparison of the average probability of vehicles anonymity
overgrowth of vehicles in the simulation area of the fog-cloud based IoV network. It can be
seen from the anonymity of the results of the vehicles shows an upward trend with respect to
increasing in the vehicles up to 70, thereafter change in the probability of anonymity is
negligible. This can be attributed as initially exchange in the pseudonym higher when the
vehicle density is low and thereafter model reaches its optimal value and no longer

fluctuation in anonymity probability of vehicle.

Whereas Figure 5.11 (b) shows the corresponding probability of being attacked by the
outsider over increased vehicle density of proposed model and state-of-art-models. It is

evident from Figure 5.11 (b), when the number of the vehicle is less than 20 the probability
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of being attacked is above 80%, as the number of vehicles increases and the attack

probability tends to decreases for all of the state-of-art-algorithms.
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Fig.5.11 Average probability over vehicle density: (a) Anonymity (b) Attack.

It is worth noting that for our proposed model the probability of being attacked by the

outsider attacker is quickly stabilized to almost zero with only 70 vehicles with respect to

other state-of-art-models. This is due to the fact fog layer assist in changing the pseudonym
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with lower latency and accordingly, RSUs generate reports quickly using the blockchain
approach. Therefore our proposed ANFPB model provides better anonymity and privacy

with respect to vehicles density than other state-of-art-algorithms.
5.5.3.5 Comparison of Reward over Different Incentive Algorithms

A comparison of reward over different type of an event with respect to state-of-art-
algorithms shown in Figure 5.12, such as events are (i) Indifferent refers to the broken
pavement (ii) Sensitive refers to the collision between one or more vehicles, catching fire on
some vehicles (iii) Moderate refers to traffic congestion on the road, weather report. It is
observed from the result that the value of reward of the proposed algorithm ANFPB is

higher compared to other state-of-art algorithms.
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Fig.5.12 Reward over different type of event report.

This is due to the fact proposed algorithm uses neuro-fuzzy ANFIS for the evaluation of
reward based on event reporting within the timeline, location, and quality. Whereas
blockchain based algorithm have not any learning approach to evaluating the reward. It is
also a worthy point to note down that for the sensitive event the reporting must be within 10-
15 minutes or live telecast of fire, causality or Collision preferred. In turn, proper action is

taken by the concerned authority to save the life of involved persons. As a result, this type of
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reporting causes more reward as compared to indifferent and moderate types. It is also seen
from the result without the blockchain approach shows the worst performance in the

evaluation of reward because it randomly put the reward value to any vehicles.

5.5.3.6 Comparison of Reward over Event Duration

A comparison of reward value over event duration with respect to state-of-art-algorithms as
shown in Figure 5.13, as the time duration increases the consequently larger number of
reports are generated and uploaded to the fog layer by the vehicles. It is evident from the
result the as the time duration increases consequently the reward value is also increased up
to 90Rs for the proposed algorithm and remains constant afterward. This is because as the
time duration increases some of the reports (sensitive ones) have less impact if they are
report delay, some of the event (road breakage) last longer than a day and as a result, the

value of a reward is not increased further sharply.
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Fig.5.13 Reward over event duration.

This can be attributed to the reason that reward value reaches up to the maximum limit. It
can be also seen from the result the reward value of the traditional blockchain and w/o
blockchain algorithm also increases but they are lagging behind 14% and 24% respectively
from proposed ANFPB algorithms. This is due to the fact blockchain based algorithm
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evaluates the reward value using a simple mathematical model and does not able to adapt the
reward value according to changes in the location, timeline, and quality of the report sent by
the vehicles. Whereas w/o blockchain shows the worst performance because of it evaluates

the reward value without considering the period of the event reported.

5.6 Summary

In this chapter, a novel adaptive neuro-fuzzy based payment using blockchain scheme to
preserve the privacy of vehicles in the process of information sharing and also encourage
vehicles to participate in the information sharing with RSU in IoV network. A smart contract
is also proposed to register the vehicles themselves using an identity exchange process to
provide more secure privacy from any attackers to access the contents in midway.
Meanwhile, we also introduced the rewarding of most active users in the IoV network to
encourage the users to participate using the neuro-fuzzy technique algorithm ANFPB. The
simulation results show that our proposed model ANFPB preserves the security and privacy
of the users, and encourages the users to participate in the service that also helps to capture
the correct evidence of any events happening on the road as compared to other state-of-art-
algorithms. In the future, we would like to extend this work by advancing machine learning
techniques with blockchain. And, also includes the compression of huge data in the cloud to

preserving their security.
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Chapter 6

Conclusion and Future work

Due to the continuous evolution of communication technologies, loV attracts large number
of leading commercial company as well as researchers. IoV has drawn a lot of attention
among the researchers, scientists, and practitioners due to its wide range of applications in
various fields. This thesis systematically studies the several security issues of IOV and
proposes an efficient model on video streaming in urban vehicular environments. In
addition, this thesis addresses the privacy issue of vehicles in 5G and beyond IoV Networks.
This chapter outlines the main achievements of this thesis and points out the directions for

future research.

The remaining part of the chapter is structured as follows: Section 6.1 contains the

conclusion of the thesis. The future work is explained in section 6.2.

6.1 Conclusion

IOVs have become a promising technique due to its broad range of applications in several
fields. IoV can deal with global information by allowing the devices located in a larger
range (whole country) to communicate. IoV is based on the intelligent integration of
vehicles, human, things and surrounding environments. Due to the accessibility of devices
located at large range, it has more commercial interests in comparison to VANETSs and also
reduces traffic congestion. Hence, IoV is term as the platform for information exchange
among the devices in the network in a direct or indirect manner. This implements a secure,
safer, efficient, robust and greener environment transportation network. The detailed

description of our contribution is listed below in the form of chapters.

The main aim of first chapter was to present a brief introduction as well as motivation for
IOVs. The chapter discussed the introduction of IoV is given along with the applications,

architecture, protocol stack, network model and challenging issues of IoV. It further
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identified various issues and security requirements for IoV. In addition to this, research
problems and research objectives are formulated. Additionally, a methodology has been
discussed to accomplish these objectives. The concept of security and privacy is also

discussed in brief. At last, the thesis outline and summary of the chapter is presented.

The second chapter discussed relevant, good quality detailed literature reviews on video
streaming in urban vehicular environments: junction-aware multipath approach.
Furthermore, we discuss the current work on location privacy-preserving (LP-preserving) in
IOVs. Moreover, we discuss the methods with their advantage for efficient privacy-
preserving. Then we identify different types of IoV architecture based on the interaction of
various innovations in the IoV environment. We provide existing IoV architecture models,

their different types of layers, and their functionality in a tabular form.

The chapter three has discussed the first objective of the thesis which is known as an
efficient model on video streaming in urban vehicular environments considering different
points at the junction area in order to avoid or minimize video packet error or drop. Further,
some mathematical formulations have been adapted to estimate the suitability of a node for
data packet delivery. An enhanced vehicle selection considering the different points in the
junction area in order to minimize packet drop due to changes of vehicle direction in the
junction area. We incorporate improved vehicle selection based on link quality calculation,
considering the signal to interference plus noise ratio (SINR), in order not to select vehicles

with high noise due to obstructing objects in the urban environment.

The chapter four has discussed the second objective of the thesis that designs an efficient
lightweight location authentication scheme for VANET. We discuss that privacy as well as
authentication is the most important part of VANETSs since various attacks such as location
tracking and identity revealing steal sensitive information to create considerable risk for
human lives. The attacker changes confidential information such as speed, direction, path,
location of vehicle owner, and exploits its privacy. The existing privacy-preserving schemes

like pseudonym schemes, anonymous signing protocol, group signature, and authentication-
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based schemes, mix zone and silent period, etc. are inefficient in terms of storage, privacy-
preserving, and implementation. Furthermore, they impose high overhead and converges

very slowly.

The chapter five has discussed the third objective of the thesis that designs an adaptive
Neuro-Fuzzy based payment scheme using block chain to ensure privacy of vehicles in 5G
and beyond IoV Networks. A smart contract is also proposed to register the vehicles
themselves using an identity exchange process to provide more secure privacy from any
attackers to access the contents in midway. Meanwhile, we also introduced the rewarding of
most active users in the oV network to encourage the users to participate using the Neuro-
fuzzy technique algorithm known as ANFPB. The simulation results show that our proposed
model ANFPB preserves the security and privacy of the users, and encourages the users to
participate in the service that also helps to capture the correct evidence of any events

happening on the road as compared to other state-of-art-algorithms.
6.2 Future Work

As we know, a considerable amount of research work has been carried out on security and
privacy for IOV, but still, new research problems, as well as challenges, emerges with the
development of IOV applications. Motivated by the research challenges discussed in the
existing works as well as in this thesis, we identified a series of future works that are listed

as follows.

In chapter three, we proposed an efficient model on video streaming in urban vehicular
environments considering different points at the junction area in order to avoid or minimize
video packet error or drop. Future research should focus on different kinds of roads
including highway bridges and bent roads, considering their effects on video data packet

forwarding to achieve quality video streaming in VANETs.

The chapter four designs an efficient lightweight location authentication scheme for

VANETSs. In the future, we can use more optimal and robust keys in ID-based cryptosystem
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and pseudonym to improve privacy of vehicles. Moreover, we can incorporate an empirical

vehicle tracker in VANETS.

In chapter five, in the future, we would like to extend this work by advancing machine
learning techniques [48] with blockchain and, also includes the compression of huge data in

the cloud to preserving their security.
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