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A bstract

In the corporate world every decision is taken on the basis of the data available in its
storage devices. The amount of data being stored is massive and the growth of such data is
exponential as ‘data breeds data’. The new research in the field of wireless devices has
made these devices much more powerful than ever, added to this is the arrival of new high
speed communication facilities like the Gigabit Ethernet etc., and the new advancement in
the Ad-Hoc networks technologies. Also, the security of the data is another has become an
issue of major concern in the recent past. The iSCSI protocol developed by IETF has

emerged as a very good solution capable in catering the current corporate world’s demands.

This work is aimed at improving the performance of iSCSI protocol over the wireless

networks. We have tried to achieve this by putting in suitable changes in the architecture

generally available in the corporate offices of today’s world.
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Chapter 1

Taaatraocduactticaonra

“It took humans 300,000 years to accumulate 12 exa-bytes of data, & it

would take only another two and a half years to double it.”

According to a paper of University of Berkeley.

The above quotation about the data (storage) says it all why we need new storage solutions which
are more efficient in terms of »

e Accessibility of Storages,

* Availability of the stored Data,

¢ Maintenance of the stored Data,

¢ Scalability of the Storage Devices,

e Security of the stored Data,

¢ TCO of the stored Data.

The quotation also specifies that we are living in the DATA age. In the corporate arena every
decision is taken on the basis of data collected from different relevant sources [23]. The corporate
executives are no longer storing data in the form of Alpha-Numeric texts only; in contrast the use of
new data types such as image, audio, video, web-page etc has become a common phenomenon, all
of which requires immense Data Storing capabilities. Further, it has been a trend in the corporate
world to store more and more wise data as this is one of the keys to future success. The applications
like Data Mining, Data Warehousing, Data Harvesting, Disaster Recovery & Management, and Data
Sharing (both within the corporate network & within the trusted network of other corporate) etc are

taken for granted by these organisation, though it is a tough task to perform considering the



constraints like Time, Business Deal Continuity, end user satisfaction (including customer
satisfaction) and overall cater to large number of end users concurrently.
Major challenges that are being now faced are in the field of Disaster Recovery, Management and

concurrent access.

The storage solution providers are excited by the drastic reduction in the cost of storages as this
helped them in coping with the ever increasing size of the data at a reasonable cost [24]. But, the
extremely large size of the data posed some new challenges before them and they are:-

(i) Volume Management,

(ii) Accessibility.

(1) Volume Management of the data will continue to be a challenge for the storage solution
providers as the volume of data generated by the corporate is huge and also the growth is
exponential in nature. |

(ii)  Accessibility of the data has become a big concern as the volume increases this task
becomes even more challenging. As already mentioned the data is stored by the corporate
for intelligent use in order to get benefited in the future the processing of data has to be
done, and for this to happen the‘ data should be preserved inexpensively, robustly, securely

yet easily accessible to the concerned authorised users.

The security of the stored data, the disaster recovery management and the ever increasing real state
price has become a major issue among the top management of any corporate over the past few
years. After, the September 11 attacks on the World Trade Centre in New York the need for a

remote copy of the data was further underlined.

Evolution of the Network Storage Solutions:

The storage solutions have always responded to the industry demand [17]. The evolution of the
storage solutions has been in tunes to cater the demands of the industry. The years of 1990s saw a
rapid growth in the hard disc technology in terms of capacity in individual PCs, which in turn lead
to the growth of data from few Megabytes to tens of Gigabytes stored at different locations. We
consider the following major categories of storage solutions witnessed by the industry in the recent
past:-

e Direct Attached Storages (DAS),

e Network Attached Storages (NAS),



e Storage Area Networks (SAN),
e [P Storages (iSCS], iFCP, FCIP).

Direct Attached Storages (DAS) [31]: These were the most primitive form of storage solution.
These storage devices were directly attached to the servers by cables. In PC configuration these
comprised of Disc attached inside the PC cabinet, while in the case of the Mainframes or large open
servers the DAS are attached by cables few metres away from them. These are easy to implement

and data was mainly transferred in blocks or low-level granular units using the SCSI commands.

Ethernet Switch '

N

Storage@e

Server Serv

HIE] N

eﬁ] Storage

Figure No. 1.1: The Directly Attached Storages
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The advantages of DAS were as follows:-

e Low Ordering Costs: The SCSI interconnection bus cable is cheaper and widely

available commodity, this results reduction in the cost in terms of administrative

overheads and other logistic cost.

e Low Installation Cost: As the SCSI cable are used for point-to-point connections,

the skills required for the same becomes less, hence reduction in the installation

cost.



e Nice Performance: As the SCSI is designed for storage purpose the software

overheads are reduced and replaced by the hardware assistance, thus optimising

the performance.

The disadvantages of these directly attached storages are as follows:-

e Distance Constraints: The SCSI devices work over the parallel cables at
most to a distance of few metres so the storage devices have to be placed
near the servers. This increases the cost as the storage devices consume a
decent amount of real state.

e Limited Scalability: As the size of data increases new disc are added to

the storage locations attached to the servers. But this solution has its own
limitation due to fixed size of the cabinets.

e High Maintenance Cost: As the storage devices are spread across the

corporate office at different venues, the number of staff for maintenance
increases and also the co-ordination between these peoples also increases
the cost.

e Data Protection: Data protection becomes a challenging job in such type

of storages as the data is spread across the corporate office.

Network Attached Storage (NAS) [25]: NAS is a file-based storage architecture which

optimises file sharing across the network. In this architecture the recourses are directly attached to
the LAN. Data is sent and received over the LAN using the TCP/IP protocol. A NAS is actually a
specialised server (with its own operating system and shared storage infrastructure) which is LAN

addressable.



Figure No. 1.2 The Network Attached Storages
The advantages of NAS solution are as follows:-

e Simpler Implementation: As the NAS storage solutions comes in plug-and-play

form and are LAN addressable hence makes them easier to install, maintain and
administer.

e IP Infrastructures usage: As the NAS uses the existing IP infrastructure installed

in the workspaces the cost is reduced not only in terms of infrastructure support
but also in terms of the manpower required to maintain these.

e Centralised Storage and resource sharing: The centralised copy of the document

removes the need for multiple copies, as in the case of DAS storage solutions,
and hereby reducing the discrepancies occurring in the different copies of the
same document.
e Scalability: NAS solutions are more scalable than the DAS ones as the extra
¢

storage are placed at the network attached specialised servers.

o Heterogeneous File Architecture Support: The NAS systems are designed to

support heterogeneous file sharing over the network. This helps in better
scalability of organisations work as the different sections within an organisation

may wok on different platforms.



The disadvantages of NAS based storage solution are as follows:-

Integrity of the Data: the integrity of data is a big concern in case of NAS. The
Ethernet protocols has been mainly designed for messaging applications and not
for data packet transfer, thus it ay happen in case of busy network situation a data
packet being dropped Without aﬁy warning.

Database Applications Unsuitable: The NAS has been designed for file I/O

transaction and thus is not suitable for the database applications which uses “raw”
block 1/0 for high performance. For example many applications in ORACLE or
DB2 exploits “raw” block 1/0 to improve their performance, and for this reason

NAS do not scale as good as DAS, SAN or iSCSI solutions.

Bandwidth Requirement: The NAS requires to more large blocks of data over the

LAN for proper transactions, which consumes a large bandwidth. Also, the

features of back-up and restore application demand a lot of bandwidth.

Storage Area Networks (SAN) [24]: Storage Area Networks are dedicated networks behind the

servers that connect the servers and storage devices without burdening the enterprise LAN. The

SAN are designed for improved performance, reliability, scalability and Management.
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Figure No. 1.3: The Storage Area Networks



The advantages of SAN [27] are as follows:-

Remote Storage: In SAN severs are connected to the storage devices via fibre

channel; the storages now could be located at a remote (undisclosed) location
which in turn results in increased flexibility and control. Also, the managemeht
cost is reduced.

Scalability: The capacity of storage can be increased without effecting the
ongoing transaction in SAN solution, this helps in business continuity.

Increased Efficiency: As the SANs use fibre channel for connection the transfer

of data is not only efficient but also very high at the same time. In fact the data
transfer is faster than the gigabit Ethernet.

Data Integrity: In SAN the use of fibre channel data integrity is handled in a
better way as the sequence checking and acknowledgement of the frames is done

in the Hardware which reduces the software overheads.

The disadvantages of SAN are as follows:-

High Installation Costs: As SAN uses fibre channel for connection, new Fibre

Channel Network infrastructure has to be laid for this purpose. The cost of these
is high compared to their Ethernet counterparts.

Interoperability between products from different vendors: As the technology of

Fibre Channel is new, the standardisation of Fibre Channel equipments is not at
the level.of Ethernet equipments; hence the problem of interoperability among |
products from different vendor still persists.

Skilled Personal Shortage: Unlike the Ethernet which has been for over fifteen

years Fibre Channel is a new technology, thus the number of skilled personals in

this field is less which increases the hiring costs.



IP Storages (iSCSI, iFCP, FCIP) [21]: IP Storages comprises of the most recent developed in the

storage solution industry.

iSCSI stands for ‘Internet Small Computer System Interface,’
iFCP stands for ‘Internet Fibre Channel Protocol,’

FCIP stands for ‘Fibre Channel over IP’.

The above protocols have been designed to cater the needs of the industry. Of the three different

protocols mentioned above iFCP & FCIP are discussed briefly below:

iFCP: Internet Fibre Channel Protocol is mainly a gateway-to-gateway protocol. It helps in
transmitting data to-and-from fibre channel devices via the TCP/IP connection. In this
protocol the FC frames are encapsulated in the IP datagram for transportation over the
TCP/IP network. The FC header is mapped to the IP header before the frame is transmitted.

iFCP relies on TCP for error detection, congestion control and recovery.

FCIP: Fibre Channel over IP encapsulates the block data of the fibre channel and transports
it over the TCP tunnel. The packets from the fibre channel remain unaltered and they are just

encapsulated into the IP frames.

iSCSI or the Internet SCSI protocol is one of the most promising protocols in the networked storage
arena. The iSCSI has been developed by IETF and already standardised. iSCSI takes advantage of
the IP-based networks of the corporate organisation (some of which are very fault tolerant) to
transport SCSI commands. iSCSI uses the new developments in the form of gigabit themet to

overcome the latency caused by putting storage and other network traffic over the same route.

iSCSI is based on the client-server architecture [1] in which the client (initiator) issues SCSI
commands to request services from the server (target). Each such session, in iSCSI, between the
initiator and the target is identified by its session ID which comprises of initiator ID and the target

ID.
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The advantages of iSCSI are as follows:-

e Existing Connectivity: As the iSCSI uses the LAN for transportation of data the
existing LAN infrastructure could be used for it. The distance in not a big
concern as in the case of Fibre Channel as the data flows over the TCP/IP
network.

o Interoperability: As iSCSI uses the TCP/IP for connection the interoperability is

not at all an issue since the TCP/IP network has already been standardised many
years before.

e Management: The management of the iSCSI devices is simple as they are
managed as their SCSI counterparts. Also, the network is managed in the same
way as the normal TCP/IP networks.

e Skilled Personals; As the TCP/IP network is time tested and the number of skilled ’

personals in this field is far more than the number of skilled personal in the Fibre
Channel the procurement of eligible candidate is not a big issue. This in turn

reduces the cost.



Emergence of Gigabit Ethernet:

The increased usage of applications like Data Warehousing, Data Mining, Data Harvesting, CAD,

3D modelling, medical imaging, Streaming Videos etc to-and-from the server has become a

common phenomenon. The enhanced server processing capacities are not the only requirement for

such purposes; in fact they are of not much use unless supported by high speed network

connections. The need for such high speed network connections resulted into the form of Gigabit

Ethernet [22].

The development of Gigabit Ethernet has resulted in enhancing the productivity as it is helpful in

many ways like:-

Collaborative Work Environment: The physical location of the executives is no

longer any constraint as they could interact with their counterparts via high
quality video conferencing while continuing their own work (say on CAD) at the
same time.

Sharing of Large Files: The Data files used by the corporate are no longer only of

alpha-numeric in nature, but today these may contain spreadsheets, promotion
videos, design images, animations etc all of them form very large sized files. The
advent of Gigabit Ethernet has made it possible to share such kind of file within a
reasonable amount of time.

Multi-Tasking: Today a executive can have couple of spreadsheets opened in
his/her PC while detaching a large file from the e-mail attachment, and
simultaneously downloading a video sent to him by one of his/her customers.
Such a scenario is possible today largely due to increased power of the PCs and

the Gigabit Ethernet.

Thus, the ever increasing demand of bandwidth due to such applications, increased processing

powers of the processors and powerful operating systems etc all contributed in bringing in the

revolution in high capacity networks.

10



Advent of powerful wireless Devices:

The wireless devices available today are more powerful than their counterparts in the recent past.
This sector has seen a massive technological growth in the recent years. The processing power of
the mobile device processor has increased many times. The storage capacity of these devices has
also increased substantially. Also the development in the technologies related to powerful batteries
‘which are source of power to such devices has been decent. All the above has lead to more powerful

wireless devices than ever before.

The Laptops have become almost equivalent to the PCs in almost every aspect, while the PDAs now
have additional features like word processing, spread sheets, wireless LAN connectivity, and Ad-
Hoc network ready. The multimedia rich applications can be run easily on such devices these days

(something which was not even thought of couple of years back).

The wireless LAN architectures have also been made better.

e [EEE 802.11b offers a data rate of 2 Mb/s to 11 Mb/s at 2.4 GHz,

e IEEE 802.11a offers a data rate of 6 Mb/s to 54 Mb/s at 5 GHz,

¢ IEEE 802.11g offers a data rate over 20 Mb/s and upto 54 Mb/s at 2.4 GHz,

e IEEE 802.11n is expected to give a data rate of at least 100 Mb/s which would be
25 times faster than IEEE 802.11b and 5 times faster than IEEE 802.11a & IEEE
802.11g.

e HIPERLAN/2 gives a data rate up to 54 Mb/s

The technology for the wireless LAN is growing rapidly and the slow data rate is becoming a thing

of past.
The popularity of such devices among the executive is natural. These devices help in their day to

day work and increase their efficiency manifold. The ever increasing usage of such devices has

forced the storage industry to work out solutions which can cater to such demands.

11



Inspiration of the present work:

Our work has been inspired by the above existing scenario. In our work we have focussed on iSCSI
protocol only as this is likely to become more ubiquitous in the years to come. The wireless network

has been chosen because of the enhanced capabilities of these devices.

The proposed work has been categorised into four sections each of which is helps in improving the

performance of iSCSI over the wireless networks.

The Challenges and proposed solutions:

One of the first and foremost challenges we encountered during our study of “improving the
performance iSCSI over the wireless networks” was whether each Data Block asked by the user
should be made available only from the Remote Storage Server? This was an important issue as
much of the performance depends on the rate of retrieval of the query submitted by a user. We

propose the ‘Hierarchical Caching of the Data Blocks’, in section (i), as a solution to this problem.

The next aspect we thought of was the issue of whether an intelligent guess of the Data Block
needed by a user can be done? We have tried to address this issue in our section (ii) of our proposed

work in the form of ‘Pre-fetching of the Data Blocks’.

Another aspect was the imbedded in the nature of wireless devices. These devices are prone to
frequent disconnection from their Access Point. The issue that arose due to this was what about the
user’s request during this period of disconnection? We put forward a solution to this aspect in the

form of ‘Cache Co-operation among Mobile Clients’ in our section (iii) of our proposed work.

12



Chapter 2

Reclated Work

The iSCSI protocol being a relatively new and extensively versatile protocol for the solution to the
storage needs of today’s corporate world, the development of different aspects of it in the last few
years has been rapid. Also the Ad-Hoc networks have been a hot topic of research interest which has
resulted into development of good numberiof protocols in the recent past. We discuss few of the

important research papers which have been a motivating force behind our proposed work.

Fisheye State Routing:

FSR is a hierarchical routing protocol [11]. At each node of this routing the following information is
preserved:-

¢ A list of the neighbouring nodes,

e A table for the topology of the network,

e A table for the next hop,

e A table for the distance of the route to the destination.

In the FSR accurate information concerning the distance and the path’s quality about the immediate
neighbourhood of the node is maintained. Such information about the far nodes is maintained in
lesser updated form. This is achieved by periodic exchange of node information. While this periodic
update in the case of neighbouring nodes (which is known as scope of the node) is high, for those
nodes which lie beyond this scope the periodic updating is less. In this way the overhead of the
routing table has been reduced, the accuracy of a packet being forwarded to a destination increases

with the movement of the packet.

This type of routing helps in keeping the overheads associated in the routing table with increase in
the size of network low; hence we have chosen this protocol for the Ad-Hoc routing of the packets

in our proposed work.

13



Secured Internet Key exchange protocol:

The information on the internet is carried using the IP, which is a connectionless protocol and does
not provide any privacy or security. In order to integrate security on per packet basis IETF
developed the IPSec protocol. IPSec provides connectionless data integrity, authentication, data
confidentiality, anti-replay protection and data origin authentication. It also provides traffic flow
confidentiality to some extent. The IPSec is actually a suite of protocols which includes
Authentication Header (AH), Encapsulation Security Payload (ESP), Internet Key Exchange (IKE),
etc. IKE ’is used by two security gateways to exchange the key materials used by the IPSec
functions.

There are many variants of the IKE. The original IKE based on the DH key agreement protocol is
venerable to attack from the middle man. In 2004 the algorithm proposed by Haddad was made the
standard for IKE. We proposed to use the faster method as given by Chang et al.[12].

The choice of this IKE algorithm is due to the fact that in our proposed work the data of the
corporate (which can include mission critical data) transmission could be carried over the public

networks also.

Specialized crypto-processing of Data Blocks:

In their work Design, Implementation and evaluation of Security in iSCSI-based Network Storage

Systems, Chaitanya et al. [14] a unique procedure of encryption and decryption has been

implemented which they term as ‘Lazy Decryption’ and ‘Lazy Authentication’. The remote storage

in case of iSCSI-based storage solutions doesn’t use the data; the data is only. used by the end user.

Hence, for the data is stored at the remoté storage location there is no need for decryption, (which
has reached the remote storage location in encrypted form via the network).

Lazy Decryption: The iSCSI defines its packet which consists of a header and possible data

is known as iSCSI PDU or iSCSI protocol data unit. The basic header is of 48 bytes

followed by an extended additional header segment. The length of this additional header is

given at the header at TotalAHSLength field. During read command from an initiator the

symmetric key from the IPSec is used to decrypt the compléte header including the

- additional segment which is considered to be a single block. During the write command from

an initiator the Block Encryption Key (BEK) is generated for every block that is to be

written to the server. This BEK are stored sequentially in a new Additional Header Segment

14



appended at the end of the iSCSI PDU header. The confidentiality of this is protected by the

[PSec encryption key.

Overview of the iSCSI Protocol:

The iSCSI protocol specifies how to access SCSI storage devices over the TCP/IP networks. The

interactions between the initiator and the target are based on sessions. The following is the

description of iSCSI protocol features as given by J. Satran et al in [1] and J. Satran et al in [36].

Sessions: An iSCSI session is a collection of TCP connections between the
initiator and the target to transfer the SCSI commands and data between them.
There can be multiple connections between an initiator and a target for better
performance.
iSCSI PDU: The iSCSI defines its own data units known as the iSCSI PDU. It
consists of a Header and followed by data segment. These iSCSI PDUs are sent
as consents of one or more TCP packets: Generally, the iSCSI PDU are of four
types:

» SCSI Command/ Response,

= Data In/Out,

= Ready to Transfer (R2T),

= Login Request/ Response.

The SCSI command PDU is used to transfer a SCSI command from the initiator
to the target. In the case of read data request, the target simply sends the data to
the initiator while in case of write data request the target sends the complete data

or partial data as requested by R2T command for updating it.

Login: This is one of the most important aspects of the iSCSI protocol.
Immediately after the establishment of TCP connections between an initiator and
a target the login phase starts. In the login phase at first the initiator and the target
authenticate each other and some other operational parameters are also
exchanged.

Naming: An iSCSI entity is identified by its name and not by its location. iSCSI
uses URL like naming procedure which are unique in nature worldwide. This

helps in proper routing of the packets to the intended destinations.

15



Data Integrity: In addition to the checksum provided by TCP, iSCSI PDUs
contains its own CRC as it is not desirable to have any error in the storage
scenario. Initiator and targets may negotiate with each other whether to use the
CRC or not.

Security: 1f the organisation is using a physically secured separate network for
such type of data movement then security is not a big issue, but in the case when
transactions are taken place on‘general data network security becomes a must and
challenging task. The IPSec protocol is used to provide security to the data of
iSCSI on per packet basis.

Direct Data Placement: usually in the case of TCP, the data is copied at several

places like the buffer etc for proper functioning of the entire transfer. The iSCSI
PDU headers contain sufficient information for proper functioning of the iSCSI

HBA. Thus, the data can be directly placed hence better performance is resulted.

16



Chapier 3

Proposed Worlc

The Basic Proposed Model:

As we have already mentioned, this proposed work has been inspired by the challenges that are
being faced by the experts of the industry in providing their clients with much more data and
information processing capabilities over the wireless networks in a cost effective manner.

In this proposed work, we propose the following architecture to achieve the perspective goal, the

diagrammatic illustration of which is given below:--

I.ocat Server

Fast Ethernet / New Ethernet

Mohile Clients (MC)

Access Points (AP

Range of Access Points

Figure No. 3.1: Illustrative representation of the proposed model

17



As already mentioned, the corporate organisations stores all its data including the sensitive data
items at a Remote Storage Devices also known as Target. This Remote Storage Device is in turn
connected to the Local Servers at the various offices of the organisation via New Ethernet also

known as Gigabit LAN.

Each of the Local Server is equipped with low cost cache memory such as cache discs or cache
disks etc. These Local servers cater to both wired connections and wireless connections. Since, this
proposed work is confined to improving the performance over the wireless networks we do not
consider the wired connections’ performance enhancement aspects, though this proposed work will

also improve the wired connections’ performance.

The Local servers are connected to the various Access Points (AP, shown in the figure asaia) either
by Fast Ethernet or by New Ethernet. Each of the Access Points is equipped with cache memory in
the form of NVRAMs.

These Access Points caters to various Mobile Clients (MCs, shown in the figure above by Blue
coloured Laptops) in its proximity. The MCs also have an arrangement of Ad-Hoc Network among

themselves. In this proposed work we have assumed that the MCs use Fisheye State Routing (FSR) -

for Ad-Hoc routing of packets among themselves.

This work is divided into four sections:--

(1) Hierarchical Caching of the Data Blocks.
(i)  Pre-fetching of the Data Blocks.
(iii)  Cache cooperation among mobile nodes by using Ad-Hoc networks.

(iv)  Encryption and Decryption of the Data Blocks.
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Secitior (i)

Hierarchical Caching of the Data Blocks

As per the iSCSI protocol the data is stored in specialised storage devices at a remote location which
may be hundreds of miles away from the user of the data. Thus, the data is stored at the Remote
Storage Server called ‘Target’ and connected to the Local Server via the Gigabit Ethernet. Since the
size of the data is huge, the transmission of the same from the target to the Mobile Client or user
(called ‘initiator’ in iSCSI protocol) consumes considerable amount of time. Further, the link may
not be always able to cater to a particular Mobile Client every time as it has to cater to the whole
corporate organisation. In view of such constraint we propose the concept of Hierarchical Caching

of the Data Blocks.

In Hierarchical Caching as already mentioned we use cache memory at the Local Server and Access

Local Server New Ethernet Connections (Gigabit LAN)
~

Fast Ethernet / New Ethernet Connections

B Mobile Clients (MC)

C égAccess Points (AP)

4 L Mobile Clients (MC)
Access Points (AP)

Remote Storage Server (Target)

Figure No. 3.2: Hierarchical caching of data blocks
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point level. This architecture helps in improving the performance of the iSCSI over the Wireless

networks. When a Data Block is asked by a user the following events follows:-

(i) The Mobile Client looks for the Data Block in its own cache, if it is not available in
its cache it will send a request for the same to the Remote Storage Server via the
Access Point it is connected.

(ii)  On receiving such a request from any Mobile Client, the Access Point at first looks
for the same in its cache (NVRAMs), if the concerned Data Block is found in its
cache the Mobile Client will be immediately served with the request. In case the
requested Data Block is not available with the cache at this Access Point the request

. will be forwarded to the Local SerQer.

(ili)  As soon as such a request reaches the Local Server, an algorithm (which has been
discussed in the section (ii) of this proposed work) starts working. Here also if the
Data Block is available at the cache memory (Cache Discs or similar Memory
Modules), the Mobile Client will get the service. In case the asked Data Block being
not present in the cache at the Local Server the request will be forwarded to the |

Remote Storage Server or Target.

The Remote Storage Server caters to the request of the user if the Data Block asked by the user is a
valid one or it is not being updated by any other user (who has sufficient rights to do so). On its way

back of the requested Data Block the following activities will be performed:-

(1) As soon as the Data Block (in encrypted form) arrives at the Local Server, the Local
Server will put a copy of the Data Block (in encrypted form only) at its cache.
(11) Again as the Data Block arrives at the concerned Access Point, a copy of the Data

Block will be stored at the cache memory of the Access Point in encrypted form.

In this way the hierarchical caching of the Data Blocks will be done. This hierarchical caching will
help in reducing the latency and the time to retrieve asked Data Block. We now present an
application scenario in which we put forward how the reduction in fetch time is achieved by using

such technique.
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2. =

Application Scenario:

A Mobile Client (MC), also known as ‘initiator’, say ‘1’, asks for a data block ‘X’
for the first time (which is at present available only in encrypted format at the
Remote Storage Device, also known as ‘Target’), the request of this MC-1 is first
processed by the Access Point (AP), say AP-A. Now since the AP-A doesn’t possess
this data block X at its cache so the request is forwarded to the local server, again
as the cache of the local server also doesn’t possess this data block hence the
request is forwarded to the remote storage device. The corresponding data block is
then retrieved from its storage location and sent back. On its way back the data
block (in encrypted form) is stored first at the cache of the Local server and then at

the cache of the corresponding access point i.e. AP-A.

Now consider a situation when MC-2 wants to access the same data block X, in
such a situation as soon as the request for this data block X is received at the access
point AP-A, this data block X is immediately sent to MC-2 as it was already

available at its cache.

Now consider another situation when MC-3 (which is connected via another access
point AP-B) asks for the same data block X. As AP-B doesn’t possess any copy of
this data block at its cache it forwards the request to the Local server. The Local
server (as it possesses a copy of the required data block) sends it to the access point

AP-B (which stores a copy of it at its cache).

In this way the hierarchical caching of the Data Block helps in improving the performance. We now

present the mathematical model of the above proposed architecture.

Mathematical Model of the above illustration:

In this mathematical model we consider two aspects: —
(i) When the data block being accessed is of fixed size. / Ne: r- \
3 ™

(ii) When the data block is of variable size. o , \ .~,
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(i). Fixed Size Data Block:

Let us consider the following assumptions:

the mean block size = S nean

the time taken for a block of size S .10 arrive from the target to the local server = T (arget access
the time taken for a block of size Smean to arrive from the local server to the access point = TAp access

the time taken for a block of size S mean to arrive from the AP to initiator (MC) = T wireless
So, in the case when a MC asks for a document for the first time total time taken would =T 1o firs
Where T total first = 2*( T target access +T AP access T T wireless)

Similarly, in the case of the document being asked by an initiator (MC) being available with the

access point AP cache =T av. ap
Where T Av.AP— 2*T wireless
And, when the document being available with the local server cache = T |ocal cache

Where T jocal cache = 2*( TapaccessT T wire]ess)

We now consider a situation for a time interval t, during this interval let there be N number of data
blocks being accessed by any one MC, for simplicity, we assume that all the data block that are

accessed are of almost same size (i.e. S mean)-

Suppose, out of these N data blocks
N; be the number of blocks accessed from the target (remote storage device).
N, be the number of blocks accessed from the Local server.

N. be the number of blocks accessed from the Access Points (AP).

Therefore, we have

N=Ng+N;+ N
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So, the total mean time T Total mean cOuld be computed as:

_ 1 Ns No Ne¢
T Total mean — /N ( Zj=l Ttotal first + Zk=1 T local cache + ZI=1 T Av. AP)

Thus, the standard deviation o from this mean time for a data block is given by

o= \/ [I/N {Zj=lNS (T total first T Total mean ) + Zk=1NO (T local cache ™ T Total mean ) + Zl=lNc (

T Av. AP T Total mean) } 2]

Probabilistic Estimation:

We now present the probabilistic estimation of the usage pattern by users of the proposed
architecture. We assume that the arrival of request of a Data Block from a user follows the Poisson
Distribution.

Let us assume the following:-

The arrival rate of the access request of the data block = Aw

The rate of the data block being available from the cache at the MC = Ag

The rate of the data block being available from the cache at the AP = A¢

The rate of the data block being available from the cache at the local server = Ao

The rate of the data block being available from the cache at the remote storage (target) = As

Further, we consider a situation in an infinitesimal time duration t and t+At, which may be also

thought as the time interval between the request for n' data block and the (n+1)" data block.
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Now, the following events are considered:

Ex = Event of the data block is being accessed from the cache at the MC.

Ec= Event of the data block is being accessed from the cache at the AP.

Eo = Event of the data block is being accessed from the cache at the Local server.

Eg = Event of the data block is being accessed from the cache at the remote storage (target). -

Then the corresponding probability would be given by (where P; is the probability associated with
the event E;):

Since, the inter-arrival density for the data block request = A w € —hwt

And, the Probability of occurrence of data block being accessed from the cache at the MC by time t

. ~Ag-t
is given by € K

So, Py = f e~ e v iat
0

And, the Probability of occurrence of data block being accessed from the cache at the AP by time t

is given by € —Xc-‘t( 1 - C—M. t)

So,Pe= [ e (1-e™"Yhy e M at

0

And, the Probability of occurrence of data block being accessed from the cache at thé Local server

—~Act “Akty  —Aot
T(1-e i

by time tis givenby (1 —¢€ )€
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- So, P = j e‘x“t(l-e“x°¢)(1——e

0

YAw € dt

And, the Probability of occurrence of data block being accessed from the cache at the Local server

by time t is given by ( I—C—M't)( 1 —e_xk't)( 1 —e_ko't)e—ks't

0

. SO, PS= J'

0

e—}\.s‘t —)\«Ct -—)\,kt

(1-e **YY1-e —hwt

y(1—e oY Aye dt

Thus, the probability P gccess Of successful accessing of a data block is given by:

P success= 1/N( P¢ Ny + Py No+ P N )

(ii). Variable Data Block Size

We assume the following:

Time taken for the p™ block of size Spto arrive from the target to the local server=Tiarget access,p
Time taken for the p™ block of size S to arrive from the local server to the AP = Tp access, p
Time taken for the p™ block of size S, to arrive from the AP to initiator (MC) = T wireless, p

So, in the case when/a MC asks for a document for the first time total time taken would = T (ol first, p

Where T total first, p = 2*( T target access, p +T AP access, p +T wireless, p)
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Similarly, in the case of the document being asked by an initiator (MC) being available with the

access point AP cache =T ,,. AP, p
Where T av. ap,p=2 * T wireless, p

And, when the document vbeir}1g available with the local server cache =T local cache, p
Where T jocal cache, p= 2*( TaPaccess, p T T wireless, p)

Again we consider the total number of blocks accessed in some time interval T be N such that:
N, be the number of blocks accessed from the target (remote storage device).
N, be the number of blocks accessed from the Local( server.
N be the number of blocks accessed from the Access Points (AP).
Thus, N = N + N, + N,

So, the total mean time T Tota1 mean could be computed as:
T Tt mean =/ ( Tjm1™ Tooat irst,j + Tk=t T tocal cache, k + L=t T Av. AP, 1)

In addition, the standard deviation ¢ from this mean time for a data block is given by

I N N
o=V["In{ it (Tootairst, j = T Total mean ) + 2k=1 (T local cache, k — T Total mean ) +

Zl=]Nc ( T Av. AP, 1T T Total mean) } 2]
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Probabilistic Estimation:

We now assume that the pattern of accessing the data blocks by an MC follows Poisson Process.
The arrival rate of the access request of the p™ data block = Aw p

‘The rate of the p™ data block being available from the cache at the MC = Ak, p

The rate of the p™ data block being available from the cache at the AP = Ac p

The rate of the p" data block being available from the cache at the local server = Ao.p

The rate of the p™ data block being available from the cache at the remote storage (target) = As,p
Further, we consider a situation in an infinitesimal time duration t and t+At, which may be also
thought as the time interval between the request for n" data block and the (n+1)™ data block.
Now, the following events are considered:

Ex = Event of the p™ data block is being accessed from the cache at the MC.

Ec= Event of the p™ data block is being accessed from the.cache at the AP.

Eo = Event of the p" data block is being accessed from the cache at the Local server.

Es= Event of the p™ data block is being accessed frqm the cache at the remote storage (target).

Then the corresponding probability would be given by (where P; is the probability associated with
the event E;): '

Since, the inter-arrival density for the p™ data block request

27



And, the Probability of occurrence of p™ data block being accessed from the cache at the MC by
time t is given by

e—)\.k,p't

et ~Aw,p-t
So, PK = J. c kp }MW,p C WP dt
0

T ~Akpet o —Awp-t
= }\,W,pJ. c k.p c WP dt

0

= XW,P ‘[ e” ( )“W:P + xk,P)t dt
0

= Mwp/ (Awpt Ap)
The Probability of occurrence of p" data block being accessed from the cache at the AP by time t is
given by

—Acp-t —Akp-t
e P (1 —eT Y

0

So,Pc= [ e (1-e ™ Hhy, e at

0

= >Lw,pj {e‘(%*’”wyp)t _e—(%c,p+kW,p+xk,p_)t} dt

0

= >\'W,P { 1/( }‘«C,§+ Awp) =1/ (hep+ Awp+ Acp) }
= Awp /(Acpt Awp) —Awp/ (Acpt Awp+ Akp)

= }\,w’p : )MK,p / { ( )\IC,P + >\«W,P) ' (>\'C,P+ }"W,P + XK,P) }

28



Probability of occurrence of p data block being accessed from the cache at the Local server by time
tis given by

So,Po= [ e7hort (1-eher

0

Y(1—e M YNy p e Tt gt

ce]

_ }"WPJ {e—(ko,p*'}‘«w,p)t _e—(Xo,p"')\fw,p"')\k,p)t_e—(Xo,p‘*)‘vw,p"')\'c,p)t_*_ —(Rop+

0

)\’W,p + }\C,p + }\k’p) t } dt

= Awp {1/ QoptAwp)— 1/ (hop+Awp+ KK,P) =1/ (hop+ 7\«W,P+ Acp) +
1 / ()\«Qp + )\fW,P + }\'C,P + )\'K,P) } .

Probability of occurrence of p™ data block being accessed from the cache at the Local server by time
t is given by

PS: J‘ —)\,Sp t(l —kc’pt)(l_'e—)\,k,p't)( 1 _e—-)\,o,pt) )\’W’P e—}\,w,pt dt
‘ 0

0

= )\'WP'[ {e—(xs,p+7»w,p)t _.e_()”S’P“L)‘W’P“L)‘C,P)t_e—(>‘6,p+xw,p+7~k,p)t_

0

e—(Xs,p+7\w,p+)\'o,p)t+e—(')\s,p+7»w,p+7\c,p+7\k,p)t+e—()\s,p+7kw,p+7\c,p+}‘-o,p)t+

e —( }"S,p + }\w,p + }\’k,P + )"O,p) t — e —( }\,S,p + )\;w,p =+ 7\'0,]) + 7\4k,p + )\.o,p) t

} dt
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= Awp { 1/ (hsptAwp) = 1/ hsp+ AwptAcp) = 1/ (Asp+ Awpt Agp) —
1/ (Asp+Awpt+hop) + 1/ (Asp+ Awpt+AcptAgp) + 1/ (Asp+ Awp+

Aep +hop) 1/ (Asp+ Awp+ )LK,P+ Mop) = 1/ (Asp+Awp+ Acp+ Acp+Aop) }

This is how the Hierarchical caching of the Data Blocks will improve the performance of the IP

Storages over the wireless networks.
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Sectiorn (ii)

Pre-fetching of the Data Blocks

We now put forward the concept of ‘Pre-fetching of the Data Blocks’. As the data is no longer
stored permanently at the Local Server, we propose to use these powerful computers for enhancing
the performance of IP Storages. The Local Storages will run an algorithm which keeps track of the
access pattern of the Data Blocks fetched by both the wired terminals and the wireless ones. We
propose that this data be kept at the Local Server in a directed graph format. The data at each of the
node of such a graph will contain the name of the accessed resource (e.g. file name) and the location

of the Data Block at the Remote Storage Device; it won’t contain the Data Block itself.

el
el I

Local Sefver New Ethernet / Gigabit LAN

ast Ethernet / New Ethernet

Remote Storage Device

Figure No. 3.3: Pre-fetching of the Data Blocks
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Application Scenario:

Assume that the following directed graph (Fig: 3.4) is created at the Local Server.
This graph has been created by keeping a trail over the request submitted by a
particular client. For example:- MC-1 as shown in the fig: 3.3 asks for Data Block
4(say), this information is stored in the local server by creating a node, then again it
is recorded that MC-1 asks for Data Block 3 and Data Block 8 (within a very short
duration of time), at this moment a link from the node 4 will be created that connects
node 3 and a similar link from node 4 to node 8 will be also created. After sometime
if the same MC-1 asks for Data Block 9, and then links from both nodes 3 and 8 to

node 9 will be created.

- Figure No. 3.4: Access history of pattern of fetching of Data Blocks

In this proposed work we have assumed that all the Mobile clients have to get
themselves authenticated themselves when they log in for the first time or if the period

of disconnection is too large, also each of the wired clients have to get themselves

32



authenticated on first log-in. Each of such session will be treated as separate sessions
by this graph generating algorithm. In addition to this the algorithm also provides
time slots (which will be separate for each client logged in during that time) for the
purpose of maintaining the graph.

(i) Directed Links & Node generation:

If a Client have accessed a Data Block, say X, and then after sometime if the same Client sends
request to access two Data Blocks Y and Z within a very short duration (say ts) then directed

links from the node (corresponding to X) to

F iguré No. 3.5: Generation of Directed Links during short duration

the nodes (corresponding to Y and Z) are created. Thus, two links are formed from the node

corresponding to X.

Figure No. 3.6:-Generation of Directed Links when time duration is more than ts
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But, if the patterns of accessing the Data Blocks have greater time duration than this duration tg then
the creation of links in the graph is somewhat different. Say, if Y is accessed and then after time
duration greater than 15 Z is accessed, in this case first a directed link from node (corresponding to)
X to the node (corresponding to) Y is created and then from this node a directed link to the node
(corresponding to) Z is created. One exception to this circumstance would be when the client asks

for a Data Block for the first time.

Now when some other client access the Data Block Y new node is not created but the existing node
is used. If this Client accesses some other Data Block, say W, then at first the algorithm will look for
a node (corresponding to) W, if such a node exist then a directed Link from node (corresponding to)
Y to this node is created, otherwise, a node (for W) is first created and then the directed link is

created.

(ii) Directed Links deletion:

The number of hits for each directed link irrespective of the client will be maintained for a specified
duration of time, say one week or may be a fortnight. The algorithm will also have a threshold value,
set by some administrator. This threshold value will be used by the algorithm to determine whether a

directed link should be continued to be stored in the appropriate data structure or should be deleted.

“For example:- Consider in the fig: 3.4 if the number of hits to the directed link of node 11 to node 8
is below the threshold (set by the administrator) during the requisite time duration (a week or a
fortnight as set by the administrator) then this directed link will be deleted, while the nodes will

remain.

(iii) Node invalidation & deletion:

A node will be invalidated or deleted from this graph if one the following events occur.

(a) Suppose a Data Block is updated/augmented by any one of the clients, this client will then
sends a small packet called ‘write-info’ to the Remote Storage Device. On receiving such

a packet the Remote Storage Device will broadcast an updating message to all the Local
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Servers about the concerned Data Block. On reception of any such message from the

Remote Storage Device the following events will be scheduled at the Local Server level.

(1)The node corresponding to this Data Block, if present, will have its entire links, both
incoming and outgoing, deleted and then the node itself will be deleted. We propose to
delete this node because when the client updates/ augments the Data Block it may change
its size drastically, which in tﬁm will force the disk space management software at the

Remote Storage Device to relocate this Data Block.

(11)When such a broadcast is received from the Remote Storage Device all the copieé of the

concerning Data Block from the different caches are immediately removed.

(b) Suppose a Data Block is deleted from the Remote Storage Devices, (this could be done
only by clients who enjoy sufficient rights fof such type of activities). In this case also the
corresponding node along with its entire incoming and outgoing links will be deleted.

Finally, the Local Server enacts on the application related to the graph only either when it sees that
the incoming request from a MC is not available in its cache or when it receives a request related to

‘write-info’ from the Remote Storage Device.
The Pre-fetching algorithm will be using the above generated graph to pre-fetch the appropriate Data
Blocks and storing a copy of this pre-fetched Data Block in the large inexpensive cache of the Local

server. Also only one Data Block after a request from a client will be fetched.

Application Scenario:

Consider a situation when this system related to the graph has become stable i.e. the
number of nodes in the graph has reached a suitable level for the proper working of
our pre-fetching algorithm. Suppose the MC-1 asks for the Data Block 5 (assuming
that Data Block 5 is at present not available in the cache at the AP), so the request

reaches at the Local Server level.
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At the Local Server level if the Data Block 5 is available then it is given to the AP for
further transmission, and if it is not available then it is request is forwarded to the

Remote Storage Device, but in any case our pre-fetching algorithm will start working.

This algorithm learns, from the already generated graph of access pattern of the
Data Blocks, that usually when a client asks for the Data Block 5 it will also ask for
the Data Blocks 6 and 7. So, the algorithm looks for the availability of these Data
Blocks in the cache of its Local Server, if any of them is not present in the cache then
it immediately sends a request of the corresponding Data Block to the Remote Storage
Device, and after receiving the Data Block it stores the copy in the cache. At this
moment of time the pre-fetching algorithm will not do any such work related to Data
Block 15 even though it is connected to Data Block 7, this is due the fact the algorithm

works only for the first directed link from the concerned node.

Now, suppose that the any Mobile Client accesses the Data Block 6 (assuming that it
is not available at the concerned AP). This Mobile Client will get the service
immediately as the Data Block is already present with the cache at Local server. Now,
suppose that MC-2 asks for the Data Block 7 since at Local Server level it is available
so the request will be immediately served, also as the next directed link from the node
corresponding to Data Block 7 is that of Data Block 15, so the pre-fetching algorithm

will start working as mentioned above.

Now, if a MC accesses the Data block 15, and then within the same session it sends a
request for another Data Block (assuming the requested Data Block doesn’t exist at
the concerned AP) graph algorithm will start working, as soon as the request reaches
the Local Server (irrespective of the fact whether the requested Data Block is present

in its cache or not), to update the graph and the directed links.

This is how the pre-fetching algorithm will work to improve the performance of the IP Storages over

the wireless networks.
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Sectiorn (iii)

Cache Co-operation among Mobile Clients

The inspiration of this section of our proposed work lies in the nature of wireless communications.
The Mobile clients working in any wireless environment are prone to frequent disconnection, non
accessibility of wireless channel, hard and soft hand-offs etc. Each of the following puts immense
road block in the performance of the IP Storages. In this section we mainly consider the scenarios
pertaining to disconnection of MCs from their nearest APs and non accessibility of the wireless
channel. We assume that the MCs form an Ad-Hoc network to co-operate among themselves. It is

also assumed that the MCs use Fisheye state routing for this Ad-Hoc network.

Figure No. 3.7: The Ad-Hoc Network connections among the MCs
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In the above figure the Ad-Hoc connections among the MCs is shown by Red arrows. It further
assumed that the scope of each of the MCs is one hop.

When a user of a disconnected (from its access point) MC asks for a particular Data Block which is
not present in the MC’s cache, the MC will activate its Ad-Hoc channel to get the Data Block. The
MC will at first broadcast a request packet in its first scope (which may be one at Hop or two Hops
or more as according to the implementation of Fisheye state Routing). In addition to other fields this

packet will have two fields for the following: ~
(i) One which contains the number of hops travelled by the packet,
(ii) Another will contain the Time-To-Live for the packet.

The Time-To-Live field helps in restricting the response time before the parent MC sends another
such request packet for the same Data Block if in the case it does not receive any Return-Reply
packet from any other MC. '

Now, the MCs which receives such packets at first looks in their respective cache for the Data
Block, if the Data Block is present in the Local éache a Return-Reply packet is sent to the MC which
had made the request via the same path. But in the situation it is not available the MC will react in

the following fashion.

(i) At first, it will look whether it is connected to any Access Point or not and whether
the link to this Access Point is free or not (it may be possible that the link to this
Access Point is being used by itself). If it is connected and the link is free this MC
will send a request for this Data Block to the Access Point, and also send a Return-

Reply packet to the MC which had made the request for the Data Block.
(i)  Ifitis not connected to an Access Point then it broadcast the request packet further in

its scope provided the Client-Power (discussed later) is greater than the threshold

value (pre-determined by the concerning Mobile Client).
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(iii)  And, in case it is connected to the Access Point but the link is not free it will wait for
the link to be free or wait for a time period equal to the Time-To-Live of the packet,

whichever is lesser.

The Client-Power (kmcp) will be determined by the following:
(a) Type of Mobile Device (Laptops, Notepads, Personal Digital Assistants etc).
(b) The amount of Battery Power left. '
(c) The No. of Hops the initial requester (of the particular Data Block) is away.
(d) The Processing capabilities of the MC.

A Mobile Client with lesser kmcp will not broadcast the request packet further in its scope.

The Client-Power (kmcp) Will be computed in the following manner:-

(a) The field corresponding to the ‘type of the Mobile Client’ will be assigned a number

between 0 to 1. The assignment scheme will follow the following pattern
(1) A static device, like a desktop, will be assigned the highest value 1,
(1) A PDA or a device with similar capabilities will be assigned a smaller number
(say between 0.1 ~ 0.35) depending on the capabilities of the device,
(i) A Laptop will be assigned a moderate number (say between 0.5 ~ 0.8)
depending upon the device capabilities.

(b) The amount of battery power left is computed directly from the system resources.

(¢) The number of Hops the Request packet has travelled is determined from the respective

field in the packet itself.

(d) The processing power of the Mobile Client is determined by the hardware features of the
Mobile Client. |
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The Return-Reply packet, in addition to other standard fields, will contain the following fields to

help the initial requester of the Data Block to choose the path of data transfer.

)

(i)

(iii)

Type of the Mobile Client in the path: — in this field the minimum of all the value of
‘Type of Mobile Client’ in that particular path will be stored. This will be achieved in
the following manner: when a Return-Reply packet starts to travel its way to the MC,
which had put the request for the concerned Data Block, each of the MC in its way
will compare the value of this field with it’s own value, if it’s own value is lesser than
the existing value then it replaces the value with it’s own value, otherwis‘e it does not
makes any change. In this way when the packet reaches its destination MC, the
destination MC will be capable to read the minimum of the ‘Type of Mobile Client’
in that particular path. Hence the destination MC will try to avoid a path which

contains a PDA or device with similar capabilities.

In a similar manner another field will contain the minimum of all the Client-Power
(xmcp) lying in the path. This field is very useful in determining the optimum path, in

case there is a tie between two or more paths, by the destination MC.

Another important field of this packet will be containing the complete path

information that the Return-Reply packet will traverse.

The MC (say parent MC) which had put the request packet of the Data Block may receive more than

one Return-Reply packet from different MCs or from same MC with different paths. Now, this

parent MC will have to choose an optimum path for the data transfer. The choice of the optimum

path is depends upon the two fields of Return-Reply packets discussed above.

The following steps are followed by the parent MC to choose the optimum path:

)

The parent MC identifies the shortest paths (least number of hops) among all the

paths available,
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(il  From these paths, the paths in which one or more Mobile Client is a PDA or a similar
mobile device with limited capabilities will be ruled out.

(iii)  Out of the remaining paths the path with highest kmcp is selected.

If none of the path qualifies for data transfer, the parent MC will look for the optimum path among

the next longer (more number of hops) paths.

Also, in case of link breakage or non availability of the path the parent MC moves to next available

path.

The mathematical computation of Knmcp :

Let the ‘Type of device’ be = Tpeyice »

Let the amount of battery power of the Mobile Client be = Bpower,
Let the Number of Hops travelled by the packet be = Npacket »

Let the Processing power of the Mobile Client be = Ppropower -

Thus, Kmcp = {TDevice x )\"BPower X H'PProPower} / Npacket

where A and W are constants for making the quantities Bpower and Ppropower into numeric

values compatible with other Mobile Clients.

Application Scenario:

Consider a situation when the Mobile client 1 is not connected to its nearest Access
Point A (this may be due to the fact that the Access Point is catering to a large data
transfer to some other Mobile Client or may be down due to some technical reasons),
then in such a situation this MC 1 will immediately look for the user’s request (say

Data Block X) among the neighbouring Mobile Clients.

The Mobile Client 1 will broadcast the required Data Block X request among the
Mobile Clients lying in its scope (which is assumed to be first hop neighbours). Thus,
such request will be received by MCs 2 to 5. If aﬁy of these MCs have this Data Block
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X then a unicast Return-Reply packet is sent back to the MC 1. If the Mobile Client
doesn’t have the required Data Block X (and is also disconnected) then further
broadcast of the request will depend upon the Client-Power ( kwvce) of the Mobile
Client.

15 n\ 2 N6n

Figure No. 3.8: The Network from the point of view of Mobile Client 1

Now the MC-2 to MC-5 all receives the request for the Data Block from the MC-1.

Suppose the Mobile Clients 2, 4 and 5 all doesn’t have the requested Data Block X in
their respective cache, so they forward the request to the next hop in their respective
neighbourhood. The Mobile client 3 will act in a different way as it is connected to an
Access Point C, if this MC 3 is not using its link for some kind of data transfer it will
send back a Return-Reply packet to the MC 1 along the same path. But, in the case
this MC 3 is using the particular link for its own data transfer, it will store the request
packet in its buffer until the Time-To-Live duration of the packet is not over, if the link
is freed before the expiry of the Time-To-Live of the request packet the Return-Reply

packet is sent.
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Again, let’s assume that
(i) the MC 3 is not in a position to provide the service,
(ii) the required Data Block X is available with the MC 15,
(iii)  the MC 13 has the requested Data Block X and is provide the service,
(iv)  the MC 8 is a PDA,
v) the MC 14 is not using its link and may retrieve the Data Block X from

its Access Point B."

Thus, the following Return-Reply packet will arrive at the MC 1
(i) Sfrom MC 15 with route 15—7—5—1,
(i) from MC 14 with route 14 —8 — 5 — 1,
(iii)  from MC 14 with route 14 —9—5—1,
(iv)  from MC 13 with route 13 —2— 1.

On reception of the Return-Reply packets the MC 1 will take the decision of the best
route keeping in view the number of hops, Kycp and the type of the Mobile Clients in

the path.

In the above scenario the first choice will be the option (iv) as it has the minimum
number of hops. Now, assume that this path 13 — 2 — | breaks up to some reason (say
the Mobile Client 2 has moved away or has gone down), in such a scenario the MC 1

will look for the next better path which is path no. (i) that is. 15=~7—5 —1. Further, if
this link also goes down, the MC 1 looks for the next better path from the available
two options (ii) and (iii). Out here option number (ii) will be ruled out in favour of
option number (iii), as in thé path of the option (ii) we have the Mobile Client 8 which

is a PDA.

The mathematical model.

Assume that in the above system a Mobile Client MCy is observed for certain time interval
(say ¢ ). It is being assumed that during this time interval { the MCy is not connected with any

of the Access Point in its proximity.
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Let us assume the following:

The No. of Data Block request made by the user of MCy be = N

The field corresponding to the Client-Power of p™ Return-Reply packet be =Kmcp, p

Thus, the mean (L ciient-power) Of the Client-Power of the N paths that the MC, accessed

during the time interval { is given by:

1 N
K Client-Power = /N { Zj=] KMCP,j}

And, hence the standard Deviation O ¢jieni.power Of the corresponding will be:

1
O Client-power = \/ [ /N { 2 j= lN (KMCP, i~ KU Client-Power) } ]

We have already presumed that the access of Data Block by a user follows the Poisson
Process; now let’s further assume that the disconnection of a MC from its Access Point also

follows Poisson Process.

The arrival rate of the access request of the p™ data block = Awp
The rate of the p™ data block being available from the cache at the MC = Ak p
The rate of disconnection of the MC from the Access Point when the p" Data Block is

accessed = Ay p

We have already considered the case of the Data Block being available with the MC cache in

the section (i) and the corresponding probability was given by:

PK: J. e_kk’p.t)\.W,p e-)»w,p~t dt

0

= Awp/ (Awp+ g p)
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Hence, the probability P oq-10. of the event that the MC is disconnected from its Access Point

and the p™ Data Block is being asked by the user of the MC (by the time t) is given by:

0

1 1 1 1
= /{Xx,p+)\.k.p+7\.w,p} + /)uw,p— /{Xx‘p+7uw,p}_ /{Kk,p+7\,w.p}

This is how the cache co-operation among Mobile Client will improve the performance of the IP

Storages over the wireless networks.
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Section (iv)

Encryption & Decryption of Data Blocks

The inspiration of this section is derived from the fact that the iSCSI allows transferv of sensitive
block storage data over the TCP/IP. The inherited nature of the TCP/IP networks makes it vulnerable
to malicious attacks from unauthorised persons or intruders. A Denial-of-Service attack may be also
brought into place by sending TCP reset by the intruder. This results into compromise to the
integrity and confidentiality of the corporate data many of which could be of mission critical
importance. The Hierarchical caching of the Data Blocks (as proposed by us in the section (i) of our

work) makes the Data even more vulnerable to such attacks from intruders.

The iSCSI Protocol (Login Authentication & Security of Data):

As per the IETF draft [1], in an iSCSI-based storage solution, the initiator (user,
Mobile Client) and the target (Remote Storage Device) are connected by TCP/IP
networks. The Mobile Client and the target may be physically separate and the
network used for the connection may be the public network available. Thus,
authentication of both the initiator and the target both is a must. The iSCSI protocol

provides authentication in two phases.-

(i)The target listen the network on the well known TCP ports and other ports
as set by the administrator. A Mobile Client, which wants to establish a
connection to the target, begins the login process by connecting to one of
these ports available. In the iSCSI login phase, both the target and the
Mobile Client exchange information to authenticate each other. During
this phase the session’s parameters, security association protocol etc are

also exchanged. In order to protect this session the IPSec SA could be
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used. The IETF recommends Secure Remote Password (SRP) and
Challenge Handshake Authentication Protocol (CHAP). |

(ii) After this phase the Full Feature Phase begins in which the Mobile Client
may send the SCSI commands to the target. '

The above phases are very much needed in the case of iSCSI as the security protocol must support

the following:-

1) Data Integrity,
(i) Data confidentiality,

(iii)  Data origin authentication.

Of the above mentioned point the most important is the Data confidentiality, as it is possible that
the traffic of iSCSI may flow through insecure public networks. Also, the security protocol must
provide security on per packet basis. Though, iSCSI login do provides authentication of both the
initiator and the target at the beginning of a session, it does not provide any per packet
authentication, integrity or confidentiality. Thus, to achieve the above mentioned we have to rely

on the features available with the TCP/IP networks.

We propose the implementation of the IPSec protocol as mentioned by Chaitanya, et al in [14] with
certain changes to suite our proposed architecture and some improvement in the performance. In this
work (as already mentioned in chapter 2 section) ‘Lazy Decryption’ and ‘Lazy Authentication’ has
been proposed. Also, it has been proposed that at the target the crypto-processing of the Data Blocks

is not done as at the target data is only stored and no processing of data takes place.
We propose the following changes to work perfectly with our proposed architecture:-

() In addition to the crypto-processing of Data Blocks being avoided only at the
target level, we propose that at each of the hierarchical caches no crypto-
processing of the Data Block should be done and only the crypto-processing
of the control data which is contained in the iSCSI header should be done.

The concept is depicted in the following figure.
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Application/ Data Applicatibn/ Data
SCSI SCSI
iSCSI iSCSI
TCP TCP
IP | IPSec IP | IPSec
NIC Driver NIC Driver z Access Points
Remote Storage
Device
NIC Driver NIC Driver NIC Driver
IP | IPSec IP | IPSec IP | TPSec
TCP TCP TCP
iSCSI iSCSI iSCSI
SCsI sCsI A= SCSI
J=| Application/ Data Application/ Data § @] Local Server /| Application/ Data J=
Mobile Client 1 Mobile Client 2

Figure No. 3.9: The improvised implementation of IPSec to enhance performance

(i)  IPSec developed by IETF includes the Authentication Header (AH) and the
Encapsulating Security Payload (ESP). The AH guarantees that the data being
receiyed by a receiver from a claimed sender is actually from the same sender
and the data is also the same as it was sent by that sender. AH allows the
receiver to identify the sender. It also ensures that the data received by a
receiver has not been altered or tampered with. While the ESP provides
confidentiality of the data being received by a receiver, connectionless
integrity and anti-reply service. As the implementation of IPSec requires
exchange of cryptographic algorithms and symmetric keys used by it be‘tween
two connecting devices, the secrecy of such exchanges is of immense

importance. IKE (Internet Key Exchange) protocol is one of the best
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protocols to exchange the security associations (SAs) between the
communicating devices. Thus, the proper functioning of IPSec depends upon
the efficient implementation of IKE. We propose to use the efficient and

secure IKE design as proposed in [12] by Chang et al.

Application Scenario:

In order to improve the performance we propose to use the Sfollowing situation in our
Javour ‘ the data is processed only by the end user and no processing of a data is

required at the Remote Storage Device, Local Server and at the Access Points’ .

The Mobile Client I (as shown in the figure 9) stores some Data Block, say X, in the
Remote Storage Device. When the Data Block reaches at the Remote Storage Device
only the iSCSI header is decrypted to know about the necessary control data. The rest
of the data is stored in encrypted form with the Block Encryption codes of the

respective Blocks stored in a separate file.

Now, when the Mobile Client 2 asks for the Data Block X, (presuming that it is not
available at the caches of corresponding Access Point and Local server) the Data
Block X is accessed from the Remote Storage Device along with the corresponding
Block encryption keys and forwarded to the local server. At the Local Server level a
copy of the Data Block X without any decryption is stored and the corresponding
Block encryption keys will also be stored in a separate file. A similar task will be

performed at the Access Point,

This greatly improves in the security of the Data Blocks as for example if an intruder
gets the Access to any of the Hierarchical Caches, the intruder would not be able to
induce any loss to the system as it would be accessing an encrypted data without the

required decryption code.

This is how the encryption and decryption of the data blocks will improve the performance of the IP

Storages over the wireless networks.
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Ch apier 4

Simulation Results

We have simulated the section (i) of our proposed work. The code has been written in C + +, which

is given in the appendix.

Simulation Results:

This code was run on Dev-Cpp beta version 4992 [35] on a machine having the following
configuration:-

e Processor Intel Pentium 4 CPU 2.80 GHz,

e 1GBRAM,

e Intel 915 chipset Motherboard.

e Microsoft Windows XP service pack 2

We ran the simulation code several times in the above configuration with different seeds to the
random function. This code has been also executed on a LINUX (Red Hat version 4 ES) machine
couple of times. All the results were compared, in most of the cases the output was similar to the
output we have presented below. In fact the result we put forward in the following pages was very

near to the mean of all the results.

One important aspect witnessed by us was the percentage of number of Data Blocks that were not

accessible in the first try by the Mobile Client, was never ever more than 4.6%.

The above said fact emphasises that the hierarchical caching of the Data Blocks has been really

helpful in improving the access rate.

We now present the result of our simulation to the Hierarchical Caching of the Data Blocks.
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No. of Data Mobile Access Point | Local Server Remote Not Available
Blocks Client cache cache cache Storage
Device

10000 1247 1064 1383 5880 426
25000 3004 2769 3574 14638 1015
50000 6251 5348 7016 29300 2085
75000 9388 - 8247 10335 43946 3084
100000 12471 10905 13716 58736 4172
125000 15493 13545 17040 73802 5120
150000 18573 16260 20658 88235 6274
200000 24901 '21735 27436 117594 8334
250000 31052 27256 33994 147271 10427
300000 37114 32828 41102 176507 12449
500000 62419 54210 68388 294229 20754
750000 93618 | 81192 102422 441593 31175
1000000 124678 108817 136898 587959 41648
1250000 | 155853 135671 171531 734690 52255

Table No. 4.1: The Location from where Data Block was accessed
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The bar Graph of the above table is as follows:-
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Figure No. 4.1: The Bar Graph of Data Block access from different locations.
Analysis of the result:

In the above figure, it is shown that the number of Data Blocks accessed from the particular location
vs. the number of Data Blocks accessed. For example: in the case when 300,000 Data Blocks were

accessed in total (6™ Bar-Graph from the left), the following is the number of Data Blocks accessed

from the corresponding location:-

¢ 37114 Data Blocks were accessed from the cache of the Mobile Client,
. e 32828 Data Blocks were accessed from the cache at the Access Point,
e 41107 Data Blocks were accessed from the cache at the Local Server,

e 176507 Data Blocks were accessed from the Remote Storage Server.
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While the last bar in the graph denotes that the user couldn’t access 12449 numbers of Data Blocks

in the first go. The Data Blocks may not have been accessed in the first try do the following factors:-

e Non availability of the Data Block in the storage of the corporate,
e Congestion in the network (due to which the request packet may have been

dropped),

e Denial of Access to some permission settings associated with the corresponding
Data Block,

e The Mobile Client might have been got disconnected, during the reply phase,

from its Access Point, etc.

The following pie-charts give a better explanation of the above said scenario.

Distribution of Data Block Access when No. of Data Blocks = 50000

| 2085

o7o16
14%

029300
58%

Figure No. 4.2: The pie-chart of location of Data Block Access when N=50000
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Distribution of Data Block Access when No. of Data Blocks = 125000
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Figure No. 4.2: The pie-chart oflocation of Data Block Access when N=125000

The Pie-Charts of other distributions gave similar results. In all the runs of the simulation, the
number of Data Blocks that were not accessible or available never ever increased 4.6% of the total
number of the Data Blocks accessed. This percentage will be lowered to a lower level if the other
sections of the proposed work are carried out. As, the disconnection from the Access Point is quite
frequent in today’s wireless communications, the number of such non accessibility of the Data

Blocks will be definitely lowered if we successfully implement the section(iii) of our proposed

work.
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Ch apier S5 |

Conclusion ’& Future Work

Conclusion:

The simulation results of the section (i) of our proposed work has already shown that the
‘Hierarchical Caching of the Data Blocks’ has been helpful in improving the performance of iSCSI
over the wireless networks. In a similar manner it can be shown that the ‘Pre-fetching of the Data
Blocks’ will also contribute to improving the performance. With the advent of better algorithms in
the arena of intelligent fetching and application of some sort of heuristic algorithm (computer

science already have few very good algorithms in this area) the results could be further improved.

Another aspect that we chose to work on was that of the frequent disconnection of the Mobile Client
from their respective Access Points, the solution proposed by us to this problem is quite worthy in
nature as it doesn’t demand any specific Hardware Requirements. The proposed solution utilises the

presently available features in any Mobile Device configuration.

The problem related to the security of the Data Blocks when the public networks are being used.
This was a challenging task as any compromise to the speed of access rate would have affected the
entire performance. The solution proposed by us.in this regard scales well with currently available

features of the IP protocol.
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Future Work:

The emergence of new technologies in the field of computer science is very rapid. The network is
becoming more and more fast and reliable too, the computation power of the Mobile Clients is
increasing day by day, and the new searching algorithms are even faster and more reliable. The new
innovations in the field of Neural Networks, Artificial Intelligence, processing power of the CPUs,
Graphics etc, all have contributed to the satisfy the ever increasing demand from the users of

different classes.

The scope of improvement in our proposed work is immense; we consider a few of them out here.

The possibilities of the future work are as follows:-

o In the section (i) of our proposed work we have put forward the concept of
‘Hierarchical caching of the Data Blocks’. We have used Cache Discs at the Local
Server level and the NVRAMs at the Access Points, with the emergence of the new
technologies (and algorithms) in faster retrieving the concerned documents from the
secondary memory sources the cache at the Local Server may be extended to the
secondary memory storage available. This will result in greater storage capacity at the

nearest level and hence will result in improved performance of the IP Storages.

. In the section (ii) of our proposed work we have given the concept of ‘Pre-fetching of
Data Blocks’. In this section there is even more possibility of enhancement in the
algorithm of pre-fetching. The use of Artificial Intelligence, Neural Networks and Data
Mining tools will greatly improve the pre-fetching technique and hence result in

- greater hits registered from any end user. As if the association rule (of the Data
Mining) if implemented in a nice manner may result in predicting the next ‘Data Block
required’ in more efficient manner than the present used method. Similafly, the
Artificial Intelligence could be used for better result. This will in turn improve the

performance of IP Storages.

. In section (iii) we have discussed about the ‘Cache co-operation among the Mobile

Clients’ using the Ad-Hoc networks. The throughput in this case can be further
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increased by developing separate Ad-Hoc routing protocol which can address to the
required situation in an even better manner than what we have proposed. Also, as the
power of the Mobile Clients is ever increasing, we may even route the Data Bl-ocks
required through a path containing PDAs. Also the pervasive architecture as mentioned
by Srinivasan in [7] could be used to improve the performance of the IP Storages over

the wireless networks.

In our final section of the proposed work section (iv), the ‘encryption and decryption of
Data Blocks’ policy has been put forward. In this there lies a lot of scope as the
algorithms are becoming better and better. A huge lot of options are already available

and more suitable tailor made for this purpose could be designed.
Another area of development is related to the mobility of the Mobile Clients. Since the
high mobility of such devices results into frequent hand-offs and sometimes may lead

to isolated node situation, this could be a challenging field to work on.

The development of more powerful wireless LAN and the upcoming IEEE 802.11n

like protocol would further help in improving the performance.
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Simulation Code

#include<iostream>
#include<conio.h>
#include<stdlib.h>
#include<limits.h>
#include<time.h>
#include<math.h>
#include<stdio.h>

using namespace std;

float store[8];

int record[S];

int N;

void recorder(void);
void display( );
void rander( );

class linklist
{ .
private:
static int s;
struct node {
int d;
float data[8);
struct node* link;
}*p;
public:
linklist( );
void append( );
void display_list( );
~linklist( );
b

linklist:: linklist( )
{

p=NULL;

}
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int linklist :: s;

void linklist :: append( )
{

node *temp,*r;

temp=new node;
if(temp==NULL)
{
cout << "No further allocation possible Press Any Key for EXIT";
getch( );
exit(0);
}

else{
temp->d = s++;
for(int z=0; z<8;z++)
temp->data[z]=store[z];

temp->link=NULL;

if(p==NULL)
p=temp;
else{
=p;
while(r->link)
r=r->link;
r->link=temp;

}

void linklist :: display_list( )
{
int f;
node *temp;
cout << "\n\n\tEnter the Data Block No. you wish to see: ";
fflush(stdin);
cin >> f

i{f((f<1 EN))

cout << "\n\n\t\t Invalid Choice";
return;

}

temp = p;

while(temp->d != f)

59



temp = temp->link;

if(temp->data[0]< temp->data[4])
{

}

cout << "\n\t The " << f << "th Data Block was Accessed from cache of Mobile Client";
return;
else if(temp->data[1]< temp->data[5])

{

}

else if(temp->data[2]< temp->data[6])
{

cout << "\n\t The " << f << "th Data Block was Accessed from cache at the Access Point";
return; '

}

else if(temp->data[3]< temp->data[7])
{

cout << "\n\t The " << f' << "th Data Block was Accessed from cache at the Local Server";
return;

cout << "\n\t The " << f << "th Data Block was Accessed from the Remote Storage Device";
return; '

else

{

cout << "\n\t The " << f << "th Data Block was not Accessible";
return;

}
}

linklist :: ~linklist( )
{
node *r;
while(p)
{
=p;
p=p->link;
deleter;
}
}

linklist list;

void recorder(void)

{

if(store[0]<store[4])
{

record[0]++;
return;
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}

else if (store[1]<store[5])
{
record[1]++;
return,

}
else if (store[2]<store[6])

record[2]++;
return,;

}
else if (store[3]<store[7])

{
record[4]++;
return;
}
else
record[3]++;
return;

}

int factorial (int n)
{
int f=1;
if (n==1)||(n==0))
return 1;
else

{
while(n>1)

float powermaker(float x, int y)
{
float w=1.0;
if(y==0)
return 1;
else if (y==1)
return x;
else{
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for(int j=0; j<y; j*++)

{

W= X*W;
}
return w;

}

void rander( )

{

int u,v,y,z;

float a,b,c,d;

time_tt;
srand((unsigned)time(&t));
for(int i=0; i<N; i++)

for(int k=0; k<4;k++)
{

y =rand( )%]10;
z=rand( )%10;

a = rand( )/47,

b =rand( )/37;

¢ = powermaker(a,y);
d = powermaker(b,z);
u = factorial(y);

v = factorial(z);
store[k] = (c*(exp(-a)))/u;

store[k+4] = (d*(exp(-b)))/v;

}

recorder( );
list.append( );

void display( )

{

cout << "\n\tTotal No. of Data Blocks Accessed: " <<N;

cout << "\n The No. of Data Blocks Accessed from cache of Mobile Client: " <<record[0];
cout << "\n The No. of Data Blocks Accessed from cache at Access Point: " <<record[1];
cout << "\n The No. of Data Blocks Accessed from cache at Local Server: " <<record[2];

cout << "\n The No. of Data Blocks Accessed from the Remote Storage Device: " <<record[4];

cout << "\n The No. of Data Blocks that couldn’t be Accessed: " <<record[3];
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int main(void)
{
char c;

cout << "\nEnter the number of Data Blocks to be Accessed \t\t";
¢cin >> N;

for(int i=0; i<8; i++)
store[i] = 0.0;

for(int j=0; j<5; j++)
record[j] = 0;

if(N<0)
{ _

cout << "\n\n\tImproper Choice Press Any Key to EXIT";

getch( );

exit(0);

}

rander( );
display( );

cout << "\n\n Do you want info about the Data Block Access if yes PRESSyorY ",

fflush(stdin);
cin >> ¢;
if((c==y)ll(c=="Y")
list.display_list();
cout <<"\n\n\t\tPress Any Key To Exit";
getch();
return 0;
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